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Zero Trust




74% 78%

of all attacks succeed via network- of loT network devices have
based attack vectors known vulnerabilities

3.8Tbps A0k+

largest recorded DDoS a-ttacked vulnerabilities reported (CVEs)
(stopped by Cloudflare in Sept in 2024 alone
2024)

57%

increase in blocked
Al transactions signaling security risks from Al

And each can have a financial impact

https://thehackernews.com/2024/10/cloudflare-thwarts-largest-ever-38-tbps.html|
dxcentral.com/articles/analysis/2024quantum-predictions-in-computing-ai-and-cyberse
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S4.88M

Average cost
of a breach

$9.36M

United States average

$4.99M

Costliest attack vector Malicious
insider attacks

Source: IBM Cost of data breach report 2024

S2.2M

Savings from extensive
use of Al
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Zero Trust Data Center

Data Center | SP Cloud (5G, O-RAN, CSR) |
Distributed Cloud

Identity &

Access Control
—_—

loT Threats

Network & Ransomware

Application
Exploits - .— -

Protect the
Business

DDoS Attacks

Malware &
Phishing

-

Zero Trust Edge

WAN Edge | NAC Device Edge |
User Edge + Remote Access/NAC

A 4 Malicious URLS,

Domains & IPs

Integral

Security
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Unified Policy Management and Analytics
Enabling Hybrid Mesh Firewall

vSRX

Virtual Firewall

L]
...
Y.
Y.

.0
.0
*

Juniper Security
Director Cloud

s - v" Performance at scale
Single Policy Framework
v" Common Architecture

v" Flexibility in form factor

Innovation from HPE Juniper

Easy migration to a cloud-delivered
architecture

Campus & Branch Public & Private
Remote Workforce Securit Data Center
— u



HPE Juniper Hybrid Mesh

Public Cloud
West

Google Cloud \

—

SecAlOps

SRS

SecOps

Security Director

ATy

Internet \

SRX

g@g |:|n|:| o

Remote Branch  On-premises DC

Public Cloud
East Google Cloud
Secure Connectivity
£ l—“l SAP =
i _I'A
Unified Visibility SN
o G Sui ;E?’Wﬁ
S
@ Saa$S

Unified Policy Enforcement

SRX lﬂ[“]l oo
BN — ] soe

Co-located DC Remote Branch



Protecting the enterprise edge
Extend Zero Trust to every application

= R S}

~\
Secure data in on-premises & Protect user & device access Full visibility from client to
cloud native applications from anywhere - branch or application

remote locations

=)

SRX NGFW Security Director

: Confidential — For Training Purposes Only 10



HPE Juniper Networking
Threat Labs

Actionable Security Intelligence

Convergence of Networking & Security Demands Exceptional Integration

File reputation

IP reputation

URL filt
Packet nter
IPS/IDS

Known ;

Unknown &
COMMODITY ATTACKS e

Real-ti |ati .
eal-time emulation Sandboxing

COMPLEX ATTACKS 0 DAY ATTACKS



Comprehensive security stack for threat protection

® g

S

Application & User

Firewall
{3

Application tracking

Y &

elligence

=

= ) v
= Application QOS, QOE
< & Policy Based
Q Routing
=
=
o
T @&
SSL Proxy

NGFW ATP
@feature @ feature



Content Security

Web Filtering Antivirus Anti-Spam Content Filtering
= |dentify web traffic by =  Keep known malware = Prevent unsafe and = |dentify and prevent
category and out of the network annoying email out of unsafe files or scripts
reputation. the network from being downloaded.
= Prevent threats from
= Block malicious & installing on internal = Reduce the risk for = |mplement’s DLP to
unwanted web sites devices email as an attack vector reduce the risk for file-

based attacks.

: Confidential — For Training Purposes Only 13



Benefits of Security Intelligence (Secintel)

Continuously Updated Threat Intelligence

:.. «  Curated feeds include malicious IPs, URLs, domains, certificate hashes, and GeolP
0 = » Threat data is updated and validated in real-time to increase threat coverage and reduce FPs
M
Automated Detection and Mitigation
oy
ﬂ' » Infected host feeds automate detection and mitigation of security events, identifying and
) blocking threats closer to the source.

Customizable Threat Intelligence

Ability to add custom sourced feeds.

This allows flexibility to utilize their own threat intelligence into the system and delivered
across all SRX’s.

Real-Time Threat Identification

Secintel delivers real-time threat intelligence, enabling automatic and responsive traffic filtering.

ey

Malicious traffic is blocked at line rate, creating a threat-aware network that actively participates in its own

defense.
14



Benefits of Content Security

Comprehensive Protection

Comprehensive protection against malware, viruses, phishing attacks, intrusions, spam, and other
security threats.

Different techniques used for detecting the right content for the right feature.

Streamlined Installation and Management

Separate Content Security profiles allow security capabilities to be specified on a per policy basis, aligned with
customer environment

Streamlines and simplifies installation and management of multiple security capabilities with selective action

Advanced Filtering Capabilities

Advanced filtering capabilities such as URL filtering, antivirus filtering, and content filtering, which can be configured
using custom objects (file types or categories for local web filtering) and feature profiles which make it more
effective to mix and match

Scalability

Different SRX platforms have different performance, thereby allowing customer to select the right platform for their
environment based on scale required for each content security features

Confidential — For Training Purposes Only
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Delivered via our Integrated Security Services

Orchestration and Management

Security Director Security Director Mist Juniper
On-Prem Cloud Cloud Secure Analytics
Advanced Security Services
AppSecure Intrusion Det'ection Content Security Anti-Virus Al-PTP Advancgd WIS Secintel loT Security DNS Security Corero DDoS
& Prevention Protection Cloud
Enforcement
e o
Branch SRX é
. B e,
[ EEEESIZEIEE memw | NFX Series
CSRX G
a
B30 Al-Driven SD-WAN mnmmEmmImIIEnI T
.
- EX/QFX Series MX Series
High End SRX A0S
{UNOS Next Generation Firewall SD-WAN J:UNOS Switches {UNOS HETETS
Environments
= A OO [F o2
EH E i il i
Data center VMs Physical Server Containers Multi-Cloud Branch/Campus Users

Confidential | Authorized HPE Partner Use Only
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Protecting the Data Center

Zero-Trust design principles for the evolving DC

DC Edge Inter-DC/Cloud Connect Public Cloud Applications

oo oo
OO f...... 8RN - - --- ==

AppSec

Amazon
Web Services

IPS

IPSEC

IPSEC

Secintel

ATP

Google Cloud

Azure

Oracle Cloud
IBM Cloud

Protect DC entry point Protect intra-DC traffic between Protect traffic between DCs Protect applications deployed
applications & services in public cloud infrastructure

I 1 Secintel

ATP

Application

: Confidential | Authorized HPE Partner Use Only 18



Thin Branch and Heavy Cloud

Branch Connectivity and Security

* Rise of SD-WAN adoption
* But SD-WAN alone no longer sufficient

* Branch security now a must-have

Heavy Branch

* Deploying entire
security stack
in every branch

.........’

Enter Secure SD-WAN
e SD-WAN

* FW plus perhaps
* IDS/IPS
* WAN opt

Heavy Cloud

Enter cloud-delivered security

More use cases: on prem & roaming
users; Internet & private access;
etc.

More security services

More dynamic, elastic scaling

e OO

Confidential | Authorized HPE Partner Use Only
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Security Intelligence enables a threat-aware network

= Secintel extends threat DETECTION &
ENFORCEMENT to all points of connection

=  Enforcement is based on curated feeds of
various types.

Seclintel

powered by ATP Cloud

......... ﬁ?ﬁ EX & QFX Switches
W e -  EEE=EE
% ‘A ===
Policy Enforcer T —| [ ==
. * Deny access (drop
P connection) to user/device
> * Compromised devices are
MX Routers Mist Access Points guarantined (moved to
Q Block malicious domains and quarantined VLAN)
servers Q
O Enable custom threat feeds ?
Q Quarantine compromised
devices * Block malicious servers * Monitor signs of compromise
* Enable custom IP threat feeds * inconnected devices

—1 . Seclntel - Security Intelligence Confidential — For Training Purposes Only 20



Security Intelligence Use Cases

G

SRX

SRX

Quarantine

_____________

Resolve
baddns.com

Connected Security

*= Protect the infrastructure by quarantining compromised hosts at Switching
Infrastructure.

Integrates with HPE Clearpass and 3™ party tools (Cisco ISE, Carbon Black,
Forescout, Pulse Secure etc.) to enforce similar protection where its required
(switches, wireless access points)

DNS Server Protection

» Protects clients from accessing malicious domains.
»= Protects the environment and resources by sinkholing and notifying
administrator of compromised hosts.

Threat Protection

= Protects against known threat actors (C&C).

= Administrator controls the risk by deciding the right threat level to monitor,
block or permit.

= Ability to quarantine compromised hosts based on the risk verdict.

Confidential — For Training Purposes Only
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Security Intelligence Use Cases

Extend Protection to the Edge

= Protects against known threat actors on the MX Platform leveraging the same C&C
feeds that protects the SRX as well

= Administrator controls the risk by deciding the right threat level to monitor, block
or permit

= Use of Allowlist and Blocklist provides a better mechanism

Geo Location Protection
= Seclntel provides Geo Location based feeds (GeolP feed) that helps administrator
create better policy posture by blocking traffic from specific countries
= Geo location feeds provide a way to restrict traffic on emerging attacks for
scheduled time duration (e.g. for DDoS attacks from a specific Geo for 2 weeks,

ensuring coverage of a particular threat campaign)

: Confidential — For Training Purposes Only



HPE Networking Delivers Comprehensive Threat Prevention
from Edge to Data Center

Authenticate
Users

USERS

Access
Internet

g &

Tablet
Aruba APs

D LAN/WAN

Smart
Phone

CX6300 / CX6200

Wired
Laptop
=|:|—
Access Protected
\ Resources

CPPM sends user
authentication to
SRX Series device

SRX Series
device

Aruba ClearPass
Policy Manager

(CPPM)

Web api

> INTERNET/LAN

11111

|||||

Access Protected

| Resources

8043417

The CPPM sends the user
authentication and identity
information for the users who
are logged in to the network to
the firewall in POST request
messages using the Web API.

The UserID daemon gets the full
IP-user mapping from the CPPM.
For each authenticated user, the
UserID daemon generates an
entry in the Routing Engine
authentication table.



Zero Trust for Access

- Granular traffic . SIEM
control with user Next-Gen Perimeter splunk> MDM / EMM
and device data . Defense g Network controls

using real-time
device data

\ J) Mobilelron
JUﬂ||EJef ‘ 1 @ opllelron

\/ Multivendor airwatch
integration T
CLEARPASS °
CITRIX
Context N
J sharing 1 Accesgllﬁ‘laar::gs':ment \ VISIbIlIty into

: location and time
 OpenAPI QerJbO JUNIPEr with granular

controls

Infrastructure




Security Dire

Overview, Features and Benefits



Security Management Offerings

On Box Manager

Central Manager

Junos CLI

JWeb

S

Juniper
Security Director
Cloud

Juniper
Security Director



Security Director

Operationalize security through a single management & policy experience

Secure, Easy and Quick
Onboarding of SRXs

" CLAIM CODE

00S00bb24asb

sZTP

Unified Polices: Global, Site and
Devices

= g
= Squry Ovectr Cowd

R Sie iy 2

Reduce time and effort to protect

the entire network

Avoid & repair firewall
rule anomalies

Single Policy Framework

ITUNES-SSL

FACEBOOK-APP

Rule Analysis X

310 vy nber 7
- e
Recommaendation 2
fern P Spisting ele, sed &
L Jore magna akgua
Preview Ignore A((cp(
e ;

Unbroken Visibility

Security Assurance




UnBoxing to Securing Your Network: sZTP

UnBox Rack and Stack Secure ZTP SEELE o
Network

- Edit Security Policy X
= JUrIPe
!“Mm“'l“ Name* O SRA1600.Demo °
Description & Created by Import

Select devices 0/3 Q on q
Available Selected
pR— seu00emo
demosni-bir02
SRX1600-Demo.
= Juniper
= Security Director Cloud ') 1A o®0e
o Change the fiker crieria to shorten the fst.
9 | gt | ke h s Ml Session o
Y | Time Range + u; 5m 10m 20m 30m 1h 2h 4h Sh 16h 24 Custor
i Devices 0
Deves  DevkeGrops  Preproviionsd rofies:
i/ Itesd - showseeaedrons () ooty apCopnen | | NrapeSiboipons | v | | g 7Q Showenactmatch  Group by [ | e v
Box view JUNPer. " MR i fmciy i, ik i
y . i ; a ;
v Host Name. DeviceGrosp I, @ © DedceConfigSatis®  Management Sats § DevkeHeak. Subsrtions  OSVesl. © Product (2464850) e "”’I’”" P o B Pe
A » demosnu-bir 01
l Bl 0 ool s Qroc o Toon  QuShol NS SoW 723040 o Wrae W 0w we P
| | i
- . ) e ) Onse Qs o ) ey R a7 ABAQLO0 10281 nnees W n
l‘B ' : ‘n " hoded 1180y A France. 2n a wmout
etk § Qg Onse o Onny  domosd WA demosnx-bird2 (11015)
028 wmos s M
| Westiord-HUB (574)
Inner folder i el e @ w e T T o




Day 0 & Day 1 Configuration Support

Discover & Manage Device in your network

SRX~ / Device Management ~ / Devices v ﬁ

demo-srx-blr @

e Deploy pending. Last Deployed: Never

. o o Overview Chassis Interfaces Device Administration Configuration Templates Device Configurations Discard Changes Preview Deploy
Q SRX Device Specific Day (=1
Basic Settings Security Settings Advanced Settings Q @
O0&Dayl
° . @ Interfaces (D) Highlight configured fields Quick Links Customize Page
Configurations
Interfaces
" Interface -~ H
. . Static Rout: "
v Security Admin can do non- afic Houtes
security configurations in Policy Options Name Native Vian Id speed Miu
SRX via SD user interface - O  geonn
O ge-0/0/1
> OSPF
O ge-0/0/2
> RIP O ge-0/0/3
Forwarding Options O st0
Routing Instances 3 items
Interface Range @ More v - :




Simplified Policy Management

Policy Management

Policy Hierarchy

Firewall Policy

%1

/ All SRX Devices \

[ @ All Devices Policy

v

Allow Secure
Communication

@ Group Policy

x Deny
Facebook

Vs

Group Of SRXs /

\

Allow

o| @ Device Specific Policy K4 partnerven




Unified Policy Management

Juniper
Security Director Cloud

HPEJuniperDemo v | Q L ® B ® &

SRX ~ [ Security Policy ~ / SRX Policy ~

W
paris-fw1 @

Last update: 3 days ago by phattiangadi@juniper.net TotalRules 579 (=) Redeploy required [ Deploy

1 selected Set Default Rule Option Expand All Collapse All More
(m) Seq Name Sources Destinations Applications/Services Action Security Subscriptions Options
1 -
0 hits paris-fw1-1 + + @ Deny [ 0
Session initiate logs
4
Session close logs
Log count
Rule options
« ZONE 518 rues
O 1 gavin-dema 7) guest Z) Isgvpn % LINKEDIN-POST  +3 @ Ppermit IPS
0 hits Gavin Rule to show SRX policy ereatio.. 01 10.10.0.103  +3 L Ary $% https
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Insights: Application, Users, Threats

Monitor v/ Maps & Charts >/ Insights v

¢ Favorites Insights ® Viewing Applications Sessions  Aug 9th 2025, 21:16:56 Aug 16th 2025, 21:16:56 S| Y|IB|C
) Dashboard Filter: Device/Device Groups=All
E Monitor Viewing Top Applications
Alerts
Logs
Maps & Charts
Threat Map
Insights
CASB Applications e
Tunnel Status FACEBOOK-ACCESS .
Service Locations A
Data Plane Packet Capture < S >
Advanced Threat Preve... ”
Reports Applications ® 19 Items Q =2 0
= O Applicatio... © Status Non Stan...  Risk Le... Rules Users Volume Total Se... Category SubCategory Characteri...
CSDS Groups O  ADOBE © Permit A - HNE 1 1 24.43GB 194,953 1 1
Secure Edge O ALIBABA-CLO.. @ Permit A [ HN 1 1 28.06 GB 208,385 1 1
&+ Shared Services O ANDROID-MA.. @ Permit A HEEN | 1 1 25.15 KB 3 1 1
0 APPLE-ARPLAY @ Permit A [ HN 1 1 31.74 GB 207,082 1 1

{6} Administration




Firewall Rule Optimization

Innovation from Juniper

Rule with anomaly is highlighted
Anomaly comparison without scrolling
Easy to accept or ignore suggested fix

Anomaly status



Firewall Rule Analysis: Report

Rule Analysis Report - Sunnyvale

Create Rule Analysis Report Definition @ REDUNDANT

A rule is redundant if there exists some preceding rule within the policy which performs the same action on the same
packets as performed by the current rule. Removing redundant rules can increase performance by reducing rule
comparisons.

General
Repotame * 0 P I——— No Name Sources Destinations Applications/Services Action
Descrption * 0 Problem: Rule 26 (R1_oob_1), Rule 27 (R1_oob,_2) are redundant with Rule 25 {trust-to-untrust2)

Recommendation: Delete Rule 26 (R1_oob_1), Rule 27 (R1_oob_2)

Content 25 trust-to-unirust :Z:I trust I\é) untrust & any PERMIT
2 An defaults
Anomalies * () Jkiid i b %
Redundant ' i -
|Z) trust [ Z) untrust B any
26 R1_oob_1 — = b PERMIT
Expired scheduler S L Any 1 Any 1 defaults
Logging disabled B trust ) untrust .
1Z) [Z) un B any
Unused Rules 27 R1 oob 2 1 Any £ Any % defaults PERMIT
Security Policies * @ Name Description
stegoies Creedby mpott No Name Sources Destinations Applications/Services Action
Hogt-171 Created by lmport
Problem: Rule 27 (R1_oob_2) is redundant with Rule 26 (R1_oob_1)
testid
Recommendation: Delete Rule 27 (R1_oob_2)
Sunnyvale Created by lmport
50 items — . .
|Z) trust [Z) untrust # any
26 R1_oob_1 Tl Any 3 Any £ defaults PERMIT
Schedule . . §
|Z) trust |Z) untrust = any
27 R1_oob_2 1 Any 1 Any ¥4 defautts PERMIT

Report Schedule @ Specify whether you want to run job immediately or schedule itfor a later time




Bringing it all together

Data Center Next-Generation Firewall Use Case—Juniper Validated Design (JVD) | Juniper Networks

Configure Chassis
Cluster (L2 Firewall)

Load Baseline Configuration

Load Mandatory and Optional

Configuration (DNS, Logging,
and so on)

Enable Device Management
(J-Web) - Optional Configuration

Create Security Policies with
Application Specific
Enforcement

Enroll Device
in Juniper ATP Cloud

Enable Device Logging
with Juniper Security
Director Cloud

On-Board Device on
Juniper Security
Director Cloud

Create IDP Profiles

Enable the Created IDP Profile
In a Security Policy

Create Secintel Profiles
(C&C, DNS, Infected Hosts)

Assign Secintel Profiles
to Security Policies

Assign DNS Security
Metadata Profile Between
Zone Pair Context

Create DNS Security
Metadata Profile

Assign AAMW Profile
to Security Policy

Create Advanced Anti-Malware
(AAMW) Profile

Configure Screen Options
to Protect Against DDoS Attacks

Configure Reverse SSL Proxy
and Assign to Untrust Zone

A J

Confidential | Authorized HPE Partner Use Only
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https://www.juniper.net/documentation/us/en/software/jvd/jvd-data-center-ngfw-use-case/index.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-data-center-ngfw-use-case/index.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-data-center-ngfw-use-case/index.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-data-center-ngfw-use-case/index.html
https://www.juniper.net/documentation/us/en/software/jvd/jvd-data-center-ngfw-use-case/index.html

SRX Form Factors

Modular Form Factor Firewalls Fixed Form Factor Firewalls Software based Firewalls
(SRX5000 Series)
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SRX Series Firewall

Branch Firewalls

5129,4[0]0)
R v
SRX380 IKED 1RU
SRX340/ | oann
SRX300 SRX345
SRX32 0/ ew e
e Ko 1RU
KMD 1RU

4FW (Fixed Form Factor Firewall) + Virtual &

Containerized
Security micro-
services
cSRX vSRX
(20vCPU + 48G) (17vCPU + 32G)
SRX4300
o e e e ]
SRX4200 KMD + IKED 1RU
JR- [y
SRX4120* KMD + IKED 1RU
[l e
IKED 1RU

SRX4700
B e el

IKED 1RU

SRX4600
R o PP

KMD + IKED 1RU

Modular Firewall

SRX5800X

15129, 670]0) ¢
SRX5400X
kvD +I1KED  16RU
KMD + IKED 5RU

Advanced Security Acceleration
(SPC3)

# earlier was called SRX2300

w
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SRX4700
Fastest 1U FW in the World
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SRX is #1 in every test for over 5 years
HPE Networking Threat Labs

Independently validated security efficacy

NetSecOPEN NSS Labs / Cyber Ratings NSS Labs \ Cyber Ratings
2022 2024 Cloud Network Firewall 2025 Enterprise Firewall
o) (0) o)
99.8% 99.7% 99.16%
effectiveness against exploits against client & server-side exploits Exploit block rate
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Post-Quantum Cryptography (PQC)
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Evolution of Networking Infrastructure
Waves of Technology Shifts

2000s 2010s 2020s 2030s+

Virtualization & Cloud-First & Al-Native Networks Quantum
Early Cloud Adoption SaaS Explosion Emerge Horizon
Data begins migrating Widespread Cloud adoption Al enters the network — Quantum Computing
to the cloud & software-defined networking Al for Network Ops and looms

Networks for Al workloads

42




The Challenge

Shor’s Algorithm can break RSA and
ECC public key crypto

Grover’s Algorithm halves the
security of symmetric keys, requiring
larger key sizes

Harvest Now, Decrypt Later means
collecting encrypted data now to
decrypt in the future




State of NIST Standards as of March 2026

Replace current algorithms - RSA, ECDSA, Diffie-Hellman (DH), Elliptic Curve Diffie-Hellman (ECDH)

Kyber ML-KEM (FIPS 203) Lattice-based Published Aug 2024
Module-lattice based key-encapsulation mechanism standard

Dilithium ML-DSA (FIPS 204) Lattice-based Published Aug 2024
Module-lattice based digital signature standard

SPHINCS* SLH-DSA (FIPS 205) Hash-based Published Aug 2024
Stateless hash-based digital signature standard

Falcon FN-DSA (Proposed as FIPS 206) Lattice-based To be released in 2026
FFT over NTRU lattices digital signature standard

HQC Backup for ML-KEM (Possibly FIPS 207) Codes-based To be released in 2027

(Hamming Quasi-Cyclic) Error-correcting codes concept

Three Bit Strengths of ML-KEM and ML-DSA

ML-KEM Variant Classical Equivalent Comparable to ML-DSA Variant

ML-KEM-512 ~128-bit security AES-128 ML-DSA-44
Medium ML-KEM-768 ~192-bit security AES-192 ML-DSA-65
High ML-KEM-1024 ~256-bit security AES-256 ML-DSA-87
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PQC and Quantum-Resistant Technologies

v o e o

POSt - Encryption & Security New Cryptographic Integrate with existing

WCHIEEE) Algorithms internet protocols
Qu a n tu m DIESIENEE L Tl AEEle Software-based Like TLS and SSH
C' y ptog ra p hy Supp orted Quantum-Resistant Technologies | Proactive initiation of PQC development

9] e
A=
RFC 8784 in IPSec Integrated into FIPS/CC compliance code in Junos/EVO

( P QC) Tod =)/ MACsec with AES-256 based on published NIST & other standards
X M
23, SJx i &

Defense against potential cyberattacks

from quantum computers using post- Performance | Deployment Standards Hardware Availability
: : More computational | compl "t evolution Some use cases depend on PQC
quantu m encryptlon algorlthms Cha"enges resources required orlr;fp;_eri:;ifctan Risky as still maturing capable hardware, that isn't
available
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PQC is a Journey

2026-2028

INTEGRATE PLATFORM SPECIFIC & TRACK
OTHER GOVT REQUIREMENTS
- Incorporate platform-specific protocols

2 O 2 5 - 2 O 2 6 and applications changes (e.g. TLS proxy,

SSH)
DELIVER FOUNDATIONAL CHANGES TO - Plan & track requirements from other
JUNOS/EVO Govts & Common Criteria

Data encryption and digital signing
software with PQC, based on
standardized NIST algorithms

Ava I Ia b I e TOday (ML-KEM, ML-DSA, and so on)

QUANTUM-RESISTANT APPROACHES
- RFC 8784 in IPsec

- MACsec when implemented with
AES-256

2028-2030

PURSUIT FOR CERTIFICATIONS
Compliance verification and validation
for FIPS/CC and additional security
certifications
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Quantum-Resistant Networks: Key Takeaways for PQC

Quantum Threat is Post-Quantum Hybrid HPE Networking's
Real, but not Cryptography (PQC) Approaches PQC Roadmap
immediate is the Foundation Recommended Quantum Buffer

Universal quantum NIST-standardized RFC 8784 (IPsec) and  (crypto-agility), PQC-

computers remain algorithms are being MACsec with AES-  enabled image signing,
years away, but integrated into HPE’s 256 provide updated crypto

proactive preparation platforms quantum-resistant libraries, and protocol

is essential options available & application upgrades

today rolling out through

2026 and beyond

Challenges & Next
Steps
Standards evolution,
Hardware availability,
and interoperability
remain hurdles
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