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About the OWASP Foundation
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The Open Worldwide Application Security Project (OWASP) is a nonprofit foundation that works to improve the security
of software. Our programming includes:

« Community-led open source projects including code, documentation, and standards
¢ QOver 250+ local chapters worldwide

* Tens of thousands of members

¢ Industry-leading educational and training conferences

We are an open community dedicated to enabling organizations to conceive, develop, acquire, operate, and maintain
applications that can be trusted. All of our projects, tools, documents, forums, and chapters are free and open to
anyone interested in improving application security. The OWASP Foundation launched on December 1st, 2001,
becoming incorporated as a United States non-profit charity on April 21, 2004.

For two decades corporations, foundations, developers, and volunteers have supported the OWASP Foundation and its
work. Donate, Become a Member, or become a Corporate Supporter today.

https://owasp.org/

® Watch 163 7 Star 471

The OWASP® Foundation works to improve
the security of software through its
community-led open source software projects,
hundreds of chapters worldwide, tens of
thousands of members, and by hosting local
and global conferences.

Upcoming OWASP Global Events
OWASP Global AppSec Lisbon 2024

o June 24-28, 2024

OWASP Global AppSec San Francisco 2024
o September 23-27, 2024

OWASP Global AppSec Washington DC 2025
o November 3-7, 2025

OWASP Global AppSec San Francisco 2026
o November 2-6, 2026
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e EREINZZRIE (SAST)

E R 2T (Data Flow Analysis)
- BREREMAR (KR - NERZWA ) 2IBRIITR (ER  NENESH ) WEERK - wRER
EEABIFERNEESEE - DIPE A0S JFARE -
o  EHR DT (Control Flow Analysis)
MERENBHNTHNEEIEFEARK  SpE6dGFTEE#ERE - BEEBEIEEZFENEZEINS ( Dead
Code) - 58 A06 AL ERET BRE1HE -
o FEAHFEEZER 2T (Syntax & Semantic Analysis)
— BENGERAMSEEE (AST) sidBERR (IR) - BUWHBAERZERISREBNEEEE - AILE
FREEEZEBE AZLE8I AP| -
e EEIRIREEE (Configuration Analysis)
— DMEERDPRIRRERE (W XML, YAML, JSON ) - BHINERS SR - TRRRERUALZZRVEIRRTE - B
EHE A2 2R EiER -
o FEVCECEAFRAIE (Pattern Matching & Ruleset)
— NAREZNZZHRAE (0 OWASP Top 10 A ) - tEHENBFEEFEESHISERED - HIUNER
 MD5 F@Fss2ESEE (A4 IR ) -
#E1E{E 4T (Structural Analysis)
— FMAEIBERENERRE  BREATEZZERNEK - BRERKRIEATINAZIHIINEIEE
$§ (A].O %%Hﬁ%fﬁﬁxg ) ° T lld ESkggam_igwgﬁ
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SREERAENZ Rl ( DAST)

WMITIRIEERE (Runtime Analysis)

FIE ) BUSIES -
WEH EHF A (Payload Injection)

— BERNEBEOWABA - URL SREVTIRZZEREFSE - EIRERAFAEEZET A0S FAKE 5¢ A10
RRREEEAS FOEHRERE -
J€=2E3 B E) 23R (Spidering & Crawling)

- BEEREERRENFBERR - REBE AP| 813 - 8%
AO1 HEPRIEFIR I RYBEEE -
IEIF%N‘E (Response Analysis)

— DERZEEN HTTP AREBEAR - IREHZFANRIEEE - BIEE AL0 BFERF ;
Sessmn ID ZREHT - B K AO7 BRaB iy -

AR AT
- ———
° =h—4%H

= = MR (Language Agnostic)
- -7% DAST E21EIMeElE8 HTTP/HTTPS 54

S iEs Ok

e - BEAREOER
EE D Bels I T ML B M -
P s A M (Defensive Control Verification)

}E%E% s, WAF ( fBERAREIDKE ) SARRIRGSERER XUREIE -
& 0

EREVEFRETR - sEsBREREITHT S HIRAVERE - flM A2 ZxAcEisr =@ikssiriz (1
1alfiz=31R88 - SSL/TLS &2 %€

HSEBNWER - BRRBE MR TE S

= 5835

A ETAY
)

2 Java * Python £2Z PHP 289 -
_ fERD A09 2B B3
TINC S\ sentizens
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RENERENZZHRE (1AST)

A BRES B 1R45 (Instrumentation)
— FIREIITIRIE (W IVM, NET Runtime ) B ARIERE T - BRI EHITHERE - sEBEELIREE
JRGHE PRI ESS1TEL -
- BIRERLAENE (Real-time Data Flow Tracking)
— %Tﬁ&;;%’z\éﬂ (2R ) MEAZ R EIEDBUKEKNE ( ERL ) - BRGERI A0S JEAE 82 A01 #&[R
T R ©
o  DITEITIFECE (Runtime Configuration Analysis)
—- MBEEAENENTRINERIRRRTE @ AINEERAM f ALZEZIESEINEES I NBEN - #1/E A02 &
}E\@B%ﬁa%ﬁ °
«  API BZE =750 B (Library & APl Analysis)
E %Eﬁ’éﬂﬁﬁﬁ,ﬂi%%ﬂ Library R E - #plE2&FE A03 BEEHERERN iR FBEREHImERERR
ST -
o RFR¥RZXERFE (Low False Positive Verification)
— B IAST EGEE 7 "IWEFK, B "TAREHITHEKE ., @ Bl NEBEESEENMINER R - BER
&7 SAST B RAVRR 28 -
« B QA RIEURIEES (Test Integration)
— |AST AEEZ DAST IimmEERL - ©olllEINsEE ( QA) S BE BRI ETR - TIEFE , ST
ZEWE - NBINZEINVHEEIE - T INC S Sentesws

Taiwan Cyber Security Alliance



BEARREINZ = HIE i £ i8 3R

Al ME B8 (A/RIGHS) =8 (EIRRE) ke ETRERE

EEEE [RYGHE - SR BT Web AR HAITIRIE JVM/.NET)
B APEEL F2E¥H8 (Coding) AlE/FREEf (Staging) AEE P B2 (QA/Automation)
e E I 15hE (ol 15212 V1T S (EEIMBE URL) e (RIS TR R i)
R R RS (ZHELTEDHN) B CRIZIEEmaEER) MR (A S ETIEREE)
FEHIR SQL A ~ f84RAE ~ 900%  fEAkssECE - BIARIR ERERR FE=HEHRME
HAT AR MERR 3R IETT - IBERAE TIRIENAE - BERAS WLH Agent - BELAIGHES
/& OWASP A04, A05, A10 A02, AO5, AO7 AQ01, AO3, A0O5, A08
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) WebCheck

We give you X-Ray
Vision for your Website

In just 20 seconds, you can see what attackers already know

Extended Key Usage
TLS Web Server Authentication

TLS Web Client Authentication

DNS Records

A 151.101.64.81
AAAA

151.101.128.81

151.101.64.81
151.101.0.81

FLiorily nines

Priority Hints exposes a mechanism for
i developers to signal a relative prio;
browsers to consider when fetching res

Pages
v/

Last Modified
Change Frequency
Priority

» /about

16 October 2018
monthly
1.00

» /donations

151.101.192.81
MX
2a04:4e42:600: :

2a04:4e42:400: :
2a04:4e42:200: :
2a04:4e42::81
CNAME
ddns1.bbc.com
dns@.bbc.co.uk
dns@.bbc . com
dns1.bbc.co.uk

dns1.bbc.com

ddns@.bbc.co.uk
ddns@.bbc.com

» /app

» /hiring
» /privacy

» /press

» /newsletter

» /spread

» /bangs
> /settings

Security.Txt

Present

File Location
PGP Signed
Hash

M ves

/ .well-known/security. txt

M ves
SHA512

Enter a URL to start & adne1..bbe. co-uk

https://web-check.xyz/

Analyze URL

Cookies

v S0CS CAAaBgiAzqKLBg

expires Tue, 06-Aug-2024 16:42:15..
path /
domain .google.com
SameSite lax
» AEC Ad49MVEtQVG6LH6KIy70]I0cK..
» CONSENT PENDING+192

Crawl Rules

User-agent

Disallow /bitesize/search?
Disallow /bitesize/study-support
Disallow /cbbe/search$

Contact cloudflare
Contactl mailto:security@cloudflar..
Contact2

Preferred-Languages

Encryption

Car;onléai

Policy

Hiring careers/jokt
Expires 22 March 2023

Linked Pages

Summary

Internal Link Count

External Link Count

» Internal Links

v External Links
https://shop.forem.com/
https://twitter.com/thepracticaldey
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* OWASP Top 10 Risk
— BITKER  HASELZEERAMEIRAZE -
e OWASP ASVS (Application Security Verification Standard)
— EORNEEE - RERET2E A E SRR -
« OWASP WSTG (Web Security Testing Guide)
— HlEtEr - IEHEER Web FERRIEIVA Web IR LZEZRVRIGHEL -
e OWASP SAMM (Software Assurance Maturity Mode)
— EESRIENAERE - REERERNEEZEZES - BEAESF S - fIEMEMERIEZ 2RI -
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o Em  FAaEUT (OWASP ASVS)
— Llevel 1 : FHEBEECIEETERNREH  HIRIHEABEMIZRS -
— Level 2 : EETRANEESR  HEIZHWITEGHIE - BHEERBEENZMR -
— Level 3 : §RERREEK - ZECEANBREERRE (BT - </l - BFEE)

o BUESHIZEMAE A= (OWASP SAMM)
— 51 (Governance) == B E R IS = R E12
- nan(De5|gn) TTEE R B T
= Eﬂf(lmplementatlon) EV LIRS RE
— BwE8 (Verification) : #E1TRZ T\ A B4 5w |
— #%E (Operations) : EEA D EEESEHEE RIZ
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OWASP Top 10 - 2025

- 1R OWASP Top 10 ( 2025 ) HI&H H*ﬁz Web E%%zT;?éHBME’J,M%Eﬁfﬁﬁﬁ%ﬁﬁ ‘‘‘‘‘

o ARREMAEMEMERRBRRIER - 2hlE " BESHEERKR ) B " HRBENEEAS | EH%&H:%?@E?%
7 5IBRfEIAR S ImE KR s ( SSRF ) EPE - EffrfRME " FEESDRE . 29 - RBREKREF ZEME2E AN
ﬁ\]ﬁ‘*\’/ﬁﬁ;&

2021 2025
A01:2021-Broken Access Control > A01:2025-Broken Access Control
A02:2021-Cryptographic Failures = A02:2025-Security Misconfiguration
A03:2021-Injection A03:2025-Software Supply Chain Failures*
A04:2021-Insecure Design A04:2025-Cryptographic Failures
A05:2021-Security Misconfiguration A05:2025-Injection

A06:2021-Vulnerable and Outdated Components A06:2025-Insecure Design

A07:2021-Identification and Authentication Failures - > A07:2025-Authentication Failures
A08:2021-Software and Data Integrity Failures y > A08:2025-Software and Data Integrity Failures
A09:2021-Security Logging and Monitoring Failures* > A09:2025-Logging & Alerting Failures™
A10:2021-Server-Side Request Forgery (SSRF)* (New) A10:2025-Mishandling of Exceptional Conditions
* From the Survey * From the Survey
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OWASP Top 10 - 2025

- TERREMHIEHEIRK ) BREHAZ2 KA - BB RIERERRAFREFREREE
- BE=FHRE ERREEINT AP NS EKRE  EANEEREK
WmWARBE  —HEHE#ET IZE6ERSHR  EXEFFERE0EEE
RIECEE Bt EFZEETEREBENENFHE -

o TINEHEHILRL ) B TOEAREE | RS EEEE  BEEHERNE - B
ZEABESEEERRAEE F  EZxPTEURERERENHEZ T HREHE -
A - BEWARNRKERER - MEhEPFIERNIRER  FREZEOQESEN - 5
AHHNHER -

« MMAN "HHRIBNERAS ) BRl - BERRSEIFTEHARE FTARE R -
MBEHEREIEATR ERNIERETIRE - BEEAWHEERFEEZSEE - REK
2N —F Web FEFR N EBHEZ) AL -
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FFE Top 10 E2FNRVEEEIE

wiCFINVER | FE&/NERIRATERRZEZ - *izﬁiﬁﬂﬁff%
ZRHEEEZZE : BA SBOM (BEEYIRIS E) - STEE NI BT 58 — 77 Jo & b
TEHERA - EERAMATIEIREZE A - BT BwEINEiER A

siCEaeag @ AT MFA (ZRFigRE) W BB AKRPE EntEs) -
ZEEE)M - A2 PSIRT B - ER<ENSHEREERRIERE
SEHENR . EHEMELZREES - BREBREESENEBIES
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A01 FHUIEHIZLZY (Broken Access Control)

— FEUERIRRZE I AT TUAR A IERE PRl 8 A & EIESUE R Sl DR R EVE R - B8R RN I heae i
A - BRWEBEFEABZEIRG] - MITIRAARIERERIRIE - AU - —AxERAZ oI BEERIZ T URL 7Y
BHES  EARLIE®E FNEE -~ MR ARNKRPER - ISR EEREREER SR BT R -

- BRRE

— IDOR (ANZEMMIFEIES M) | WEBEZEBBIEBENSE (W user_id=123 t73 456 ) + FEAHRRIMERIRERY
1B N EEU AR FAA RS RS ECER -

— HEFRIETT (Privilege Escalation) : EEEHAEZR@RNESEEEREIR (EERE ) - EEHEERSAR
BB EFINEMERAEER ( KFRERE) -

- R EREEERE  WEEERE ARBEERY URL SBBIEC HTTP 1R85 ( 2 JWT token ) ZRIRE IR
fmsemis - EMENXIEER -

o PREIERL

— EBhts/]\EREIRA (Least Privilege) : TEKIE I N EIEAEPTBFEGE K (Deny by Default) - ERFERAESTA
TP N RE AR -

- SDEHER=mRE | FIARERME VN AEREENERESRANT - MIFRERIT Ul REiZil - 2%
VI —NERE A G HE R EETEN -

- EBARTHER  WETIUREIS R EEETHA DRSS | Y AP N EBERER
1 (Rate Limiting) - B85 EB){b L EAOA RSEIE -



A01 FHUIEHIZLZY (Broken Access Control)

{ " s . N
0. ’ * event_type (BHIER) . BBIEZRECH " BIRIESIRY .
timestamp": "2025-05-20714:30:15.1232",

"event_type": "ACCESS_CONTROL_FAILURE", 73 1E1&Im SIEM R E DR -

"severity": "CRITICAL", e actor (1TARE) ik 2 " W TIHE L 2EE
actor™ { B14E User ID B3R IP -

"user_id": "user_8892", . e s - e
"username”: "johndoe_test", * status_code: 403 : EEZEN " RIEFEL, AREREE
"ip_address": "203.0.113.42", = A0l BE N HEEEIEE -

"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64)..." e details (n%ﬂ”?.) IEHEZE—@ IDOR (KZ?’E\E’\]BF@

oot 31 ) B EAMEMAE user8892 BEE
"method": "GET", admin_root BI5] & -

"url": "https://api.myapp.com", * request_ id: E2@kI ID . ofIZEITZEEEE

}"request_id"i "req-af23-9901" AR MM Log I - SEEEERIFRE -

"’result": {

"status_code": 403,
"reason": "Insecure Direct Object Reference (IDOR) detected",
"details": "User tried to access an order belonging to another organization."

b

"context": {
"resource_owner_id": "admin_root",
"action": "READ_ORDER_DETAIL"

}

} TINCSNERREESRE
I



A02 Z=ACEE55% ( Security Misconfiguration ) . -°

C

- IEBRBRERZ4  BARANERRFERETERNZERE - ARAEEBEABERER 7 HEMRERR
Zh% - FRGE U ERIARFS BB IS - sl i IF TURIR DB B MRV IARS - FARIRUEES 5 B IR R IR A
B E R EOAMNE BRSNS EBEEAR - ERNAAESSNEXNERER -

w RS

- FARFCEAEN | ZMLZEREIGAMKXIERAIIRIRER (W admin/admin ) - SERE R ANEHIEER
BB ARIE MRS -

- BEREESEN  2ALERERER BT EREBHE (Stack Traces ) SURIBEE - BWEERE
#E L2 R A MINUE - RAREZEE R -

- ElmfEFERAR : EIRZE (W S3 Bucket ) SNERIEREHR - ERERRERS ' 2HREFEL - £F
MEEZEYEOENEEZEEENRNFERAER L -

B 288 2

— BECIEMEE : BB EBCRI ARSI IREE - BERFIBADENTH - RBESBHIANS - TERARSIRIRE
(FEEE ~ HE - BV ) WECE— B L% -

23
BEN - WigsEdsc iR ks Ein -

- SEMEEEZ . EHNITEECFE - MEXEM (App » DB * Network * Cloud ) NRRERERNAXE
T MGEBERENIARRFEENEESRS



A02 ZFACE #5577 ( Security Misconfiguration ) .. -°

¢

@

{
"timestamp": "2025-06-12T09:15:30.456Z",
"event_type": "SECURITY_CONFIG_EXPOSURE",
"severity": "HIGH",
"actor": {
"username_attempted": "admin",
"ip_address": "45.122.33.107",
"location": "Unknown/Proxy",

"user_agent": "python-requests/2.28.1"
|8
"request": {
"method": "POST",
"url": "https://internal.company.com",
"protocol": "HTTP/1.1"
2
"result": {
"status_code": 401,
"reason": "Default Credentials Usage Attempt",

"details": "Access denied for default system account 'admin’. This account should be

disabled or renamed."
2
"context": {
"environment": "PRODUCTION",
"component": "Admin_Management_Interface",
"config_vulnerability": "Unchanged _Default_Password"

}
}

username_attempted: "admin" : FEC#E ¥ W EE E
RO - ELZ RGP - "admin, 2L "root
LR BEEZWIFRASNER - BRI AHFAFRRA O
BENR AR E -

user_agent: "python-requests" : s —EBHE)
CRIRAMIFERRER  EERHEEBESHARENER
A E B B A -

config_vulnerability : Bz 7 EEEMNBECESE ( KE
RUFRRER RS ) - EaeEmEAEREFEEFEZRLR
RREIR -

environment: "PRODUCTION" : BRIRIRIFEEE -
RABLEREREEHFIRIE (Staging ) 205
BEIETCIRIE ( Production ) BIZE&ERTRE -

_l I A E :“ aEHuTSA
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A03 HXFE I fEHE K R ( Software Supply Chain Failyres®)

. ws

C HAREIRENERINEEED AL AT (Lbary ) REFEEBHNES - SE R
SERRRLLI LR E il HER - sl nl /o) BRN . Des g TE
TG, - BB ELNSEEBE 2N . RN E R s DY SR EmE - 2 A5 er S A
R ks -

& S P50

- (SEREUR (Devendency Confuson) : WK EEAREE LEALKNIAAEHRDENBEESN - ;
B R B gy Tty | SRR -

— AZLZZEW Cl/cD iR FERENEHCHETLEEIREIEAS SR EBSEEIGT 2258%mA1 - @
RBEAER ( Backdoor)

- B_LEMHRS  BRERE VEERECWRRER  WESZEMTPINARERELN - €A IHZER
E’]m%%}ﬁ@@il«

FhiEEs 2

E EJ/\E EEZII éﬁ% éSBOM  ERBMAFTERANBESE = A EEERE - BIREEREL B F
NE ETS

- ZUAARGEEEREEG  SnlERNENIAEENE - WEMEURE ( Digital Signing ) BR:E - &
FREBrARREEBREPAREY -

— ﬁ{bm KERSERE R - 2FHE T B (IDE) ~ MRANYERIZ 48 & CI/CD 1EIAR 2 B B sy 7 BN bl 2 5280 B
7 RERERREEN SRR E B ESET -



A03 EXHE (L [EFEL XY ( Software Supply Chain Failyres®)

{
"timestamp": "2025-07-15T10:20:45.789Z", * event_type: "SUPPLY_CHAIN_INTEGRITY_FAILURE" :
"event_type": "SUPPLY_CHAIN_INTEGRITY_FAILURE", Bl e At EM s Ay . EHE AR
"severity": "CRITICAL", = .
"pipeline": { (Bug) AE] R
"stage": "DEPENDENCY FETCH",  SIGNATURE_VERIFICATION_FAILED : &2 A03 =R
"job_id": "build-worker-772", MBS - AT H 7 CRBEBMES - BAZ (Hash
e R B) BRBAY  RREACHES -
"dependency": { e action_taken: "BUILD ABORTED" : EBR~TITZZEMEH
'package_manager”: "npm", it —BEIRHEEER  BUBIFEEE  DHILEEERE
"package_name": "useful-utility-lib", s spmm yzr
"version": "2.4.1", ECEEZEAJ—_EECEE 15 B _
"source_url": "https://registry.npmis.org" * package_name & version : {5tERC IR T ENTTHE -
'}"result"'{ HEEZABENMZEHREATHAEMEZES|IA -

"status": "SIGNATURE_VERIFICATION_FAILED",
"reason": "Digital signature does not match the public key from the trusted provider.",
"expected_hash":
"sha256:e3b0c44298fc1c149afbf4c8996fh92427ae41e4649b934ca495991b7852b855",
"actual_hash": "sha256:8f43a2c5alalflalflalflalflalflalflalflalflalflalflalflalflalflal”
|8
"action_taken": "BUILD_ABORTED",
"context": {
"vulnerability_scan_status": "FAILED",

"sbom_update": "PENDING" _l IA ES aEuT A

Taiwan Cyber Security Alliance
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— ﬁtﬂl&fﬁ&tﬂ éﬂmﬁﬁ,( Rest ) BLfSEA ( Transit ) BEPRZIEIHNIRE - ERXGERBRNINE
8% Beike SRR MBS (B - B - SRS ) ETNEE - WEE—BIiREEREE

ff?HJ%lEDTE COBIREAS - ERRVBEESERAREERINREEREEREZE (0 GDPR) HY
/</L,\

= REE

— BEEREIRNEY  2AINEER AL HTTP » FTP B SMTP 1775 - 5(& TLS R EMRAIBE (10 SSLv3
HTS1.0)  ERHEEFBPRARE (MIT™M ) BEZHK -

— EASENEEE A | EHORMA RS (M0 MD5 Sk SHA-1) RHEEW - SEAHEIEME (1

;
DES) - BB EE RSB BE NRM LIS RRE -
_ SHEERE BB SWEESET (Hardcoded ) FERRTIED - R AR Git BEE - FATHER
Lif  BRINBRENDES -
RER
= ERSINEEN  SEMARLEHGH - SEEA 1S 12 (NEHA ) BERE HSTS (TP RIS

CEE?r

HZE) RIS ETFERETRELR

- %%3@&5 BEE R E  BISREERGERAERIIERF ( Work Factor ) BIESE AW Argon2 3% berypt -
WSS Mt " EE1E (Salt) o - IEIAKEREEE -

- LZELIRER  FHEXRNSHBEERM (KVS) SIERLZEEA (HSM) JRGFM T - W EIEPREITZHE R
Bl 30,17 e B o 1 ) -

aaaaaaaaaaaaaaaaaaaaaaaaaaa



A04 NN Z2 1% Hl =22 ( Cryptographic Failures )

"timestamp": "2025-08-05T16:45:10.8882",
"event_type": "CRYPTOGRAPHIC_PROTOCOL_FAILURE",
"severity": "MEDIUM",
"connection": {
"source_ip": "198.51.100.12",
"destination_port": 443,
"request_url": "https://payments.company.com"
2
"crypto_details": {
"protocol_attempted": "TLSv1.0",
"cipher_suite": "TLS_RSA_WITH_AES_128 CBC_SHA",
"reason": "DEPRECATED_PROTOCOL_REJECTED"
2
"result": {
"status": "CONNECTION_TERMINATED",
"error_message": "The server requires TLS 1.2 or higher for secure data
transmission."
2
"context": {
"application_layer": "Payment_Gateway",
"compliance_standard": "PCI-DSS_v4.0 Requirement"
}
}

protocol_attempted: "TLSv1.0" : TLS 1.0 E#ZEER
EEERE - ik NERE - aIEDEEAEE S
EAENERPR (TARNIAEZERNEZRM ) FEER
EITALZTER -
DEPRECATED_PROTOCOL_REJECTED : BRf&EIZ 3t &
AE& " imaEAR MEEE - B8 A04 HEERF
REN " ZHALZZ I .

compliance_standard: "PCI-DSS" : i iiEf2 815
RIZE (M NREELDZE) B SHREES
ARk E BRI ERSRIFEBHRA -

CONNECTION_TERMINATED : /R ¥ " RHBlZ = |
MR BB E [ZAR 1% ( Downgrade Attack ) B EE
FRIT - AUIE BEERFER -

TINCS SRR



A05 ;7 A ZE ( Injection )

Llnterprete ) ¥ /‘I Eak_bfﬁiﬁﬁﬁ&ﬁﬁnﬁﬁﬁﬁ }’E_JZ$ &H—J : IQ%%? ﬁtﬁ?@f\éﬁ?ﬂ EEE@ (dS:QL% N
171?%%@ E/?\ﬁx Command ) S} ESCHEL &4 mEsm
e EMEE ~ BUEEMIRARFEZOLER

%%F‘EﬁE‘E
sQL ;XA (SQL Injection) ; WEETES ARMIEL URL 28 ASEREE (W '0R1=1 - ) - FEEREEE
Fh B HEIRZ S HHJB?*@F Jr—ﬁE

— BN (XSS)  EWRARITIAREBN—& (BRI ARERNT )  WEBEERBEHAEAHR
3= I8 IV E B & B Cookie IY, Session °

- TE?E)\ (Command Injectlonl fﬁﬁﬁTﬁW HARE (Shell ) BRIBIE S AIREKE - BEARBREFFRF

e ETIEE I 5 rm -rf A5 ?’“%Uﬂ RES -
Bﬁiﬁfiﬂﬁ

- FHZ281t&ES# (Parameterlzed Queries) : 5EfE sQL T AREFYFE - BETHRZED D) ( Prepared
Statements ) IEIRERBIIES D - FRAARNDERRBANFMIEES -

- EifEESNERERRE  SFiAEAZRALETRRE - ENFFToREs (N85 - B - HEFT)
HEHHER - 1B EEHEE%%W%U—T—TDE’LEY

— KHBZE Apl EpkigERIE JEscapm%L ﬁ%?ﬂ@_}ﬁﬁﬁ)‘iﬁ%%ﬂﬁ’ﬂ[m?@ - WHEBEBNETE HTML
JavaScript B SQL & /AR ¥1THE =/ E%ﬁiﬁ}% BERERNESE M

>¢Fm



A05 ;7 A ZE ( Injection )

{
"timestamp": "2025-09-10T22:05:40.3212",
"event_type": "INJECTION_ATTEMPT_DETECTED",
"severity": "CRITICAL",
"attack_vector": {
"type": "SQL_INJECTION",
"parameter": "user_id",
"payload": "101' OR '1'='1" --",
"location": "QUERY_STRING"

|3

"actor": {

"|p address": "185.220.101.44",

"user_agent": "sqlmap/1.6.7#stable (https://sqlmap.org)",
"request_id": "req-9988-inject"

|3

"request": {

"method": "GET",
"url": "https://shop.company.com",
"headers": {
"host": "shop.company.com",
"accept": "¥/*"
1
|2
"result": {
"status": "BLOCKED",
"reason": "MALICIOUS_PATTERN_MATCH",
"filter_rule": "SQL_TAUTOLOGY_CHECK"
|3
"context": {
"module": "USER_PROFILE_SERVICE",
"database_engine": "POSTGRESQL"

}

payload: "101' OR '1'="1" --" : o M WEEEH AR R

o Ee—EHEW 'REDN, XE  SEHRBERR

SENEER -

user_agent: "sqlmap" : E 2 F EEZ W #H Al

sqlmap @FZRBEEE SQL JFATER - HIR#E Log

REREAZRE  MEATENRIDFERE

type: "SQL_INJECTION" : BRRES 48 - ST AT Bt a4t

BA4TE OS 1528 LDAP - 5D AR EE AER
TEE M EAES -

status: "BLOCKED" : 7/~ 1 Fh:Efalt ( 1S BEE
s, WAF ) S1E(FH - MBS ERFEE Log P - MoK
EABRERAT -

TINCSNETEEEDES

ES——



A06 A ZZ%5T ( Insecure Design )

et

- ALEERETREINE T EREMRE, M3F T BIFRE,  BIEELEESBTE  ORRYNABEELS
HE SR AZEN - SRATREmEs (Soic) KBS Hums \maeh - 22
%g%%ﬁ Z20f8 - EREERASASEN T EREEREIVERER BT E R8BSR T5EE
B RUIIIE °

= R

E Qﬁﬁgﬁg?ﬁﬁﬁkﬁ’é;1§UQDE;E§5£E%E’J%Eﬁﬁ%?@ﬁé%ﬁ (W0 4 UAmE T ) BARRBIEFARE - SiFERENE ]
BZaimitns  ERWNBEKIE N -

- BPEBERD Efﬁﬂﬁuﬁiﬁlﬂ ZBETIRTERASE  KMEBRENZEEnERE  SBEREOS
BREENTERSE M1 TES m1aﬁnn °

— WRZFPEF LG : SRETIBERREBE APl & - EEH T H oFKCEEZENANRENEEE - iEAE

ERASE L wN=! Eﬁmﬁsﬁiﬁ?ﬁ ( Credential Stuffing ) °
P& Rh
— BABZZERE (Threat Modeling) : &% Jr%

>"5”;.‘

SRR BEZR B - AR OEERYESR (10 - ERPAID

EMER ) . W 1rhn AT B FE b S I -
_ EETRHBEE, %%Ef§7A§$¢ Mve % LEHR)  WEE ERDZS .
Securely) [= 81 - ﬁﬁ%%ﬁ,ﬁﬁﬁTsﬁéw}i@ = s UK AE -
- BuMZztiEs. SHIERRCEENS gy ﬁ HG—HEHERE - SR AREERINE
. RORE Y R e s -
T INC I\ Gauuzemng



A06 A ZZ%5T ( Insecure Design )

« T RECES . BB

= 5T PEER fHaRa% T (Insecure Design) IET&E%ET (Secure Design)

IRIRFERD BN TZIRMAEE,  EREEORRNE ERRRESEE  #— B~ "ERMEET
(Enumeration) BN EREBE - AP REAEREE, -

ERRE IR R "ZE2RE . (W IREEEABER FHREMYEEE—RY - 8REHERN
m?)  SERENSSEEMARTIENS - MR ME i AL/ BRRE IS -

B ne He RS E 4 UBFTHERISRS - WEEOTE REEEREHE  BIRFEZREARE (A
LA ENRE R - W5 REHE ) - WEABEEREE -

(ESpas HIARE & TIEENEEE . BRERAEIRE BREBEENREMREE (Server-side) - BllmiE
5 (HTML) =t AP| & BT ERIHIRE - EEBEFERAEHANGER -

BEREINEE RBEE  REAEEMEEEADN PWFIE LR INE - sa%lE E (Global
Session {kZAB Logout) IR EFTARERER -

T INC SN BRsazems



A06 A Z E5%ET ( Insecure Design )

{

"timestamp": "2025-10-12T11:45:22.9102", . BUSlN ESS_LOGIC | NTEGB!TY_VIOLATION =
"event_type": "BUSINESS_LOGIC_INTEGRITY_VIOLATION", BIEE MEEHBENTRAER @R - B85 H
AR SEE R BN TERERE ) FREN -
"user_id": "cust_5543", « submitted pr|ce vs system_master_price : &iC #% b
n_odress's 114 3485,12° "RERE ) R T RGREN, £ - BRIT R
Y T BinBET /\V%ﬁ 37k & B 115 illn (B 2R A0 BUE
"request”: { (EMEXLERETHRIR) -
B +  REJECTED : #ARBIEXEHE - BEBBEELTME
"payload": { B - fIlk riezEEk -
e + vulnerability_type: "Insecure_Business Process" : 1=
"currency": "TWD" e BRERET THNEE @ REFZENWEZESE
}} B HEAM AR RE 12 1n iR
"’result": {
"status": "REJECTED",
"reason": "PRICE_MISMATCH_DETECTED",
"details": "Client submitted price (1.0) does not match system master price (29900.0) for
item PRO_999."
b
"context": {

"vulnerability type": "Insecure_Business Process",
"check_point": "Server_Side_Price_Validation"

. TINC S\ euutizens
e



A07 B 77 EisE 52 ( Authentication Failures )

— Jtl:}—LIKM’E"‘*I"EAFﬁH%z_WE cIEfERERD S 2 S - MRBRE G FERE - WEBE o LIS BEMTIA
fEAE - ZEEARFEZEREESRIR - SHEERE Y REBHREAE « TIEEE ( Session ) BIF
Ag  [RZZERARBEFHEFE - 25MHERERITIETTE ( Credential Stuffing ) RIER -

= REE

- IRSPETEAR IINAR : BRI AIRHEIEABHARE  SERUEFJLERRAMELER - 2RI
INBHIESE RIS B AT ERTA -

— ALZZHEHEER . T ERAEREBNRGEENEN (10 123456 ) - SARBFAITEFHEESRK - BAER
N E RERFHENRERKG -

— 1T1REEREERME | S ARESER Session ID BIEAE (BEWE ) - REZHBIUAIKY - SER UK
E’J%ﬁE’ééE FEEE URLS -

fhERh

— AT ZETFERE (MFA) | EEPhEMRERMIEANFER - BIERBINE - WBEERE_ERENS
(MNFHE App - TBEEDIB ) B FEA RS -

— BiE AKMHE S | s EERMNINEA ST MITERRIRS] (Rate Limiting) St EIFEEE MRS - WHEAD
Im A B EREERS ( CAPTCHA ) DL eze A T2 -

— gﬁﬂzlﬂfﬁ CERZEN  'FE /\)ﬂZDMﬁV?’Y“%E’JB}\T& Session ID - A\ AERFTA Cookie EfE HttpOnly ( B LEHT
KZEHY ) B4 Secure ( ZIR R ER ) B

&



« MFA fRE 88 Z MM EEEIER

BEH e — S0/

50 (SMS) / 38 & ZMMEE R 6 U IER E&F - ERAEAE 58X SIM *#F (SIM
1 - E9I\;t App - Swapping) S iEE A
g WHAARRKEEFEMA -
OTP App BEEEEPEE—EE  EFEARECEERLE ; FHRERFTENRE ; 17
(#0 Google REERFE S e - olgEM# " YR AL 4 %EHY
Authenticator) FEE A -
b ESES TP App SEHMRERAE " el R EEFFHEA - OBEERMFARSIE

(Push Notification) & . - (WEERITEZEENEES
ERE AMERE) -

v—‘—|/\/"‘—

1& (Basic)

0 (Standard)

b (Standard)

FIDO2 / tEf2 & i HABE e iR Al - YIEFREE - BERUKPIEEEY REAINBRERS ; A8 S (High)
(40 Yubikey) BEAEILE P A EE - L%ﬁﬁﬁiﬁﬁm :
Hybrid R & &8s RO EE R S - BT BIRE BSEHERS  BEZE=E EO
BEE 7 EREEZR i eEEREEEFZE - (Advanced
High)
T INC I\ gRsuzams



A07 B 73 5isg =24 ( Authentication Failures )

imestamp' 12025-11.20T23:10:05.1232", . LAUTH ENTICATIQN FAILURE_BRUTE_FORCE : FRRE1Z
"event_type": "AUTHENTICATION_FAILURE_BRUTE_FORCE" AR NBEER AR —RERENBE TS -
oA - mfa_status: "NOT_REACHED" : BRI B EEE

"username_attempted": "manager_alice", r g‘ﬁ% 1 %Biﬁ@ ’ ﬁ)ﬂ/\/{%?\gﬁ}\ MFA mﬁ?é =] EX

"ip_address": "192.0.2.1",

"location": "Unknown/Proxy", - ACCOU NT—LOCKED e _ &

"user_agent": "Mozilla/5.0 (compatible; CustomBruteForcer/1.0)" EXCEEDED_MAX_LOG|N_ATTEM PTS : &2 A07 =&
b LR ETE- " BEMEHE . - HinsFAlacEx L5

e i oSt It (2 DERERL0OR) -

:uri[": "hﬂpsg{{?;gf;cg?:ggzggm", « lockout_duration_seconds : &eIFEER R - EEHR
\ mia_status: NOT e BHEESRTEN ARREENMBERZI
"result": { '% Eﬁﬁ

"status": "ACCOUNT_LOCKED",

"reason": "EXCEEDED_MAX_LOGIN_ATTEMPTS",

"details": "User 'manager_alice' failed login 10 times in 2 minutes. Account locked for 30

minutes."
}I
"context": {

"failure_count_in_window": 10,

"lockout_duration_seconds": 1800,

"auth_method": "PASSWORD_ONLY"

}
}
TINCS N SRARSR



A08 B HS B S i ST 2L HE 55 %Y ( Software and Data Integrity.Failures )

o7 BRARRILE DEE R B - RARSHUKE ( Digital Signature ) - BEINEES
£ (MITM ) ERASEFNBERE -

ﬂ: (Insecure Deserlal|zat|on) L 2 pE EEIWEBIR BN E R - IWEEE oJ3EATE

% ERFEINEBIETRHITERIRIES (RCE) -

— Cl/CD t7k£7?@ﬂ§$%§ . B CEERETPRZEIREE - EENBESEARKEZMEBZIVIE MK -
R E R B ] B P B ERD -

B 288 2

— Txﬁﬁ%lmﬁﬁ,ﬁﬂ?ﬁ%%u ERFTE S Eﬁz EE NS ER R R BINNRRE - ELEHNHITH -
Z N BRI B E M EE R A B =R -

— }”‘EiﬁBE%Jﬁﬂiﬁsz’zHXﬁ ﬁﬁag&&%mxg7&71*%}5%5@%4 EWNARH - BRARGIRZ
FERET (MM F ISON ) - S RO ERIETR ISR ERRE

— Eﬁfbmﬂkﬁéﬂ%ﬁﬁz & CI/CD MR MARIUEES) BT ( Code Review ) EEEN IR @ WHEIREEIR
1B s Thes s Bk M) IR ol AR FRfRE -

T >‘<"})‘HH

AO3 BIEME T5RE, 2ATSE - A0S BITHE "B, hE2FERETER - | INLINETREESRE
I



A08 BXAS LB Bl 582 £ R 2 ( Software and Data Integrity.Failures )

{

"timestamp": "2025-12-01T14:22:33.9992" « DATA INTEGRITY_VIOLATION : BRHEZRFF A E R T2
"event_type": "DATA_INTEGRITY_VIOLATION", fﬁ < ERNERBEANER TESAH, 3 "2E5EK
:::i\tls:'ify{": "CRITICAL", “D T% |

"ip_address": "45.33.22.11", « UNTRUSTED DESERIALIZATION_ATTEMPT : & 2

::“Ser_—‘d"i;?_”'?”ym?”ts—g‘fte“;ém” AO08 B Z/LBIPHEEL - INE: %nitlﬁ%gf%ﬁﬁﬂﬁ &l 7F?EZ
Y PESIOn IS s BT AEFREERI (8 InvokerTransformer ) - EB@EZE4
- TRENERIES T (RCE) -

s amt a0 com” - OBJECT_DISCARDED : B/RY BB AR A5

"content_type": "application/x-java-serialized-object" _/\TH J El'j B)\J_iﬁg @Jﬂz BEJJZ/L,\ = &f%ﬁ:%& :‘ZA nE fﬁ °
- - payload_hash : R#RBEHENBHE - TEELE

"status": "REJECTED", FEAE G Rz BEEH 2E B RIS BB EIE -

"reason": "UNTRUSTED_DESERIALIZATION_ATTEMPT",
"details": "Blocked attempt to deserialize class
'org.apache.commons.collections.functors.InvokerTransformer which is not in the allow-list."
12
"context": {
"vulnerability _type": "Insecure_Deserialization",
"payload_hash": "sha256:7d8e9f...",
"action_taken": "OBJECT_DISCARDED"
}
}

TINCSNETEEEDES
I



— JH:}—W =& S TURBERCIR BB Z =S - slicik A ~ BIEAE - E?ﬂ{ﬁ%f%ﬁjﬁ?&&ﬂ%ﬁ}ﬂ”@

O] fE - ﬁﬂ%ﬁ%fﬁxﬁlmaﬁfﬁ%ﬂﬁ gLQngn%) 5\E H ﬁ%/&Momtormg ) Q%%ELXEC\%EP%EE%*M
Dwell Time %ﬁ'ﬁ*j&"? - ARIBME - IZEREERARE  TEFEHABETEEHTPRER

A BAKIEN FERINENEBEERE -

= RE &

— FBESHARRE . BEA 9&?2 EREZE - SEMRZEREEIREER (500 Error ) SEZLZESHTER
BAoiR - SRSRERETESDT -

- HENBESERNEZH . HivEacis | #lER. - AIKESREEE - ERERBIEIAR P =X

EEHBZEEEN B THEENKEES -

— Eﬁ?&jﬂ%%ﬁ%ﬂﬁ??i/_%ﬁ”ﬁEﬁ BREEELENRKFEEER (NERERAXEEAKRM) B
WEZTHEEESEES -
fhERh

- EUTENEZIEH (Audit Trail) | BIRFTEHESMIRGE - 77 BUERI K 6 AR Inka a8 HRE RS 98 A0
%85 W EOR - MIHE - SR2RT -

- ERRERER R AR | i E SR SR DA THY - IERRY OB H A ERER (M ELK 2R SIEM
24) - BIENEEE AREMER A BT LURRREE -

- ZABICEEREH | SERIEE ( Threshold ) - ST#IRE1TRH (WERZI sQL i ASEHIFIMHEAEE ) Bl
fFEE N EE ILH* ERISHEERIZ (IRP) ©

H.

aaaaaaaaaaaaaaaaaaaaaaaaaaa



imestamp: "2025-12-15T03:45:12.0017" + LOG_INTEGRITY_TAMPER ATTEMPT : AT 215 2
"event_type": "LOG_INTEGRITY_TAMPER_ATTEMPT", —REHFTEMANE - AR A09 LR - EIEHT
severiy” CRITICAL, SIAEIR AR B A RS -
"user_id": "local_admin_01", ° F||_E IMMUTABILITY POL|CY_ACT|VE =% I__IB B)\J—
[address 2TO0 & . BFHRS T AO# (Immutable), - BIEZE?
oessoniq ) rect ssh pccess” = AAESME - BRI NGBS IS %mw
o B2 2 1 ISR -
T DELETE L0G FILE" - SECURITY_ ALE RT_SENT : 387 B Z=R0BIR 4 - 5
"target_file": " /var/log/myapp/audit_2025_12.log", NCIIES] El Y RN EBEVZIEEEE  MARERX
"tool_used": "/usr/bin/rm" AT &
% .
Tresult" { « action: "DELETE_LOG FILE" : séE FIMEEE W F £
"status": "DENIED", SEMNEMFE (Forensics) ZEEEZ -
"reason": "FILE_IMMUTABILITY_POLICY_ACTIVE",
"details": "Attempt to delete audit log was blocked by file system immutable flag (chattr
+i)."
12
"context": {
"vulnerability type": "Log Tampering_Attempt",
"monitoring_system": "SIEM_AGENT_01",
"action_taken": "SECURITY_ALERT_ SENT"
}
}
TINC S\ sentizens



A10 FFIRIA R EEIE A E ( Mishandling of Exceptional Conditidns )

- EE

- WEREEEREN BRI ( Errors) -~ BIS ( Exceptions ngﬁﬁﬁﬁ%}%%#%ﬁ% - AREELUZER
IR - 2RIV IR Se SR INRIE ] - 240 01 BE 2R TR BN B & E %ﬁﬂﬁ*ﬂ@%ﬁ% - IRIEE
) - NEEFEESHRG PE (Dos) - EmENMARE - AMELEREIRE "ALERIA,
EUNBEESEBRTNLERE -

= REE

- EFASAERAEAME  HEERIBEPEUNFMRVIEEEHE (Stack Traces ) LG RH - AR E S ERERL
H i VBN ER RS ES L

— %Eﬁéﬁﬁﬁﬂﬁﬁﬁ Fail-Open +§’£\Tﬁ§/;|L$£EL§U;E (MNECEEAE B85 ) I - T A "@&E® ., m
JF THE . - ERIWE %D FEFRBISRR KR % L/Zn§°

- BRFESARERE . RERARE - BEA/NIFEKERRE LR - ERE-—FESHKA0IEEEMk:s cpy
SiECIEEE . S AR -

&L Es B
— %%F%EQEUZEJE\J(FaHSafe) BRI AL 2R A ET BT RBHINESR - RGNS "1BE
FHX 1 °

— %ﬁ_fya%ﬂ)ﬁfgjf&%J ZV T FRIBIINEIREE ( Global Exception Handler ) - ¥fEMEERMAEM - KR
AAE (W TR2AITEED L ) - WS AR TS R EEIR H e -

m 2
— ‘*ﬁ@ﬂ*ﬁ 1 ARSI 15 APl SESKEIE R R IB E T BAS AVEERT ( Timeout ) PREIEA/NESI - ML ER
RNy 1R 28R A T B A B 1B -



A10 $5IAIRREEEIEAE ( Mishandling of Exceptional Congitidns )

{ —
"event_type": "EXCEPTION_HANDLED_SAFELY", Wi 2= E I ﬁﬁ?FLEZ ,%,JEHH ,EZE /%/)E:'ﬁﬁ
"severity": "WARNING", nﬂ
"actor": {

"user_id": "cust_4432", - message_to_user vs actual_message : 52 Al0 E’\J
B BRI - fatE FIE MBI N (RSICER )
}' B - / EIEH@TSE{T]IH ED ( \-I—’I'}_‘_ EIIE}m;ﬁT ) ;-\Eéj E{éﬂﬁﬁ E TR
"3:;epfiqlré_<:e:)ails"cz{ S « is_technical_info_leaked: false : ER—EZ =1 -
pe": "DatabaseConnectionTimeout", > S IO A A ot s
"stack_trace_id": "st-99201-abc", JEH;KEE A/G JJ:t fEl H?FEEE/JIL$ (NN == ﬁ;ﬁviB
"internal_error_code"; "DB_ERR_009", -« stack_trace_id : HRPAERIN L ESEAXNBES
"actual_message": "Connection limit reached for postgres_cluster_01; Pool size: 100" ( Stack Trace ) ﬁﬁﬂETIE'T 1. D - izs F’%ﬁ ﬁ %%Eﬁﬁ
b o 2 o " >
result's { MEREH R MBS . B % Log MEBRHEEADE
"status_to_user": 503, RIEEIE -
"message_to_user": "Service temporarily unavailable. Please try again later.",
"is_technical_info_leaked": false
b
"context": {
"vulnerability_type": "Information_Exposure_Prevention",
"module": "PAYMENT_PROCESSOR",
"action_taken": "LOG_AND_GENERIC_RESPONSE"
}
}

_l I A E :“ aEHuTSA
Taiwan Cyber Security Alliance



OWASP Top 10:2025 [E] f#: £ ff £ ¥ 85 3R
B R

AO1 e PRIZEHIKIY EREFI F AZBENERSINEE g/ \VEIR - B Ak ez In 5 5
A02 ZEFEHER 24 BEnERZEAEEEM BECicE - TERIER

AO03 ERESHIEHELN FE- A EMSFARERIDR SBOM - Iz =E - EHEZ
A04 NIZEEHIKRY FURE RS NN ZE S NN EE K 554 A 0B EA « HSTS ~ £igE1E
A05 FAE BREIEALETERW AR Z28E#H - MABEE
A06 ALEE 2052 Bug 1BXEFEES KT BEEE LRHETEL
A07 BoEasEki RO ES - | DULAESK Session #iE TR FEEEE (MFA) ~ B APRER

A08 HEREMRERSTEMRN BERSEMEEERBETHEN TEURE - REFEINEE
A0S ZEHFEHESEKRMY BFEWEBARACE - R AKIR D MEH - BEMESE
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OWASP API Top 10: 2023 ot

P RAIR R AR AR IR 18 Al 2% I i K 1 15

OWASP API Security
L w2 R EES Top Ten - 2023

AIC\A

API

08 th > 2t BB ENMC R BRI IRE

BEIRHFEAZ IR

TR 5 AR IR 1 AR B 2R APl IAZ Z &

' 'N LA'X = %gf-l.&gﬂw.m

https://owasp.org/API-Security/
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: amun.events attac SCOwW, Russia 0 Taiwan

23:07:52 cowrie.sessions New attack from Alblasserdam, Netherlands (51.87, 4. 66) to Tatuan (23 50, 121.00)
23:07:52 amun.events New attack from Dallas, USA (32.79, -96.80) to Talpet Tailwan (25.65, 121. 53)
23:07:52 amun.events New attack from Guayaquil, Ecuador (-2.17, -79.90) to Taiwan (23.50, 121.00)

23:07:53 amun.events New attack from Dallas, USA (32.79, -96.80) to Taipei, Taiwan (25.05, 121.53)
23:07:53 amun.events New attack from Hanoi, Vietnam (21.83, 105.85) to Taipei, Taiwan (25.05, 121.53)
23:07:53 cowrie.sessions  New attack from Macroom, Ireland (51.90, -B.95) to Taiwan (23.50, 121.00)
23:07:53 cowrie.sessions New attack from Macroom, Ireland (51.90, -8.95) to Taiwan (23.50, 121.600)
XTHREATSTR EAM 23:07:54 amun.events  New attack from Dallas, USA (32.79, -96.80) to Taipei, Taiwan (25.05, 121.53) MHN
23:07:54 amun.events New attack from Guayaquil, Ecuador (-2.17, -79.90) to Taiwan (23.50, 121.00)
23:07:54 amun.events- New attack from Caracas, Venezuela (10.50, -66.92) to Taipei, Taiwan (25.085, 121.53)
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A8

AR ()

# WORLD BRIEF

Tehran is being heavily attacked in the

second week of the US-Israel war, with
Iran retaliating by targeting Israel. This

ongoing conflict is destablilizing Middle
East politics.
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US-Israel war on Iran destabilizes Middle East

politics
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Trump Demands “Unconditional Surrender,”
Iran Says Bring On The Ground Invasion
(Updated)
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Israel strikes Belrut's southern suburbs after
Issuing a blanket evacuation order — AP News
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US crude futures end the week 12% higher as
Iran war continues
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Software Development Life Cycle (SDLC) Process
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Security Maintenance
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Testing /‘f Depioyment Monitoring
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Development
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Governance

OWASP SAMM

Design

Implementation

Verification

Operations

: . Architecture Incident
Strategy & Metrics Threat Assessment Secure Build
Assessment Management
Create & Measure & Application Threat Build Process Software Architecture Architecture Incident Incident
Promote Improve Risk Profile Modeling Dependencies Validation Mitigation Detection Response
Security Requirements-driven Environment

Policy & Compliance

Secure Deployment

Requirements Testing Management
Policy & Compliance Software Supplier Deployment Secret Control Misuse/Abuse Configuration Patching &
Standards Management Requirements Security Process Management Verification Testing Hardening Updating
Education & ; ‘ : . Operational
5 Security Architecture Defect Management Security Testing P
Guidance Management
Training & Organization & Architecture Technology Defect Metrics & Scalable Deep Data Legacy
Awareness Culture Design Management Tracking Feedback Baseline Understanding Protection Management
Stream B Stream B Stream B Stream B Stream B
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2 #% DevOps

0 &6 & O

Source Version Infrastructure Configuration
Code Control as Code Management
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Provisioning

Virtualization
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Continuous Integration/ s
Quality Continuous Delivery or :
Control Deployment (CI/CD) Visualizations Logging
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Cl/CD Pipeline
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Securing the CI/CD Pipeline
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OpenSource Code CVCD Tools Artifact Repo Automation Containers Hybrid Native Coud Databases
Build Products # Test/Provision L] Run/Operate ﬁ m
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(X) Code /Repository () Bulld Tools (X) Automation Scripts (X) Contalner Platform @ Cloud Console
* Code injection * Exposed credentials * Injected code, artifacts, * Artifact injection * Hijacked IT resources
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