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Tehran is being heavily attacked in the

second week of the US-Israel war, with
Iran retaliating by targeting Israel. This

ongoing conflict is destablilizing Middle
East politics.
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US-Israel war on Iran destabilizes Middle East

politics
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Iran war: Tehran's Mehrabad Airport hit by
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AIADMK to protest against ruling DMK on
March 13 over fallure to fulfil transport
workers’ demands
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Trump Demands “Unconditional Surrender,”
Iran Says Bring On The Ground Invasion
(Updated)
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Israel strikes Belrut's southern suburbs after
Issuing a blanket evacuation order — AP News
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US crude futures end the week 12% higher as
Iran war continues

AR (R

L
Tehran pounded in week two of US-lsr:

Irnn tarmnte lornnl

HuR LA




Al 52 IERYAH S 9 A

AEfPHFBRKNEZRANEERFR "R EH L kIR BIIRTE ( phishing-as-a-
service ) EXESEITHY -

WEETAZMEFE  —ERENTHEKE - £ ERCMMAEHATE - EH
= ' NREN) 2B2RBIRFHNEENLE -

HREIAZ 2B TEMNRFE SEEH Al TIEE -
~ 82.6% WHREFHEZER Al ‘ZE*WEE’J
_ 2% MWNBRTEAEBRSPTIRE 7 Al (R ICEEEESMAN T EFINEE)

i

https://www.ecnetworker.com/2025/08/30/ai%E6%94%BB%E6%93%8A%ES5%8D%B3%E5%B0%87%E5%85%A8%E9%9 |A E;l& aEguR 2R
D%A2%EA%BE%S6%ESBAS%HB2%EF%BC%SL/ B T R R e TR T fber secury Allanee



B TRYFRE...

Anthropict PEIRZEFIAZ A S AR#T RiREIR I E

AT
et SEE
- ~ A

i)
|
Ht
it

- ERSSSF
L
>
>
—t
-
)
o
©
o
st
ol
H
]
=
o

O

il —>H SH T

"H{XIF']:I ::\
° >F<|_|-EE|\/\/
1>:\|\L|\|'|'

18-S
~H
| I3
il
oy
@i
]]]} S
o

Al
Siok o3

)yl
BN
DEIDY

A1
e
HF
I~
)
ol
ST

B
+

=N

s

@m

[m] FIE! n%
E’J (A"

NES

>
S
—t
>
=
O
O
o

s 0

O
T >
i
@mﬁ St
-||E=|E”Jm%|—
Ot iEs s
cllt

S
> Ft
Al
3 >TE S oI

ANTHROP\C

S
B i

Jl?u‘}]]H M=

- 5 AR B2 & 4ol ]
ﬁﬁ% TEEAnthrO 0iC
3 deJ MATHETH -
‘J@JEM%Z’MO%:.:ZO%E’JTH’E

ﬁﬂﬂ?fx,uﬂb'klﬁl Y&l
nthro ic=/~ -+ 1
i”t,%EF'IBZF_E'ZHE’J

%Ifﬁ/\ﬁﬂ ERITEER I
H

W S
_H
R

ﬁgﬁw

pilign>
>0

| HEE | S5
N
Q

>
&
H
O
@)

N\

N
> (A

sl
G Al

DQHHH)QI}

WEZS o IR S
= SHR S
ST

T Al S

Soedi w0 > ol
w
o

o Em o IR ) -
MiEE- \Is>

af
g °

AnthropicR T E30EEEZIHERNE, BURSESLERNZM. MARISSALESHNOV FOR THE NEW YORK TIMES

https://cn.nytimes.com/business/20251117 /chinese-hackers-artificial-intelligence/zh-hant/ ¥ ¥ N G c R Toiven cyper secur tsBlienze



Glasswing

ANTHROP\C

Project
Glasswing

Securing critical software
for the Al era

https://www.anthropic.com/glasswing
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TEGETGED)

& Hacking Academy E EN ficulta s] Login

© Intencionalmente Vulnerable - Solo uso educativo

HacklLabs

& 26

Labs

FILTRAR 88 Todos

| owasP Top 10

AO1 - Broken Access Control (IDOR)

> Abrir lab

EX]

AO3 - Command Injection

—> Abrir lab

https://github.com/afsh4ck/HackLabs

or afshdck. Prac
limap, hydray

Medios

&

A02 - Cryptographic Failures

» Abrir lab

&

AO4 - Insecure Design

—> Abrir lab

medium
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AO3 - SQL Injection

» Abrir lab
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AOS - Security Misconfiguration

- Abrir lab
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MITRE ATLAS St

M ITRE ATLAS Matrix Tactics Techniques Mitigations Case Studies Resources v Contribute

MITRE ATLAS Knowledge Graph

v5.5.0

The MITRE ATLAS Knowledge Graph provides an interactive
way to explore information found within the ATLAS Threat
Matrix. Each node represents an ATLAS entity and each edge
represents a relationship between them.

Entities represented in the graph include:

e Tactics ( AML. TA#### ) — adversary goals during an attack
(the “why”).
e Techniques ( AML. T#### ) — the methods used to achieve

those goals (the “how”).

e Mitigations ( AML.M#### ) — defensive concepts or
controls that reduce the effectiveness of techniques.

e Case Studies ( AML. CS#### ) - real-world incidents or

demonstrations showing techniques used in practice.

Using the Interactive Visualization Legend
[ ) tactic

technique

e Inspect nodes: Click and hold a node to view metadata
and enter focus mode. ® mitgation
aERuZ LIRS

https://atlas.mitre.org/knowledge-graph b I e BN rovan por sy e




AIDEFEND™

A Practical Knowledge Base for Al Security Defenses
Version: 1.20260403

@ About ¢) View AIDEFEND on GitHub & View MCP Service on GitHub

Frameworks Search keywords, AIDEFEND/ATLAS techniques, MAESTRO threats, OWASP Top10s, Cisco, NIST AML, etc...

View by: Pillars Phases
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AID-M-001
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Inventory &
Mapping

AID-M-002

Data Provenance
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Tracking

AID-M-003
Model Behavior
Baseline &
Documentation

AID-M-004

Al Threat
Modeling & Risk
Assessment

https://aidefend.net/

Harden

AID-H-001
Adversarial
Robustness
Training

AID-H-002
Al-Contextualized
Data Sanitization
& Input Validation

AID-H-003
Secure ML
Supply Chain
Management

AID-H-004
Identity & Access
Management
(IAM) for Al
Systems

Detect

AID-D-001
Adversarial Input
& Prompt
Injection
Detection

AID-D-002

Al Model
Anomaly &
Performance Drift
Detection

AID-D-003

Al Output
Monitoring &
Policy
Enforcement

AID-D-004
Model & Al

Isolate

AID-1-001

Al Execution
Sandboxing &
Runtime Isolation

AID-1-002
Network
Segmentation &
Isolation for Al
Systems

AID-1-003
Quarantine &
Throttling of Al
Interactions

AID-1-004
Agent Memory &
State Isolation

Deceive

AID-DV-001
Honeypot Al
Services & Decoy
Models/APls

AID-DV-002
Honey Data,
Decoy Artifacts &
Canary Tokens
for Al

AID-DV-003
Dynamic
Response
Manipulation for
Al Interactions

AID-DV-004
Al Output
Watermarking &

Evict

AID-E-001
Credential
Revocation &
Rotation for Al
Systems

AID-E-002
Al Process &
Session Eviction

AID-E-003

Al Backdoor &
Malicious Artifact
Removal

AID-E-004
Post-Eviction
System Patching
& Hardening

Restore

AID-R-001
Secure Al Model
Restoration &
Retraining

AID-R-002

Data Integrity
Recovery for Al
Systems

AID-R-003

Secure Session &
Identity Re-
establishment

AID-R-004
Post-Incident
Hardening,
Verification &
Institutionalizatio
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€ REGULAR @ DEFENSIVE

Al Defense

Medium @ Tier 2 Estimated 2 days

O Last Updated 4 months ago

5.0 ¥ % X X X 2 Reviews

Unlock Module - 0 Cubes Q

Module Includes

:= 21 Sections ® 0 Interactive Exercises E} 0 Assessments ® Badge of Completion # 20 Cubes

Module Description

In this module, we will explore how to defend Al applications from the
attack vectors discussed in the Al Red Teamer path. We will examine

adversarial training, adversarial tuning, and LLM guardrails, including
the fundamental concepts and practical implementation of these

defensive measures.

Module Summary
https://academy.hackthebox.com/app/module/322
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