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AlBRF% Bf8: TeMin-15R-4E- &% CVES5ELEE:E (OpenAl ChatGPT A9 GPTs 138 A)
AIRRFE #5iA: B NEMAICVESS iiRSE, EEGPTE REIRRE PR MER, WESELER.

AlBRFS 18S (IRTRE s AL BEHESR BRERESIE

Based on user's inputting the CVE(Common Vulnerabilities and Exposures) info of cybersecurity vulnerability, this
GPT searches all English related news effected by this CVE vulnerability of product. This GPT generates a concise
global cybersecurity news briefing summarizing the ten most important cybersecurity events from this CVE of all
news recently. These news’ source must be in English, using English keywords to search related cybersecurity
news and the briefing content must be in Traditional Chinese. For each news brief, provide a one-sentence
headline and a short comment on its potential cybersecurity impact. Additionally, this GPT should report the CVSS
Score of this CVE and this GPT analyzes the positive solution and negative impact about this CVE with previous
English news. Finally, this GPT must provide some advices about this CVE vulnerabilities based on these related
English news. Also, this GPT could give some PoC (Proof of Concept) samples or effected products' version of this
CVE Vulnerability possibility.

AIRRFS 18<S (RAREAIRSCERE)
IRERFHANERZSRACVE (BRBRRRE) &N, AGPTESHASZERCVERRN SNSRI, AL HuENS IS

ZEEER, SETHEHEPEZCVEERINT ARERNERSES M. FERRLERRY, (FRARNEREFESHEERTSHE,

BHRASUWERERETN., SREERFRU—(AEDEENHEBTERT SR ZREE . W, AGPTIEFHRSILCVERICVSSFTT,
WESLMESSGRES TN CVENERRRL R E, &E, ACPTRERELISGERHELCVERBIGER. L, RCPTEILUR
H—LPoC (HEaE) HRAEZCVERREA R/ ZrEmIRA.
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AlfRFE 2f5: TeMin SR-4fe-E%CVESSELEERE (Google Gemini BY Gem 88 A)
AlBRF5 HEik: E‘)\CVE%ﬁal‘é K SHEEH I BB SRS REEESHEHA

AIRRES $8S (IB5ERE, s AL BERIESR, BREREZINEE

You are a professmnal cyber security consult, and you based on user's inputting the CVE(Common Vulnerabilities and
Exposures) info of cybersecurity vulnerability, you search all the English related news effected by this CVE vulnerability
of product. You generate a concise global cybersecurity news briefing summarizing the ten most important
cybersecurity events from this CVE of all news recently. These news' source must be in English, using English
keywords to search related cybersecurity news and the briefing content must be in Traditional Chinese. For each news
brief, provide a one-sentence headline and a short comment on its potential cybersecurity impact. Additionally, you
should report the CVSS Score of this CVE and you analyze the positive solution and negative impact about this CVE
with previous English news. Finally, you must provide some advices about this CVE vulnerabilities based on these
related English news. Also, if could, you should give some PoC (Proof of Concept) samples or effected products'
version of this CVE Vulnerability possibility.

AlRRES 15 (HEaaERIRICEIRE)

BR—NEXRNERZEEN, RBEAERANERLZSRE CVE (BRERREE) AR, EBEE% CVE RREMrISSGIE. BEE
—PERENENERLZEHEGR, SETHRArEHETEZ CVE BN HESERNERLTESM. BLHMBERRRY/ARRY, BERAERNERE

FRSHERERTEHE, F%#EW@,Z\/EEJ%% PN, HRNEBFNEGER, BFRE—EMENEE, TAETRELEEIERTETE, WHh, &

E =Sz CVE B9 CVSS :¥93 jIZ“—“AL,lEEI’JEQXZTE%ﬁ Pz CVE FIRRIBRER S E=MBMRE., &R, BWRRIRELERBIIRSGHE, #Ma

CVE miBft—taes, Hob, METLL, BRI PoC (HSRE) BHNSYEERIIRE, EREZ CVE BRI,
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AlRTE 218: TeMin-1EE-#HE-IRHEI &4
AlIRFE igiR: SBEASEEFN LT HEATIRE, EEGPTEREMEMEHREABDER, WESELER.

AlBRTE 18 (1BFE5E, Mes AITIE: EERER, ARRESIIEE

Based on user's inputting the company name of Taiwan's stock market, this GPT searches all English related news
effecting this company by the major income and large customers of this Taiwan company. This GPT generates a
concise global international economic news briefing summarizing the ten most important economic events from
all news between yesterday at 10 a.m. and now. These news' source must be in English, using English keywords to
search related operating industries and the briefing content must be in Chinese. For each news brief, provide a
one-sentence headline and a short comment on its potential stock market impact. Additionally, this GPT analyzes
the Positive evaluation and negative impact about this Taiwan's company with previous English news. Finally, this
GPT must provide a predictive possibility about the stock price increases or decreases of this Taiwan company
based on these related English news. Also, this GPT must give a confidence ratio from 0% to 100% to explain the
previous predictive possibility.

AlRRE% 18< (FRalERIRICENRE)

BERAFMASERTRINREIT TSR, BEGPTESZAEATNERRNIIAE FESHAEZATEERIRHE. ZGPT EE—
SRR KBRS FEEER, KGR LT 1 0BEESHEFET T AREENEES M. BEFBEIRY/ERRY, AR ERET
RSHEREEER, FTEGHRASYERTN. HANRESHFHEGR, BRE—EAEEENSEBERTNR EEE . i, ZGPT 0T
FRIRSGESZEE SRIEENENSEE, &8, ZGPT W/RERNEEHEREIGHE, HzaE8 A TIRRE LiRka FEMRHFRRIRT8E
%, AR HARE0%E100%HIE S EARAFFETRIRITRRIRT AEME.

Copyright © 2020-2025 %11 % Diamond Liu (Te Min, Liu) dmliu99999@gmail.com

15



ARSIk ETS — EaR1ER
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AR5 18< (EMREFRENBNERZANE-ENIES

By the uploaded files, this GPT is designed to help user finding the course that fits user's demands. Every time
the user can ask some skills user need or a conversation about the uploaded files, this GPT will select the
course items that suit user's needs from the course list of uploaded files. However, this GPT only responses
the topic/conversation about the uploaded files and this GPT should remind the user keep the conversation
scope under circumscription of uploaded files if the user's context is out of these uploaded files' scope.

AlfRT B2 (ERRARENTANERAR-PIES
ZiBEENXXH  ZGPTEEEMAFKEIES ﬁHJf' S KHERTE - BRERZ LR — thﬁﬁﬁ%ﬁﬁ SRR BE
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AlfIITIT(E (B2 TE HEtE) -HEREISESH(Cont.)

AREEHHT X
i
HEH R x — _
O IR S B ER-Send Economic Briefing
o 8z] ChatGPT & —f8 -
& =% PR 5%
Tell me to send a concise global international economic news briefing summarizing the five
@ A most important economic events from all news between yesterday at 10 a.m. and now. The
sources must be in English, using English keywords to search; the briefing content must be in
kg
G 24 2EEHE Chinese. For each news brief, provide a one-sentence headline and a short comment on its
potential stock market impact. Additionally, confirm if today is a valid trading day before
Diamond Liu () &BLm2E-SendEco  Providing a succinct assessment of whether the Taiwan stock market will open higher or

lower on the next trading day. If today is not a valid trading day (e.g., Saturday, Sunday, or a
national holiday), skip the prediction. If today is a trading day, consider the international
conditions from the recent non-trading days and provide a unified analysis. Before providing
the conclusion, ensure the previous day’s Taiwan Weighted Index price and change are

=i accurate by checking a reliable source, then list this verified information before giving a clear,
bullet-pointed conclusion. Finally, calculate the historical accuracy rate of the predictions
based on past predictions and actual outcomes, listing the total number of predictions made
and the calculated accuracy rate since the task began.

5
sx 48:00
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. Cyber Security

Arcanum Cyber Security Bot
f’:% Arcanum Appsec Bot's primary goals are to
F&E : Jasc { 2 50K+
Cyber security
9 Cyber security advisor for digital safet
F& : Jan Halod

Cyber Security CISO Assistant

ybersecuri st specialized in the NIST Frar
(=5 etru A 1K+
Cyber Security Expert
@ Cyber security, information security, data security,
(== IANA ST 9 900+
Cyber Security Ninja
@ Cyber Security Incident Assistant
(=== Dek Shambulov @ 1K+

Cyber Security Specialist

GPT

5% ~ BIMNEEME A SH ChatGPT Bl hA -

curity testers. It

€3

Arcanum Cyber Security Bot

: Jason Haddix &

Arcanum Appsec Bot's primary goals are to aid ethical security

testers. It will use up to date research, and dive deep into technical

topics. Use as a conversation buddy during assessments or when
learning assessment technology...

Tell me about What vulnerable | believe this
this JavaScript, functions can endpoint is subject
focusing on... allowXSSina... to certain types o...
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1. CVE-2023-36884 : =2 Word HEEDH—ERET » £FUEEFEFEATHERNTIER
15 - ZREEEA K Office MEFHETARE  FHI2FFE RTF ( Rich Text Format ) =89
. ZEREPRELEENHE  UEBSRTDERZEDHTEEEL -
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FESMIBETE D HEE A S ChatGPT BETARA -

ZIWRUESES

©1 SQL-Injection

SQL Injection Demonstrator

{ SQL Injection-proof PHP Development

Yara Expert

-~ ]
O L A

Yara rule writing expert for malware detection and forensic analysis

90+

HEERIENER

How dao | create a Yara rule for

What are the best practices for
detecting ransomware?

writing effective Yara rules?

Can you help me refine this
Yara rule for better accuracy?

Explain how to use Yara rules
in incident response.




Enhanced Search

Enhances the model with curated PentestGPT knowledge, including popular guides, techniques, and tools

P en te st G P T What are Some Ways Explain the OWASP Top 10

to bypass payment process? and how to test for them

Start Chatting >
Describe Common Techniques List Popular Vulnerabel

for exploiting server-side request forgery ports to exploit

Plugins | Enhanced Search

&

WAF Detector CVE Map

Fingerprint the Web Application Firewall behind target app

Navigate the CVE jungle with ease

Provide Me With Provide Information About

the latest CVEs with the severity of critical CVE-2024-23897 (critical LF! in Jenkins)
Detect the WAF WAF Detector Help CVEMap Help
used by hackerone.com How does the WAF Detector plugin work? How does the CVEMap plugin work?
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JF# - IBM 7090.

1959 F 2B N ZEAEE NASA R A E EF RITERIALSENL - IBM 7090 - S5 —SEamAsat S - 23 A

ERWMAERITIFFALAFR - EEIBM%%

[1] IBM 7090, Wikipedia, https://en.wikipedia.org/wiki/IBM_7090,view in 2023
[2] https://en.wikipedia.org/wiki/Suanpan,view in 2023
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1.2MB/1.44MBEXtx, 20MBHE 5k -

200656 Al - ZEIEIXTZRE R
(National Weather Service, NWS) &
ARBERIL - ARERIK ERVES
BHRAlsRERENER - DREFEH L
IBM PC/XTE R ] iy

4‘ 1 ,‘
1 ! A
| ' ; S\ | )
! s ==Ly
B 1B\ | ISR
. o
_.':‘vr’:

ol WO ;
VO

—_—

|
0\
':ﬂ

[1] https://en.wikipedia.org/wiki/IBM_Personal_Computer «
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BEESTE

5B IDA B E
(Ada Lovelace / Ada Augusta Byron)

[5£1] https://zhuanlan.zhihu.com/p/40208243, view in 2025
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ARERESEE LLM 451E

« EF: LLM ( Large Language Model - KEZESHEE ) E—EERNXRESE
R ALEERE - BT HERN ALK B RS Eif o JS LR AEIE
ﬁEE’JY—T—Z’EﬂL?‘_ﬁJIIﬁ BEZENGS  BRNLE N E%B - 1EMmBEs

TG EE B MENEFSEFEH e

- #iffl: ER89 LLM SHIBFE OpenAI A GPT %% Google 89 BERT - LLM
Az 0 fla E Transformer 2248 ( BH Vaswani AR 2017 F£2YE ) - B&EE
"ByER M ( Self-Attention ) 1 B? QT@?EEEE%&E%:.mﬁﬁﬁﬁﬁﬂ%mm

[7£1] Vaswani, A., Shazeer, N., Parmar, N., Uszkoreit, J., Jones, L., Gomez, A. N., ... & Polosukhin, |. (2017). Attention is All You Need. Advances in Neural Information Processing Systems (NeurlPS).Brown, T.,
[#£2] Mann, B., Ryder, N., Subbiah, M., Kaplan, J., Dhariwal, P., ... & Amodei, D. (2020). Language Models are Few-Shot Learners. Advances in Neural Information Processing Systems (NeurlPS).
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I A d— e o I i
Kﬁénﬁ SEE LLM Y451
« LLM {EE5
- ESHEFAHELNEENE LLMEEAEESmENBAREBS XA - BARBEH
%ﬂ& EE2H - XA EZEES
- EEZHR—(EIIFHT - LLM o ERRZEZ ST - BAREERN
J| - REREMEE ( Fine-tuning ) EDTM
- BEBENBREBARBEEEEINNE - LLM SeiHIEE S PEMHAEE N X E
1,% E2IRHEP " M=EE8E ( Few-shot learning ) | E’J’x‘ﬁl%m
« LLM REh
« BERAEFEXKINEANZET - LLM EEXRSEHFTEERMEER - BAS B
Tﬁﬁ% MEBRADRKRIBIEAEIR - EEEREAIEFET - oJsEERES
}ﬂz,}_w/\[a]
- REHEERFERN - LLM g2 11l ERNPEZRRR - WEAABS I
ﬁ%ﬁ@ﬁq%\m °

[5£3] Brown, T., Mann, B., Ryder, N., et al. (2020). Language Models are Few-Shot Learners. NeurlPS.

[§¥4] Raffel, C., Shazeer, N., Roberts, A, et al. (2020). Exploring the Limits of Transfer Learning with a Unified Text-to-Text Transformer. Journal of Machine Learning Research.
[5£5] Strubell, E., Ganesh, A., & McCallum, A. (2019). Energy and Policy Considerations for Deep Learning in NLP. ACL.

[§£6] Rudin, C. (2019). Stop Explaining Black Box Machine Learning Models for High Stakes Decisions and Use Interpretable Models Instead. Nature Machine Intelligence.

[5X7] Bender, E. M., Gebru, T., McMillan-Major, A., & Shmitchell, S. (2021). On the Dangers of Stochastic Parrots: Can Language Models Be Too Big?. FAccT.
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NEIGES R SLM B4

EF: SLM ( Small Language Model - /NEIFESEEY ) %—Eﬁ‘égﬂzﬁ“/'\ :
= Zii%ﬁ SKERIBHBRZES BEEREL - HER LLM ( REESER )

SLM BEEIRFEET (AN FoEIBR 2T ) - ﬁ'ﬁKE)ﬁﬁE/iE’J
e =% - 1F9E ﬁ%"ﬁlz‘ﬂ]na BREEHLLEREE  BerEgzm (W
Fi¥ - YHERE ) LET  TEEREEAS=TPRIRE Be °

fFaa:

- Kb 2HBEERY  ETEERuna

- RINFE : eNEREREFTEER - EBRARNKBEE
« ERRERT  BREREREFRIFER LLMes °

7

[5£8] Sanh, V., Debut, L., Chaumond, J., & Wolf, T. (2019). DistilBERT, a distilled version of BERT: smaller, faster, cheaper and lighter. arXiv preprint.
[6£9] Tang, R., Lu, Y., Liu, L., Mou, L., Vechtomova, O., & Lin, J. (2019). Distilling Task-Specific Knowledge from BERT into Simple Neural Networks. arXiv preprint.
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GPU, TPU, NPU, APU, ....

NVIDIA

— https//www.nvidia.com > zh-tw » data-center» h100 3
V/ ¥ v NVIDIA H100 Tensor #4AGPU
¢ ¢ H100 & &5 5 E Tensor #Z/LHE ?%i%%'ﬁ%{FLOPS} =E A3 15 BESWEEEEEM60 JKREE
EER g ATEENSHEEESEEREZS » 57 g
£%ASE T NvidiaA100  NvidiaTesla 398 2%/AF  Nvidia Tesla EREFP4ER - BE A LESHEMAEREAESL  BEAIAEH100 HTF2
HEZENVI... Tensor Core...  A100 80gb... & NVIDIA. .. A100 40gb...
$462,000 $594,969 (... $816,005 (... $499,999 $154,559 (... R Leadtek
% https://www leadtek.com > .. > Data Center GPU :
T SE——— B NVIDIAH100 | ATLEZ2HEMEEESR
VIRIRR . Yoo Soecon - o oy 5 1T RASTEST NVIDIA H100 - NVIDIA Hopper GPU 2848 - 80GB {582 - & ASIZINEE: 300W~350W (THT) - TiEH
: [ras— ' ' : ifi: PCle Gen. 5: 128GB/s - /7 E2GPU (MIG): £%7 {810 BEZ .
o IREZ
s https-‘-‘shopee twr 3ICEEE) ERTAG BT F 3
22/, 51803 ENVIDIA 3R EA100 H100 80G R~ +Ai ...

Bf&. A100 $ 64=. H100 $ 86=. + AEUMEEEIRWIEN. LAHEsEm  EZEETNE B
ERERAEE  UALIIUNER LA¥ESEm EZTEETNE . B .
$499,999.00 - EES

22,000 55

Nv, D,A H]-OO E_LE %Hﬁﬁ%% J NVIDIA H100 80GB Tensc:r #2/0GPU PCle - PChome 24hfE4)

NVIDIA H100 80GB Tensor #:GPU PCle - NVIDIA #82, FP64 : 26 JERFEEEFP64 Tensor #il»: 51

FEI/ASIFIF 22,000 & NVIDIA H100 IR EASEE | i JCZELIEEFP32 : 51 JEFEREE, #NVIDIA H100 80GB Tensor ...

PChome 24hEE4
https://24h_pchome.com. tw» prod

ZEE A 868 7T x 22000 = 189157t
BERAR? STARA ? BEE?
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Al By Rt e e Adn R B Adx /) \

CES 2025

~

B - -
v . o, > Ty - ¢ -
o P X >
ey - Wl s
5 . . - -
‘%‘_ X A
- IR -'.37."4‘:;'

L o

DIGITS
RS -2 EEETRY Al B4k ElE

[CES 2025] NVIDIA i Project DIGITS HEARIF - B4R Al B .
=<1, —
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/)VIE 5= B AE A ZEHYAIBR 755

NVIDIA E7i#Ed, DGX Spark 1 DGX Station {EA Al EJ

F NVIDIA Grace Blackwell BEEif0 2 FEIEAENN » EHRBAE - IR ASEERREBRELUERMEZE Al
EHE - FRATER  EEORESALEREEEBELREE RS

e VRAM128GB HD 4TB
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A

286 8 A B
AUEE ( (¢
AR A A
BRI B
~ i

A IDA £ HEE A, L
(Ada Lovelace / Ada Augusta Byron) Hel Al 22E{UE

v

[§£1] https://zhuanlan.zhihu.com/p/40208243, view in 2025
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Line, WhatsApp
Telegram, #45, EH

)

|

AR KA

Human Conversation Text }

A

Al BR#538>

Al IRFEES

2N 3t i

=
Al BIEE#}
Agents
D

Al
AR %5

Al Bl EE Y

fascall4 BERER
llama, qwen, phi
ihim Al BR¥5 I AE

~

HESAIER
Fine-Tune
iim Al BRFZTHEE

:

BB 1% GPT &2

1. B8R ER !Q”C—?ﬂ
2. iobRiE L BB RERR

AR
RAG &Eit}

Copyright © 2020-2025 %/ 7

GPT Fine-Tune
Eiw Al IRFZTHEE

GPT Assistants
Eiw Al BRFEIHEE

GPTs IR 5t AR #5

Eim Al BRF5INEE

0

S

GPTs &1F&4t

A\

IE”T%_\—

ENlE

meea
shapred

o n
g mHIEs [
4B R NN
IE“j_g\--ll‘ O

% Diamond Liu (Te Min, Liu) dmliu99999@gmail.com
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B Al APP 24t - D SRIBELE(F

Al fRFE > ChatGPT
& et eemeeeeeeteeeeateeseeseesteesessessieseesesssesseessesseeseessennen Gemini
- = Al EEER
Line, WhatsApp = s prannes - Claude

Telegram, & B | P COpiIOt
[ AR ENEES } :

Human Conversation Text

|

Al FRISEES
- ollama

- — GPT4ALL
Al RIS LM Studio
AnythingLLM

CPU, GPU

NPU, TPU

[§£1] https://dev.to/simplr_sh/general-recommended-vram-guidelines-for-llms-4ef3, view in 2025
[5£2] https://www.databasemart.com/blog/choosing-the-right-gpu-for-popluar-lims-on-ollama?srsltid=AfmBOor8cnUOIIVclaviXudjUGJoxyZ jUCFmuoGgESBjUGZ6TMH-Nij, view in 2025
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ANAZAl - GPT4ALL

A EIAI - ollama

o B ARHAL . SESZCLITTE - BAREALLMAER - IEFRAPIART - GGUFEEET -
Ollama - fU&: https://github.com/ollama/ollama &k https://ollama.com/download/windows

A EIAl — AnythingLLM

o R A BVER R IR - cPIESTUINTE - BNEEALLMRSY - IEFRAPIRRTS - GGUFIEEET -
AnythingLL :
nyt;\.;ng  + fiI&: https://github.com/Mintplex-Labs/anything-llm 8k https://anythinglim.com/desktop

A ZLAl — LM Studio

o« FitE NI BLEBARRAL . pUINTE - EERE ALLMAESR - BT APIARTS - GGUFIEZE1ET
« i1 & https://github.com/Imstudio-ai 5% https://Imstudio.ai/
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AR s LLMOAIES (LAANnything-LLMZ 1))

AnythingLLM | Your personal LLM trained on anything

CA Anything LLM

+ #MBTHEE

00 =pschEREHEL.

02 NSPA-Level-2

‘ 2% 1S0-27001E&fS-... T, &

' default

+ NewThread

S M 8

p
Welcome to your new workspace.
To get started either upload a document or send a chat.
Sendamessage >
0 @@ ()
-

Copyright © 2020-2025 %] ¥ 2 Diamond Liu (Te Min, Liu) dmliu99999@gmail.com
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% LM Studio  #

Status: Running

A ELLMBIE (JLLM-Studio 4

ons

& EE—EEESA (Cul+l) v ® Community M Quick Docs
Info | Inference || Load
[ o] %y Settings Reachable at:  http://192.168.8.13:1234 ({
Model Information v
READY >
Model  1mstudio-community/phi-4-GGUF
1lm phi-4 |@ | | <> cURL Size 9.85 GB & Eject
File  phi-4-Q4 k M.gguf
Format @
Quantization Q4 KM
Arch
o . Domain | 1lm
HERIRES (OpenAl-like) b3
Size on disk 9.85 GB
Developer Logs o 2 v
[LM STUDIO SERVER] Success! HTTP serwver listening on port 1234
[LM STUDIO SERVER] Server accepting connections from the local netwo
rk. Only use this if you know what you are doing!

[LM STUDIO SERVER] Supported endpoints:

APl Usage
[LM STUDIO SERVER] -> GET http://192.168.08.13:1234/v1/models

This model's API identifier
[LM STUDIO SERVER] -> POST http://192.168.8.13:1234/v1/chat/completi

v
phi-4 | (D

The local server is reachable at this address

http://192.168.8.13:1234 (]
Copyright © 2020-2025 %] ¥ 2 Diamond Liu (Te Min, Liu) dmliu99999@gmail.com

44



At Al Bg#5 HYAIEZSR

{8 CPU, GPU, NPU 7&g&
Windows Al Foundry

AHBAINEZR R

!

SLM#REIE ] (Phid)
TEEIARMEEEPC

l %
[ 1

[ SRE At RAG fEZE J [ BT Atth SLM 18 J
[ (R Al IE5EANE J
I¥04 Windows Al Foundry API
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Al k75 B9 RS Z B

s PMEZRIMNG - REESLW
- B E Z RV E IRsE 0 ELE B[O = (1SO-27001)

GETTERRABREREZEAE (PT)

- BENFIRAIKR AEITTE R SRR, ELNE
- BTl E 22 & s (4R 55 £ €1 52 7, B KiiE 70 1)

 [RIBREZA, IR EZ AR

46



Al AR5 BY BemE A7 T

AR Al

Google

Gemini
HERFAl Em % i B2EIREGPT || WEHEIGPT
BErsa&EGPT | WHEEBIGPT

Copyright © 2020-2025 %] # 2. Diamond Liu (Te Min, Liu) dmliu99999@gmail.com
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Al Ak#5 BY K35 E R I0 (cont.)

Instant
Messenger
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Al Bj75 8 I8i=E A5 10 (cont.)
wi”

P
Instant SMCP rograms
s Eof P ervers e e
=== Messenger v & 22 4 s
> . Excel/Word
57 B i XCEUTOr
i /
AR,VR,Voi
] s LLM-SLM / Machines
—emgE | GPT SDK
TCFHERS Library loT =%

API7TH /

j]'z iB %@_ ,%/ﬁ\ Al Browser

fell Fel Al 25552 Ve 0s

e ey Defined _, Commands
ﬁ%\ﬁﬁkﬂ’g Agents
BRI

IS
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R ¥F Al 23 A IR #5RYERET EE &b

RiFAIz= ARTE AE(AE)ESABEIE, ESARERE -
RIFAIR =z A IR EITEEMZ T HERKEBRER © o

RiFAltEzs Ak 2F RIERANTREARVIIEEEARTS

RiFAI e ARTS [RATEEAIIRERR S 2 5 - R D ERZ = IR (Social

Conversation) °
RIFAIRS AR T EHERNEE - FHRANEEAE @ WABHESERNEF -

RiFAlEzz AT BESSRMeR(ALF)NERRHAERE - ©

RiIFAIEz AR B2 RENLZZEAEERET - EE FoHERRICE: -

Al BERlGEE BEREENZERESE  RERENBHFAGENZERZ SIBRERA -
2= Al fi5 - ARG RXRB(ERAB)EE Al ERAS - DILE BREAKE
(Prompt Injection) £ &1t (Data Poison) -

RIFAIREzz AR M AS2BBHE TIFETF - MIERRBEEFRIYFBINE R

[1] Three Laws of Robotics, https://en.wikipedia.org/wiki/Three Laws_of Robotics, view in 2023
[2] Zhuo, Terry Yue, et al. "Exploring Al ethics of ChatGPT: A diagnostic analysis." arXiv preprint arXiv:2301.12867 (2023).
[3] Crawford, Joseph, Michael Cowling, and Kelly-Ann Allen. "Leadership is needed for ethical ChatGPT: Character, assessment, and learning using artificial intelligence (Al)." Journal of University

Teaching & Learning Practice 20.3 (2023): 02.
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I\I/\ _/\

OpenClaw

THE Al THAT ACTUALLY DOES THINGS.

Clears your inbox, sends emails, manages your calendar, checks you in for flights.

All from WhatsApp, Telegram, or any chat app you already use.

[§E1] OpenClaw — Personal Al Assistant, https://openclaw.ai/, viewed in 2026
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51 =% — Al Agents Meeting

Al Agent
Meeting
Room

1EEE
2K
AIETT
FFRRR
ERESIERE =
REEEHE
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ZCIEARAIEEE % — Al Agents Meeting

Al Network Assistant

Al Network Assistant

ANA-1 158 ANA-5 ZZiHB55
Al Agent
Al Network Assistant Meetin Al Network Assistant
ANA-2 Z228E 9 ANITA Z2HRIE
Room
Al Network Assistant AISTIH Al Network Assistant
ANA-3 ZZiB33 r#&&aﬁ-%* ANDE-1 Z51H-1
Hvlll]ﬂiﬁﬁgﬁ '“’

S TH e 2~ EHHE -
-] ,
Copyright © 2020-2026 %1 # = Diamond Liu (Te Min, Liu) dmliu99999@gmail.com Eﬂﬁ#rﬁé Q ” A%E 53



=53 = [— =y ety =il O, A2z o
ZAIET - EZ=IEE=E(Staff Meeting)-E
= = = L — 5 =
/A% : Diamond
KEBEE Al 32X - RERE (58] (Bt
= 0¥k -» HbRIE/A N
2025/06/21 04:40 MRERREEN TR ENENE ELRART- 22, HB)-S210, HENE-Z20, (A2, Bh-RIRE 2506_ANAs_Ransomware.pdf Goto Room

2025/06/17 16:50 RIS AR R E S RE BN FLRER- SR, S8-S0, TSI, (RETI, B RIEES 2506_ANAs_Ransomware pdf Goto Room

2025/05/29 22:50 BRI EERREMNSER AR FB)-210, FRRAR-2 I, TENE-Z, (RER-2, BhE-RiELE 2505_ANAs_Security_Meeting.pdf Goto Reor

2025/05/21 03:00 AL RREMNSEr BLSSR HENE-Z240, ZEB-Z2 I, WL RER- 2210, (R FR-224, BhE-Z22 () Eolo oo

202505151455 | ATHRZEAEIA B0 S0, VARSI, LSRR, G 29%, B9 2505_ANAs_Securty PDE T

2025/05/12 10:50 B8THAREHEIIR FB)-2 1, FRRAR-2I, fRR-ZW, BhE-22 1, SEBh-2i (5&) Golo Room

2025/05/12 09:48 BIERR2HEI 8- 240, FRRER- R, R, BRI, 8)-%H 2505_ANAs_Security.PDF Goto Room

292yt 2 i BTEAR2HEIIR SEBY-221, FLRRERS- I, GRAE-22I, BhE-22 0 2504_ANAs_Meeting.pdf Goto Room

2025/04/24 02:30 A2 EERER A ER AT g B2, VENE-Z210, [RRR-221, BhE-2 W 2504_ANAs_Security_Meeting.pdf Goto Room
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EZAIET - EZRIEZE(Staff Meetlng) /‘Rﬁu

0.0.1: oto_room/a29eb7ea786e4c1 adc \ = @ i 15
& ® 127.0.0.1:8080/g /a29eb7ea786e4c14992941973a4c3b45 B/t @ A & B 1

kﬂﬂﬂﬁ Al B E : ERBURHERPEHIIFETRMETR e e o

[2505_ANAs_Security Meeting.pdf]

[N
‘: e |

N
F579: 2025/05/20 23:01:20, IS ID: ANA-3, BFE - FHE-ZIH, BEAD: EMEMBATAR ARELBHERRE
BERET AN SATNASISEEFANS » ERAWE « AEIESSEEE  HEESEE T2 AN AEES
IR IE R
LAARNEL » BMTRAHLER OGS
WSS, <% W R h &% RRHETANNTHERRBNNER - WERRES TSETEE) NEE (RSN « REEEER
EZ) > AREFARELEEANIIET > St EER

Copyright © 2020-2026 %] ¥ % Diamond Liu (Te Min, Liu) dmliu99999@hotmail.com ‘ e = e e g : . 55
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IAINERZ

~
CH

AZREZRNE R

Human Conversation Text J

‘ ‘ Line, Signal, @ NMAP

WhatsApp,

Telegram, etc. @ FOFA
(s ) SHODAN

Al Network Assistant | Efl&Z2 BEHIT TIF
(o) BUIRIEZAP)

ANA Z1
@ AppScan

OpenVAS
(7)) SQLMAP
(42 ) TOR K4B1%
Cn)) BARBEE
[E£7] ANA, Turbo Al SDK, https://www.hugediamond.net/, view in 2025 @ 55 Agents
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ERBM In

ZATE L1
Faraday cage

e

| ]
| |
| |
| ]
| |
£
<

loTH)Hk 48 B Z 1l IEFTIR1E

~

IES &N

M
-
A

~  Ti2H 18
- At s R AE D47

s —
HEES

<IIIIIIIIIIII

- Fine-Tune
(DGX-Spark) S-M/RAG

%f—-‘- loT:B(E
1Batl SR

TR S

R

R s E

TRREE

EETH
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loT ) 15 A 5 7 B AT AL S

48 i 18 W

EERESE )
£ I 3 45 4 A J

Biflan A RER 1
OUI ﬁﬂ-zl' leﬂ“ J

awan |
= 14 U 5 S AR J

B PAEE AR J

y ERMERERE

China, Unknown

FEHEREEN

» EIRZIZERIPAIIL

China, Unknown
AEHESHEER

y EHREEENTA

MITRE

RAEERPREN

y BHRERBRITA

MITRE, China, Unknown
BAHERPERER
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loT ¥ A8 ae e A ATl 1ag)

| =nnmamnmes

BRSRRREER EMHEESR BREDRESR REBHSESR aHENERSR

192.168.137.183 RESME RUAESME RESME (Ignore) F§NO
38-c6-bd-05-e3-10 R=2
192.168.137.1 FalE HamE RPFEHE (Ignore) FFFNO
2e-6d-c1-5f-b9-41 R=2
192.168.137.217 EHSHE REERE kFEHE (Ignore) T NO
18-04-03-94-49-2d R=3
192.168.137.168 TalE FamE FHEHE (Ignore) FHNO
1e-99-Te-8a-cf-ac R=1
192.168.137.107 BFaRE HamE HamE (Ignore) A oK
8a-4d-a5-2e-50-a8 R=0
192.168.137.155 FamE HamE REEWE (Ignore) FFNO
2c-be-eb-81-f2-63 R=1
192.168.137.153 FEHEHE FREENE FkHEEHRE (Ignore) FHNO
30-1a-ba-4f-b1-43 R=T
192.168.137.79 HamE REESRE kFEHE (Ignore) Ff NO
ac-cf-5¢-ch-19-80 R=1
192.168.137.239 HEmE RTEME KEERE (Ignore) FFNO
34-12-98-8e-06-de R=1
192.168.137.30 HamE HaE kFEHE (Ignore) Ff NO
afd-a4-90-6e-2b-e8 R=2
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o6 4 A e B Tl 1

loT ¥

| sEEsngEEy

| e e
LD U 1 142.250.77.194 Info Allow IP Address None Nation us
2 2 31.13.87.48 Info Allow IP Address None Nation ™w
0 3 203.211.2.57 Info Allow IP Address None Nation ™
0 4 221.120.23.1 Info Allow IP Address None Nation W
0 5 216.239.34.223 Info Allow IP Address None Nation us
4 6 216.239.36.223 Info Allow IP Address None Nation us
Permanent Negative 7 15.197.251.99 Info Allow IP Address None Nation us
Unallowed MAC Chipset 3 47.236.192.67 Permanent Negative Unallowed IP Address Critical Company ALIBABA
Critical 9 142.250.77.202 Info Allow IP Address None Nation us
Nation 10 142.251.155.119 Info Allow IP Address None Nation us
CHINA 11 31.13.87.40 Info Allow IP Address None Nation ™w
38 12 101.32.104.104 Permanent Negative Unallowed IP Address Critical Company TENCENT
Permanent Negative 13 216.239.32.223 Info Allow IP Address None Nation us
IP BTRR Unallowed IP Address 14 43.128.17.252 Permanent Negative Unallowed IP Address Critical Company TENCENT
Critical 15 203.211.2.32 Info Allow IP Address None Mation ™
Nation 16 47.236.7.65 Permanent Negative Unallowed IP Address Critical Company ALIBABA
HONG_KONG 17 43.159.235.252 Permanent Negative Unallowed IP Address Critical Company TENCENT
18 108.177.97.188 Info Allow IP Address None Nation us
19 142.250.77.3 Info Allow IP Address None Nation us

Copyright © 2020-2026 Te Min Liu, Diamond Liu, %11 %, dmliu99999@gmail.com

60



AlFE R 3 RRYSTEIE T

[AFAPIF =520 (SKintiViode)

« INRE—EBAIRT, ABMEILEfMAI AP - SIE0: RSAIRREEE, BABERFRE, REFERARER -

(2) #rigIMHETN (Append Mode)

« [REREIINEARES, BANAIRBZINEE - AIA: AIZAREE RS, AIEIRE 5|k, Al fhHERERS -

(3) 24 EFH1EIV (Rewrite Mode)

s FREZOERINEE - ZEPERAI APIBR AR - flM: AIBStETRM, AIRERELG, AANBEBLF, Al RENRZ -

(4) MHEFHZRT, (Knowledge Mode)

y

- HEXATER - AIREFRE - ER1)+(2)+(3) - M EREZAIRE, ARFLAIRE, AIRE D 24, AIFEDTEE -

(5) ElFFEEFR#EI0 (Nova Mode)

o THCRBHIR) B ENME - semREY - BEIMTIF - SI5MATIENNEU - AIE0: AlEEiRFE =R A, Al EZKEZ 4, AINFC BEIRS -
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1. #5248 L - FIEFEINTH LIEEE A LERAERE) -
2. £ EhaE - FERMINITHILAF ~ BIF -
3B.FIEFEA L EMHEESTARARELIF -

4 5190

« BESY A UL FARERTTEIIREE
. ?ﬁé@iﬁ?iﬂﬁﬂ’\ﬁﬁ £Z PDF1EZREE A
s ElnERRERIBFARMA
JﬁZﬁ BEFH F%zrﬂﬁéﬁﬁ B REIE A ET E
HEEZE c MR ETRH BEETELER  F5 -




AlE T EFABEEITHIIT LAF

A. EZ [ [z

* B2 B K S

* Rl SSH =EY

* IRME S : —
* R4S AR TR T P i e o NEEFEARNXE - Al sEBEENER

XS B
*REERSAFHFNER

. B2 75 | P
* AEFEHERAIRE - IR AIIRTE
* = OpenClaw EEIRREBRENE - WITEER - SEFEANEM Tokens -
* 582 & Usage Limit (APl Token A= L[R) - # % S~ IREBER -

C. Al 1253 @ bz
* B TEAIEAE—mF RIS I Telegram ID E2 Line ID -
* B EAEFEAINESAREENER - REERZERE -
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@ Cyberark
https:ffwww.cyberark com » resources - EEEEEE |
Chatting Our Way Into Creating a Polymorphic Malware

2023=1H17H — The concept of creating polymorphic malware using ChatGPT may seem
daunting, but in reality its implementation is relatively straightforward. By ..

is| Infosecurity Magazine
https:/fwwnw.infosecurity-magazine.com » ... - EESEEEE |
ChatGPT Creates Polymorphic Malware

2023=1818H — OpenAl's ChatGPT has reportedly created a new strand of polymorphic
malware following text-based interactions with cybersecurity researchers ...

‘ SentinelOne
hitps:/fwww sentinelone.com s blog: bl... - FEEEEE |

BlackMamba ChatGPT Polymorphic Malware | A Case of ...

2023=3H16H — According to its creators, BlackiMamba is a proof-of-concept (PoC) malware
that utilizes a benign executable to reach out to a high-reputation Al ...

n Dark Reading
https:/fwwnw darkreading.com » chatgpt-... - EESEEEEE i

ChatGPT Could Create Polymorphic Malware Wave, ...

2023=1H18H — The newly released ChatGPT artificial intelligence bot from OpenAl could be
used to usher in a new dangerous wave of polymorphic malware, ..

Reuters
hitps:/fwww.reuters.com » technology - ESEREE §

Meta says ChatGPT-related malware is on the rise

2023=583E — Facebook owner Meta said on Wednesday it had uncovered malware
purveyors leveraging public interest in ChatGPT to lure users into .

. Wired
https:ffwww wired.com » . » malware - EEEEEE :

How ChatGPT—and Bots Like It—Can Spread Malware

2023=4819H — How ChatGPT—and Bots Like li—Can Spread Malware. Generative Al is a
tool, which means it can be used by cybercriminals, too.

jt The Japan Times
hitps:/fwww japantimes.co jp » national - BEEEEE &
ChatGPT can be tricked to write malware if acting in ...

2023=4H21H — Users are able to trick ChatGPT into writing code for malicious software
applications by entering a prompt that makes the artificial ...

. Check Point
hitps:/iresearch.checkpoint.com » opwn... - EEEEEE

OPWNALI : Cybercriminals Starting to Use ChatGPT

2023=186H — On December 29, 2022, a thread named “ChatGPT — Benefits of Malware”
appeared on a popular underground hacking forum. The publisher of the ___
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Bleeping Computer
hitps:/fwww bleepingcomputer.com s ha... - FEEEEE

Hackers use fake ChatGPT apps to push Windows ..

2023=2H22H — Any other apps or sites claiming to be ChatGPT are fakes attempting to scam
or infect with malware and should be considered at least suspicious ...

Yahoo
hitps:{inews. yahoo.com : fake-chatgpt-a... - FEEESEFE

Fake ChatGPT apps are raking in thousands each month

Bl — While we've seen fake ChatGPT apps spreading malware in the past, a new report

rd

from the cybersecurity firm Sophos has revealed that app ...

Trend Micro
https:finews trendmicro.com » 2023/04/20 -

Fake ChatGPT Apps & Websﬂes Alert

e aTals

2l Iﬁu—-l' IE
malicious Trojan viruses and others PUA. Be aware of them!

E TechCrunch
https:/ftechcrunch.com » 2023/05/03 - S EEE

2023=5H3H — Meta said it blocked malicious links that pointed to fake ChatGPT-themed

pages that host and deliver malware. Image Credits: Meta (supplied).

[F£1] https://www.tripwire.com/state-of-security/fake-chatgpt-apps-spread-windows-and-android-malware, view in 2023

— Wie have tracked various fake ChatGPT apps and websites, some being

E =
Y [ AN TSN E I
m iThome
hitps: M. ithome .com tw : news
3HFEI0TEER A EELIChatGPTREZRTEZE
2023558548 — Metak B T SEEF—FHNESRE BEXESEIR BEAHI0EES
B FEEESER A ATRIChatGPTSRELNTE  LIENSEEESE
https:fhwww ithome. com.tw : news 3
e Eéji-r | =
Bl RZELEEFBChalGPTHEZEH  1EERAT ...
202325858 — MetalE TRIE= :? TEERE LEE2003E38 ) EEEIN0ESEEE
HEEEChaIGCPTHEERET  BEEESERTEEL - EZCIEESHRIIE
-, rcs.com.tw
hitps:/rcs.com.tw » RCS Blog
EEFEN EChatGPTHEERI hEBENTEEES
2023E585H — MetaZ i BN AT SEE—FHEZHE  EHXESEIER  nEAHNEES
B REREAXAIMNChIGPTIELNIE  LIERsE2EE
TSR
® https://adersaytech.com : ¥78 . I EEEFE &
—— ==
Meta #3538 | ZFChatGPT R E =S85
2023E5H48 — EEREE S0 LESMHNER - FTERIENEENESES  EOsEeE
EnfRe(E ) RENFEIEENER
SE
hitps:ffwww technice.com.tw » EEER .. E5FS
Frr— = T 3 E :-Er_r Sy :r‘:lti_:‘
mERIE %E uChatGPT azETeIegram AW ERE
2023&#5838 — . FEIEEE ( Twitter ) BH—25|7E EHEE FHRE—SiEEa

70



kS

< Al 7515F(HI§5“‘)E’J EE’%‘

. FEERSRIEAIAPP SMITH

- BEERRESRRORENE

EI

71



| — — —r
—

s =1 20 Duckilail

/ l__J NV Sl
Hackers are increasingly using

ChatGPT lures to spread
malware on Facebook

Carly Page @carlypage ):47 PM GMT+8 » May = ] comment Chat GPT 4

Buy Chat GPT 4 a1a mouth

B2 DuckTail A8 Al RSt - &

BEZEHN(EFEZFB)  FHEHFEEANTH -
%“—%,EE—\T\ETE# Z ez T, 2§ BV AR

E/\@J%aﬁ cookie W HFF & E BEHY MRS

FB #:fl Session @ It E=&HRJ Facebook

REFFHENER - @TEFI]EJEZTH ﬁ’"'h 1

K B OFABRES HRERE, - | LESEL
(MD5 358cc489a958647097407644954991‘00)

AV EE AU NN =D

[1] hitps://techcrunch.com/2023/05/03/malware-chatgpt-lures-facebook/, view in 2023
[2] https//WWWVIrustotaIcom/gw/flle/63197eeSaad909d2853b835da8ff97690423883066b301 df9 %UbUUbUbIL'HUU, VIEW TIT ZUZO /
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,u.\%*i Et DuckTall ..

@ 6 security vendors and no sandboxes flagged this file as malicious -
Ph SRR I R AR (R

63197eebaaddc9d2853b835dasffa769042a8a3cbbb3c1df9debebecicf

\
6

24158 17.06 MB 2023-05-10 05:33:34 UTC
§3197ee8aad8cad2853bR350a8f9T69042a8a3ca6b3c1dMOdebciec3cf24198. Size 2 days ago

iz .

’ hEEER
DETECTION ~ DETAILS ~ RELATIONS  COMMUNITY (MD5Z 35800489895864709740764465469f00)

REaR @ BB MR MIEA -

Join the VT Community and enjoy additional community insights and crnde

F
Popular threat label (7) trojan.kiangthi/msil Threat categories  trojan Family labels kiangthi  msil
Security vendors' analysis () Do you
ESET-NOD32 @ A Variant Of MSIL/Spy Kiangthi.C F-Secure @ Trojan:W32/DuckTail J
Fortinet @ MSIL/Kiangthi Cltr spy Google @ Detected
lkarus @ Trojan-Spy.MSIL Kiangthi McAfee-GW-Edition @ Artemis

Acronis (Static ML) (/) Undetected AhnLab-V3 () Undetected
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Revolutionizing the Business World

GPT-5's potential to reshape various business sectors cannot be
overstated. Providing cutting-edge solutions to complex problems can
significantly streamline processes, reduce costs, and improve
efficiency.

Try for free: https://www.gpt5openai.site

Key areas w hele GPT-5 is set *o make a considerable impact include:

Customer Service: GPT-5 can handle...... BEED
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TE{FHAChatGPTHIFEE]1E

2O Y - RAIBAREBZEZERNEHR «

2AZERA: HEE

EEZRER: Al =885 E Al )8 - AEEARE © Al BIEB1ELIE

Yy
=F3F

FAEUF AL SEEChatGPTHIERA AT - EERE AChatGPTE - HEAE
RLER A o gE B A RSN E e - EEEARIUSINRER - EXEURABRINR

(3]

EERRERA: AR IRSREE 1% - FRHINIGPTRA - XS RIES
/,fé“ﬂl?ﬂé MR E PESBERE EREBERIMNE © o

7 HARA: AI-GPT2BU IS ARTE —1% - alDA& 7 EEINEBARLL - EFR
%MHHE EA (PSRN ERANL - 2B "R - TR - ol - B1TAllARAI
e R AR A B e

00&

[1] CYBER THREATS TO CRITICAL AVIATION INFORMATION AND COMMUNICATION TECHNOLOGY SYSTEMS,, Chapter 18, 18.1.3
[2] Seife, Charles (13 December 2022). "The Alarming Deceptions at the Heart of an Astounding New Chatbot". Slate. Retrieved 16 February 2023.
[3] https://economist.co.kr/article/view/ecn2023033000577?s=31, and https://www.tomshardware.com/news/samsung-fab-workers-leak-confidential-data-to-chatgpt, view in 2023
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St EHE
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I B EChatGPTIBCE/RIGIETUMS - EMEREEHEE

SINEERNEZRE - £
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ChatGPTTﬂ;’JH?J%'%J EaAcir - BRNTEEREBERIMNE -

[1] CYBER THREATS TO CRITICAL AVIATION INFORMATION AND COMMUNICATION TECHNOLOGY SYSTEMS,, Chapter 18, 18.1.3
[2] Seife, Charles (13 December 2022). "The Alarming Deceptions at the Heart of an Astounding New Chatbot". Slate. Retrieved 16 February 2023.
[3] https://economist.co.kr/article/view/ecn2023033000577?s=31, and https://www.tomshardware.com/news/samsung-fab-workers-leak-confidential-data-to-chatgpt, view in 2023
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[1] CYBER THREATS TO CRITICA ATIONYNFORMATION AND COMMUNICATION TECHNOLOGY SYSTEMS,, Chapter 18, 18.1.3
[2] Seife, Charles (13 December 20@). "The Alarming Deceptions at the Heart of an Astounding New Chatbot". Slate. Retrieved 16 February 2023.
[3] https://economist.co.kr/article/view/ecn2023033000577s=31, and https://www.tomshardware.com/news/samsung-fab-workers-leak-confidential-data-to-chatgpt, view in 2023




Zim Al BR#5 LLM-GPT Y S&R5EE

RIB&E R sy, EXZE3E CrowdStrike #5R
EZ)75 22 EHY DeepSeek Al BRFFHFIEIR: 15
BARIRIES D, FHRXFESEE DeepSeek
Al [RFFEICEEN. SGRER, —WIRRS
SrmDeepSeek B—{E T Ei=H K GAUERIEE
A EB23% s e 05, BEWREH
EIRIRE 0 AFHEIEISIS. & ATaiwan,
FaEiATibet, B AEmINEERMIRSRIE L ERIAY
RIGEIAREIEK, DeepSeekEAERIFEEE
AR R R e (42%). BJ ARSI EE
HEMRtEZ, EERRABERF—IRER
EeRAHRHEREEDE, EENEEAE
=EH, MEEZEMRRE, ERE—TEEHE

%?(EI‘JAK%?@ /@o [£24] [£25] [5E26]

Al firm DeepSeek writes less-
secure code for groups China
disfavors

Research by a U.S. security firm points to the country’s leading player in Al
providing higher-quality results for some purposes than others.

September 16, 2025

f5 4min Y% Summary ~ [

A 0e
‘ / A 4

g\ N {EERAHAI

/EmE—Eﬁ.-ﬁ Al BRFZ, A
RIENH BEiEE:
1. 8% CIA [EH|
2. BEREHE
3. {E&% HE

. AEERHIRATE
. AEEREASEH
. AE FEMERHF
. B Al “kﬁ'l'iiﬂ_’,"/

(Nowa

NES BEHEE RN

[§£23] https://www.tomshardware.com/tech-industry/artificial-intelligence/china-foes-get-worse-results-using-deepseek-research-suggests-crowdstrike-finds-nearly-twice-as-many-flaws=in-ai-generated-code-for-is-falun-gong-tibet-
and-taiwan, view in 2025

[5E24] https://www.deepseekv3.net/en/chat , view in 2025
[§£25] https://chat.deepseek.com/, view in 2025

[5£26] DeepSeek writes less secure code for groups China disfavors? | Hacker News , view in 2025
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EEERAANMNERIFRVERSIA

EEREBEIERES - Al o LIRETE:
(EJEE ZHAIN %]HE-E?@—TE( A %Qr) ChatGPT now has memory across chats
At - ERfEFes AAREAERNE
B AIRSRERAER R -

(2 Keep the conversation going

ChatGPT will carry what it learns between chats, allowing it to provide more
relevant responses.

‘- More helpful over time

ChatGPT will become more helpful as you chat, continually remmembering

9" Bi= #I: 1§ m AI ,I = % IE details and preferences.

(,E SE e =R nE) : Manage what it remembers

You're in control. Review and delete specific memories, restart from scratch, or

(1 )1§J§HAI EI/\] EI /H\H H% FlEﬁ turn the feature off in settings.

(2)EMAIR TR HE —
(3) @R IEZ £
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Eix Al IRFE LLM-GPT Y S&5EE - Gemini

« Gemini B AR - 2B hk
1R ZE Google AFIER - RAMIBREC
BRITA

« Google Al Studio hr7A&

R EFERE - Google 1 B FIAY
HEEANAKIARER - SRBEEINHE -
NEFEARRIAZEERRIARZR
MIET (352 Google sy - &IE - &
=57)-

Gemini &5 FERER EB5CEE

R A ER
(REZSET BN AT BB AR BRI - LHRBNIEH Google BRISHISET (B4E Al 12
7)) o BMERAEIIEERTE » Google Y EIFEERAURE 72 /185 » WUEEIBARILFES Gemini B
BRA o
v BEE v

FEIERE © 202459H6H

Uy MBRRE2E 18 EAKEE >
4t5F Google EAIRIZHFTEIF Gemini Live :LEHEA RIS ST o ]
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Settings

General
Account
Privacy
Billing

Usage
Capabilities
Connectors
Claude Code

Claude in Chrome Beta

i
rA

,E
TSN

#5218 15 B

‘IIIIIIIIIIII.
*

*

LLM-GPT B &% %¥= - Claude

@ Privacy

Anthropic believes in transparent data practices

Learn how your information is protected when using Anthropic products, and visit our Privacy Center and Privacy Policy for more details.

How we protect your data >

How we use your data >

Privacy settings

Export data Export data
Shared chats Manage
Memory preferences Manage 7

‘IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII..

Location metadata

o

MESEIEIIRER R s

Allow Claude to use coarse location metadata (city/region) to improve product experiences. Learn more.

Help improve Claude

Allow the use of your chats and coding sessions to train and improve Anthropic Al models. Learn more.

S EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE NS NN NN SN NN NN NN NN NS SN NN EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEERS

*
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Pl eI EinlRis S35E

RIEE Ry, 2025 8, TFEET Harishankar

Narayanan {5 EHeg A iLife A11 —51&, [HRE
ZAFAFRY 3D EAE. REMNE. FEEI LEES
ERREEH, MmtEEs ARFH# APP T2 (oS4l

I:I:HM (W Y.)

BAREN TIZA AR BB XEBET = AEIXE MR,

mitiEs AR RN E B ENS L TAFREIEMEE 3 ELRLL

FILTIERSR. T RER: EFts AER

Android (Linux) %t (AllWinner A33) .

[EinEHE<S] | ERRRIESEIAER.

[:£2] [5£3]

[5£1] The Day My Smart Vacuum Turned Against Me, https://codetiger.github.io/blog/the-day-my-smart-vacuum-turned-against-me/, viewed in 2025
[5£2] Developer discovers his vacuum has a secret backdoor | Cybernews, https://cybernews.com/security/engineer-finds-backdoor-implanted-in-robot-vacuum/, viewed in 2025
[5£3] Man Alarmed to Discover His Smart Vacuum Was Broadcasting a Secret Map of His House, https://futurism.com/robots-and-machines/robot-vacuum-broadcasting, viewed in 2025

ADB €.
aJLAE#% Root, Il BfEfmitas ARIAERACER H 53R

el

Small World

Home  About

a0

%

The Day My Smart Vacuum Turned Against Me

Would you allow a stranger to drive a camera-equipped computer around your living room? You
might have already done so without even realizing it. The Beginning: A Curious Experiment It all
started innocently
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S EEFH 4R MEEE (LIFE) SR/ GEA IR

ILIFER G B AR—RENET—ENEERBE2 R » eBulkilN
THARL « BARFSENHERIIRELR » MERBNF » iILREBFSEMEA
B o ASCRABMETR MBI A ~ MRHRRAFER » BIfREIAEEEE
ENEY-ERLNE b il

[(XZEEX]

BHERK > MR

BR—T » SMRICHER—XERIRP » BIFTEREEFF i35 o ZBERENITIHN » RBEAR
EFENFHIFER - XAZERLIBEPNY R > MEINTE » BERRNIES » X
MHERBEEAREARNNES o ILIFERE{ B ANEN » BEBRSEINHR
BRIk T — LB WX ER AU A& B8 FARISES > LBESSHA it
SHIEMEIINAE - EIEMEIZAES o

[§£1] https://shuma.taobao.com/topic/sacodijigiren_350/bf6f39542ab7e935692c3f4749ff6325.html, viewed in 2025
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ChatGPT

ESE
Masked

218K => 20K

BR%
Replaced

215

FEK => A&

BEZNE - ABEERN (BAXEA)

REI A EEEEC-Main, B EFEABC, BAETEE
AR BRCEBENREEUSE tRARASHEH - &
HRELIHER, AH500F L4 -

C-Main NEZEBRFRYREERREES » wuEIRETE » FEELREE
VAR - A3IFEENEA T ABC1 RERMFUAEE  THEREESErSILIEH I
RAE -

C-Main IEEIHTEST  “HFHERUEFIFEEERTFZIE - REEF
HEEZZEAFANEERE  AAEEZ bR  EELEUGE  DBRIEE
EFFERERE "

LHABEUCHAREE » UIEFEMNENER - BAl ABENEVLER
EHmaFRLH EATE FELREEUIRES  SUEHE -

ISk s C-Main EESEEZERGF  MIBER/EEZZRE » DIALFRAKWE - &
SCEE2EEEEZZNENRSE ISR —VIUERHELEAREKE -

C-Main TRITEEM AR REFARBTERNENER - LIFERBERLE
£ URFEHREIFEHEES AERNERN=IE -

HRFFWENEF » C-Main EEEERERENES L8I%F » DIENARE
[EEREZERFE -

/EFH Al f#3, A

NBEXE BERE:

1. EZ CIARAI
2. BERERE
3. E&EZE EE
4. LEERIEERHE
5. AEZEREANER
6. AELEAERNHE
\j.ﬁ%ﬁ%“kﬁi”
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ChatGPT E&Z & — N T5 "'Jr

. RATFOESHENE #3/0ET8ET4BRE, BET/EEKRE
=G FERES HTEB 300F2LA

- AT)EHE, A C-Main 8§ C-Corp REBIRBE!
- ([E&EM &, A ABC-1 8 JD-1 KBRBER
- HEE(EN, A ATK-1 8k INFO-1 K8 FIRER

HER
= HRARREEEZSSHRER

2023F5H9H - AMASEAEERBLEENE » N2 TRHNFREINS - #HIE» BRARE

BER - WS MBS A ARORANAT RS -

e

HAEALIEINE » BREENEES %E:%*Eﬁé’ﬂ“i-— 2 HE&EVENRERTE  WAkIhk
ETHERZETIRNERET - FEENE » EREFUARZEINRMAZTFRER -

RMANBRCEEELERXEUEE  THBEBRRES  DISKWIEH IR « Bk
FEZTHLHER - RATSEHENAREEZEANSEESE  LIEHBILESHE

HEZHPET -

ﬁﬁi&ﬁ%fﬂ@iﬁiﬁFqﬁ'h"”-"?5?ﬂ’%"f*ﬁ???ﬁéEiE@H%Eﬂ%ﬁ%ﬂﬁﬁﬁ?ﬂﬁﬁﬂ?ﬁh HAEES
BEHEZERMANEZENEFEN  UHBERENAETRARANSEE -

(ﬁﬁﬁ Al fR73,

LB BER:

1. éi’t CIA FEU

3. ﬂﬁlféii R RE

4. LEEREIERE

5. AEZREAER

6. AFELEBARAINXH
\7. R ERA “ R
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212 134.915602
222 140.466875
227 140.468698
233 140.923643
251 146.286994
257 146.290343

172.67.209.181
192.168.200.55
192.168.200.55
99.83.154.118

192.168.200.55
192.168.200.55

192.168.200.55
99.83.154.118
99.83.154.118
192.168.200.55
34.102.136.180
34.102.136.180

United
United
United
United
United
United

States
States
States
States
States
States

867 HTTP/1.1 301 Moved Permanently

767 POST /posg/ HTTP/1.1 (application/x-www-form-urlencoded)Continuation

222 GET /posg/?UlX4x4=1S/HE5r3wKSfbjkU36HwWoFEi3ZCAzOv45zmOyY0iZaD7Wz8TU1BTseiXxqlBVP8ZtS
366 HTTP/1.1 483 Forbidden (text/html)

782 POST /posg/ HTTP/1.1 (application/x-www-form-urlencoded)Continuation

227 GET /posg/?UlX4x4=0DXz3AL/E/dKmohDjdkpIViWy7gxCn4GBvOR6hingcS@pOn15GIBdyvMMF+N1qOtDts

United States
United States
United States
United States
United States
United States
France

France

260 146.390734 34.102.136.18@ 192.168.200.55
264 146.393313 34.102.136.180 192.168.2008.55
305 165.573459 192.168.260.55 154.23.170.189
311 165.704549 192.168.260.55 154.23.176.189
312 165.705403 154.23.170.189 192.168.200.55
317 165.838735 154.23.170.189 192.168.200.55
333 171.151267 192.168.280.55 92.285.7.199

340 171.392639 192.168.280.55 92.285.7.199

%El: nfd Q&A

1./544#2 3 (Source code files)
https://colab.research.google.com/drive/1-IHr5SKEMt4xIRsNglUqLLJknOH4Le58N
https://drive.google.com/file/d/10rhGSztweWIlo0pSjTZZ-AxzG5aX_lJjr/view?usp=sharing
2.£if51E R (dataset file for fine tuned of LLAMA3)
https://drive.google.com/file/d/1gm-p9Scuw1xI3EhH54Y61B4tObQ50EBA/view?usp=sharing
https://drive.google.com/file/d/11xyVagHAOLp7hRJ_-YAOdSj4PIl6tRcoi/view?usp=sharing
https://drive.google.com/file/d/1UtSGpgkF_2FQfGE7iy2e080__ sQBKCbT/view?usp=sharing
3.EMFAZE1E1E3E (LLM-GGUF file for fine tuned of LLAMAZ3)
https://drive.google.com/file/d/1H8KECsORYGHekdOeW9nQgg9tnBsObDpg/view ?usp=drive_link

604 HTTP/1.1 405 Not Allowed
515 HTTP/1.1 483 Forbidden (text/html)

767 POST /posg/ HTTP/1.1 (application/x-www-form-urlencoded)Continuation

222 GET /posg/?UlX4x4=ml4LeIzuznjoF/Hgs2vsjZgHPXp4mwyToPngn@sPksS+M9A71svF20xadvRTXXR1bk
468 HTTP/1.1 404 Not Found (text/html)

468 HTTP/1.1 404 Not Found (text/html)

782 POST /posg/ HTTP/1.1 (application/x-www-form-urlencoded)Continuation

227 GET /posg/?UlX4x4=2SDgxewiAHIHeb9NVep@fYVz+/nb9U27ULMOhMRZF8IhF2GS/GGqP16Pw4idLgk7Iz

(text/html)

‘-' dmliu99999@gmail.com

25K (215HR)
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