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B ERAT HAZZ-Cisco
K HEdge switchFIEHPACHAES 1067 M5
HE g KT = -497E Giga Dlink

NGFW 3& (4F-FH E)-FortiGate
WANIg ~ NEB (185 /& # =) ~ DMZ

IPS ~ AntiVirus ~ Application Control ~ DoS Policy
enable Threat Feed ([ A TANet/$7 iR $4E5)

L7/E FH N BSHEE & HE-L7 Networks

P2P/PerIP limit /L7 limit

bypassBox
HE T ZE & im42 e / FireHOL / Malware Patrol
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BEAGZUMXTE [
TRFEOSEA PR SE Ui =
cellopoint??
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IFEfEonline & reverse proxy

10G/ & SSLNZR R 5 TLSv1.2
X2510 EOS- X2530 & & ...HiNetWAF??

FREARAEER 23053-Aruba v o o[
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HGIEGERR
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HiNetWAF POC (2025.10.14~12.2)
FRWAF proxy, B HLE i LM, BONS, B8 5 ->FE st

HNEES oHEBRaE:

Eu{EAHINet WAF

swmnisN) s

+HR#E IP 210.242.150.42
BEACLEEE o BEACLBEE 6 BE WAF B/aaE

EMFEEIPS 203.66.119.169

BE BOT B&E o THEEEERR

A

B EhinfiiRsE IP BERE

1 jeb.just.edu.tw -
203.64.67.229

> jbagt.just.edu.tw -
203.64.67.222

3 www.just.edu.tw -

203.64.67.13

HiNet WAF RRERIE
HiNet WAF fE# IP
HiNet WAF BE# PORT

jeb.just.20d065ad49.hiwaf.hinet.net
210.242.150.42
80 To Https 443, 443 (55L)

jbagt.just.ce2e65ad49.hiwaf. hinet.net
210.242.150.42
443 (55L)

www.just.57fe90ad49.hiwaf. hinet.net |

710.242.150.42
80, 443 (S5L)

mHEHE  hAEE
mfmsst

| war # || war |
P

AF # || war |
FEETE




HiNetWAF POC (2025.10.14~12.2)

1% FHEFEHiNet WAF

2] [3] [4]

ME HiNet REFFRER RTEEREIAR LFEE
WAF FEfE40I = 1P #

HiNet WAF Bd#% IP 210.242.150.42

AR R http(s):// & T @A http:// =% https:// = $8H): www.test.com.tw

IN &

WH ~ HERNFEEHER



HiNetWAF POC (2025.10.14~12.2)
SELFE:

MAX Mbps (>=1.2) URLE SEZE(EERT)
webap jUSt edu. tw/S|te01 /site02,

35M bps 10 20,0007¢/ H

- 50Mbps 16 30,0007t/ H
- 100Mbps 20 40,0007C/H

POC&EER.:

THEFE, RERANECZFE....TANet HE 900Mbps » JRIERFES.....
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* CIP ALIZE : RedHat ~ Rocky Linux ~ IDM(NetlQ(OpenText))..

F‘?};ﬂbﬁzf\ : VMWare vSjjii}, SANZE 1
Hosts: Dell(84) ~ HP(1&)
e Cluster: JVM(45hosts) ~ AlIS(25 hosts) ~ Moodle(3 & hosts)

* fefft)-Cloud A T MBS (S BEALIRRFIR, A AT B AG (F e as,

— VM)
* Datastore: Dell storage*2 ~ Pure Storage X10/R3
e Veeam standard {F{7#Ee - 18 sockets B B i

e Proxmox??
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Network Weathermap
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Traffic Load

h:5:19:46 pm
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NewMail CIP1 CIP2 Idap jws

346 . 35M T
LoadBalance

Proxy Proxy2 Proxy3

JESXi01 JESXiD2 JESXi03 JESXI0S

1102 poe LIFpoe E711 poe F104 poe DIF poe

= &P

AZF poe B402-2 pee C208 poe H2F poe

Foundry B_admin

B402-2 B3F

B201-#HER B207- ) B101-EBHER

B109-2478E B208- I ERRFET.L

202.39 FTTx gw 61.219 FTTx gw HiNet WWW NCCU gw
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JUST TOP 30 IP Flow Dashboard

Dashboard TOP3] [search history] [trace ip] [trace port] [check db]

IRTERSRE: 14BF5053 5580 fprObe + fIOW'
capture w/mysql +

BRI Core-switch to TANet Traffic Core-switch CPU
20051023 14:5031 [ tablesorter-master
E 900.0 M ” 1.1 & 7.0
Eﬁiﬁ: i 500.0 1 : g 80,0
2025-10-23 14:20:31 o 0.0 i g o
to 8 gon Lo L N 0.0 ¥ it o e )

6 5 10 12 14 16 18 20 22 0 2 4 & B 10 12 14 6 8 10 12 14 16 18 20 22 0 2 4 & & 10 12 14

2025-10-23 14:40:31

TOP1 flow TOP2 flow TOP3 flow
2025-10-23 14:38:08 2025-10-23 14:24:03 2025-10-23 14:34:13
1P:203.64.71.68 IP:192.168.25.164 IP:192.168.25.164

EEEEE
3,279,457,596 bytes 798,144,786 bytes 760,636,972 bytes

2,186,896 Pkis(tcp) 532,111 Pkts(tcp) 507,117 Pkts(tcp)

No. # Time 4 Duration # Bytes 4 Pkts 4 Flow SrcIP 4 Src po#t Flow DstIP 4 Location 4 Dstpo#t Protocel
1 2025-10-23 14:38:08  00:01:45 3,279,457,696 2,186,896 123.35.104.34.bc.googleusercontent.com 80 203.64.71.68 EEER 1650 |tcp
2 2025-10-23 14:24:03 | 00:05:05 798,144,786 532,111  104.18.16.32 443 192.168.25.164 49176 tcp
3 | 2025-10-23 14:34:13 | 00:05:05 760,636,972 507,117  104.18.16.32 443 192.168.25.164 49176 tcp
4 2025-10-23 14:30:13 | 00:05:03 632,280,644 429,342  server-3-169-51-166.tpebd.r.cloudfront.net 443 172.16.3.136 Dig23i8 62723 tcp
5 2025-10-23 14:40:23 | 00:05:05 619,066,212 420,078  server-3-169-51-166.tpeb4.r.cloudfront.net 443 172.16.3.136 Dig23i8 62723 tcp
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OSSIM: AlienVault(AT&T -~ Levelblue) v5.8, retired??

24 A\ B! X

DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION

13 WEEKS 25-09-15 — 25-09-21 25-09-22 — 25-09-28 25-09-29 — 25-10-05 25-10-06 — 25-10-12 25-10-13 — 25-10-19 25-10-20 — 25-10-26

) © 0 0 00 0 0o D 0 00 O 0 0 00 00 0 00 00 00 00 0 00O 0D e e 0o
System Compromise

o Ntop v6 + Rockylinux

e o 0 0 0 0@ © 0 00 0 00 00 0 0000 00 0 00 00 0000000 0000
Delivery & Attack

© . . coo@e@e:-oc-...000- g
Probing

Ipgrade to ProfEnterprise versi... gy CENEND CIDE O EED a F are
@ “wRveY - g s evuly .
Environmental
Awareness
Flow idle Timeout: 60 sec @ &
10 Hosts~ L7Protoccl +  Categories = DSCP~  HostPool~  Networks~ |PVersion+  Protocol =
Server Duration Breakdown Actual Thptv Total Bytes. Info
§6233.126 {54298 updates.cdn-apple.com S (https 00:09sec GNESTTE  S650Mbps 4924 MB  updates.cdn-apple.com
(m] DATE v STATUS &  INTENT & STRATEGY ¢ METHOD $ RSK ¢ OTX  SOURCE < DESTINATION < B > L Qe 2 P bi-
216707 om @it ps 0021 sec 3 3310Mbps  3934MB twntcicloud-content.com
8 mins fe) -d)—Bvu(eicrceAuthermabon Ssh QEOWEEN A @ 180.1841836643534 [ 120.10221833ssh pes| X
602,50 QBGATT ctidlwindewsupdate.com = @ http 0102 27.00Mbps 19671 MB (CEEE msedige.btudldeliverym
8mins Qo @vmnerawsehware Adobe Flash EOWIAE VA Host-192168-91-9:62713 [l 163.285.8hnp Q] so2s164 Q6360 dfpe.cdn.garenanowcom 4 @khttps 271  EEEEEEB  1950Mbps  1.03GE dfpccdngarenancwcom
Infrastructure of Interest: 50.25.164 63607 dipecdn.garenanow.com B (Ehitps 2617 SEEEIEB 1850Mbps  235GB dfpccdngarenancwcom
2025-10-23
OTX Indicators of Compromise Medium Confid CHIGHTED | Host-192-168-237-103:49416 [ 168.95.1.1:ck
Ll 130257 en (D " S ke “ = eman 2 5164 Q856459 dipe.cdngarenanowcom il @htps 010338 1550Mbps  23GB dfpccdngarnancwcom
Detection
e autopatehbkyuanshen.com S (EEhitps 2713 GEEZSEM  1550Mbps  322GB autopalchhkyuanshen com
D open Desktop Sofcware - Chat Client IRC EOWHDD A Host17216266578%8 = 89.149.22471:hups
=) 125801 i @ % p nstagram fipe7-4.fnafbodnnet am ENps 1927 GEEESEB  1200Mbps 47034 MB
20251023 56.25.164 FS6471 dipe com ks (@htps 5925 WEEE  950MbpS  209GB dipccdngarenancwcom
(] a0l open  Agh Maware infection infection WWEDNEN NA  Host-172-16-2-66:57898 =89.149.224.71:htxps L o G pe.cdng
61 @474 m-sneiponunsegoogievideacom Mt 0147  GEETEEE  910Mbps  3237MB  m---sn-ipoeu-uns6 googlevided.

Showing 11010 of 52170 rows
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SEH A

WhatsUP Gold =>U§ N Efnetflow)fii &= ~ E5#2%Eswitch (cisco error
level SNMP Trap) ~ & H CPU/Memory/Disk¥g3% ~ interface down

[N
AHUE

W

192.192 [ ) Cisco Switch _EFY Interface(10101) |_PCROOM_1 gw (192.168.91.254) g} Up :

least 5 min (with monitor(s) Down at least 5 min) ¢ CD_SWitCh [203—1].

ﬁﬁmﬁﬂ : Warning!! some error or critical event occurs |
EREEEEIE T HEFE | Interface(10101) |_PCROOM 1 gw (192.168.91.254)

LasmEse T EAIRE | Interface(4) Viand (192.168.4.254), [Details]

Interface(10) Vlan10 (192.168.10.254),

Interface(442) Vlan442 (192.192.44.230), Facility: IP

Interface(10102) I_PCROOM_2 gw (192.168.2.254), Severity: 5

Interface(10103) |_PCROOM_3 gw (192.168.3.254), Mnemonic: DUPADDR
Interface(10104) I_PCROOM_4 gw,

Interface(10105) |_PCROOM_5 gw (192.168.5.254), Description:
Interface(10106) |_PCROOM_6 gw (192.168.6.254), Duplicate address 192.168.66.254 on VIan966, sourced by dcda.3ed9.6ela

Interface(10107) I_PCROOM_7 gw (192.168.7.2¢
Interface(10108) I_PCROOM_8 gw (192.168.8.2¢ "Performance Disk Utilization Exceeds 90% for AIS server only'
Interface(10109) I_PCROOM_9 gw (192.168.9.2¢ threshold
Interface(10110) I_PCROOM_10 gw,
Description: Average disk utilization during the past 6 hours exceeds 90% 7 at 11:18:06 SWSH Ipswitch WhatsUp Gold

New Items (1)

Occurred at 2021/9/25 £F 06:45:03

Display Name Aspect Name Aspect Value
AISDEZNEW Ex 902 %
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Dview7 =>Dlink switch syslog/snmp/monitor

dview ? pingcheng (logout) = admin v | English v  Help v | ID=-LinI

Home > Inventory

+ «

e
\

D-View Managed Total 52 ( @58 @0 ®0)
D-View Managed (58)

¢ - Search "Keyword” (@]
Search "Label” v p

T - System Device FW HW Serial Discover
D_building(58) = o Name 1P MAC Type Version Version Number Time Label
® DIF-E(3) = . L2GES . 2019-01-30
ce witch N/A 18:12 -
D2F(8) = 01-
eEY o o B e
= D3F(8) =
L2 GES , 2019-01-30
= D4F(7) . Qe witch /A 13:56
. L2GES . 2019-01-28
DS5F(6) = Je witch N/A 13:56
\ _ LZGES , 2018-12-14
DEF(8) = . 2
= DF(e) ue witch /A 11:03 -
® D7F(5) = L2 GES , 2018-12-14
e witch N/A 10:51
@ DSF(7) =
0 e witn WA fose
D9F(7) = :
e wich wa oy
Unmanaged (0)
L2 GES , 2018-12-14
m witch N/A 11:03
L2GES . 2018-12-14
ce witch N/A 10:27
LZGES , 2018-12-14
ue witch /A 10:25
L2 GES , 2018-12-14
e witch N/A 10:29
L2GES . 2018-12-14
ce witch N/A 10:27
Oe \I;vzit?hES /A 2018-12-14

10:25




log Z: 471

e Syslog sever (linux)
* ELK( Elasticsearch+Logstash+Kibana )
* EventLog ~ lISLog: nxlog (H1370.K) ~ DNS log
* Fortianalyzer
* N-reporter : (Sql log ~ eventlog ~ IIS Log ~ DNS log)

= & . Discover | eventiog a EP i
New Save Open Share Inspect

[ v Search KQL [~  Last 24 hours Show dates
@ — + Add filter

logstash-eventlog_st-* 214 hits C Reset search

Q searcn field names Nov 24, 2021 @ 09:16:46.957 - Nov 25, 2021 @ 09:16:46.957  Auto ~
@& Filter by type o .
Selected fields 2
t Category B 20
3 =
g e o I I I I
# EventD 5 . .
0 | - | — j— — -
t EventTime
0900 1200 2 0600
t EventType @timestamp per 30 minutes
t Message Time « Category Channel EventiD EventTime EventType Message Severity SourceName type
il severity > Nov 25, 2021 @ 06:06:07.165 - System 7,836 2021-11-25 86:  INFO Windows Modules Installer 323  INFO Service Control M eventlo
t  SourceName 84:47 TEA B anager g
£ type > Nov 25, 2021  06:05:30.723 - System 7,036 2621-11-25 86:  INFO IHFO Service Control M eventlo
84:11 ) AE
Available fields e anager 9
v _id > Nov 25, 2021 @ 86:05:28.718 - system 7,836 2021-11-25 86:  INFO Windows Error Reporting Servi  INFO service Control M eventlo
04:09 ce B 3 anager
t _index E q g
# _score > MNov 25, 2021 # 06:04:05.945 - System 7,840 2621-11-25 86:  INFO Windows Modules Installer B3  INFO Service Control M eventlo
02:47 pENERCH Snud BEs & anager q
t _type =g -
B @timestamp
> Nov 25, 2621 @ 86:04:05.944 - System 16 2621-11-25 86: INFO \?7\C:\Windows\Sys  INFO Microsoft-Windows eventlo
) @version 02:47 tem32\SHI\Store\Hachine\SCHEN -Kernel-General g
A.DAT PHERERLS EHT 6
® AccountDomain ERELRUT 0 f .
@ AccountName hd
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FEHFE AR ZERN =>KSC v15 + KES v12 » ELZHEDR(Endpoint Detection and
Response) IJJEE  (Kaspersky NEXT EDR Foundations)
CAJEEE* . just.edu.tw => Wildcard SSL, RapidSSL, &2 (cloudmax, 5K,)

ISMS7E1SO 2700157 35 (%[ : [ & H sl m A IV E ZBHE 24t ~ 2
[E 5 AR K IDCI P 2 B UG E))  ISMS KRS A
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