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FortiGuard Labs

FortiGuard Labs

Timeframe: 24 Hours

Top Threats

Outbreak Threat Map

Mou r;ta?PVﬂ‘e‘%Wﬁ’é‘ffS‘ﬁl o

IPS Target City
IPS Source City

Malware

Top Targeted
Countries

== Germany
4o Serbia
1,434

£= United States of America
1,388

< Brazil

™= Poland

=5 Ashburn == Asuncion Critical | SonicWall SMA Attack Buffer Errors

Top Targeted
Industries

== Ashburn == Asuncion Critical = SonicWall SMA Attack Buffer Errors

== Ashburn == Asuncion Critical  SonicWall SMA Attack Buffer Errors

Scan to Subscribe

e Frankfurt Critical | SonicWall SMA Attack Buffer Errors
Outbreak Alerts Government
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CYBERTHREAT LIVE MAP i€ En

MAP STATISTICS DATA SOURCES BUZZ WIDGET

NEPAL X

# 93 MOST-ATTACKED COUNTRY
v

More details

Share data

fw

https://cybermap.kaspersky.com/

Protect Yourself

Share Y




1€ sectools.org

Nmap.org Npcap.com Seclists.org Insecure.org

T

Home About/Help Suggesta new tool | | search |

SecTools.Org: Top 125 Network Security Tools

For more than a decade, the Nmap Project has been cataloguing the network security community's favorite tools. In 2011
this site became much more dynamic, offering ratings, reviews, searching, sorting, and a new tool suggestion form. This
site allows open source and commercial tools on any platform, except those tools that we maintain (such as the Nmap
Security Scanner, Ncat network connector, and Nping_packet manipulator).

We're very impressed by the collective smarts of the security community and we highly recommend reading the whole list
and investigating any tools you are unfamiliar with. Click any tool name for more details on that particular application,
including the chance to read (and write) reviews. Many site elements are explained by tool tips if you hover your mouse over
them. Enjoy!

Tools 1—10 of 125 next page — Sort by: popularity rating release date

Wireshark (known as Ethereal until a trademark dispute in Summer 2006) is a fantastic open source multi—
platform network protocol analyzer. It allows you to examine data from a live network or from a capture file

Nz 1 ~

https://sectools.org/

IANLDN
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OpenSource Tools

Intelligence Center  Vulnerability Research  Incident Response

Snort

Open Source intrusion prevention system capable
of real-time traffic analysis and packet logging.

LEARN MORE

ClamAV

Open Source anti-virus engine for detecting
trojans, viruses, malware and other malicious
threats.

LEARN MORE

PE-Sig

https://talosintelligence.com/software

Blog

Daemonlogger

Simple, fast network packet logger and soft tap
designed specifically for use in NSM
environments.

LEARN MORE

Moflow

Software security framework containing
automated security tools for vulnerability,
discovery, and triage of vulnerabilities in software.

LEARN MORE

SERUT LR
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Kali Linux e

GET KALI BLOG DOCUMENTATION v  COMMUNITY »  COURSES v DEVELOPERS v ABOUT v

The most advanced
Penetration Testing Distribution

Kali Linux is an open-source, Debian-based Linux distribution
geared towards various information security tasks, such as

Penetration Testing, Security Research, Computer Forensics and

Reverse Engineering.

DOWNLOAD DOCUMENTATION [

N BERUT2ER
https://www.kali.org/ | NLLIS -

Taiwan Cyber Security Alliance




https://parrotsec.org/

Community Documentation JoinUs v Donate Store

PARROTSEC

The operating

system for Hackers|

The ultimate framework for your Cyber Security operations

‘ ™ ParrotOS 6.4 has been released!




TOOLS RELEASED

Home Recent News Archives » About » Community » Resources » SUBMIT! »

This page is a repository for the great and innovative tools that have accompanied DEF CON [JEF CON Sites

talks over the years. DEF CON 16 content was graciously collected and brought to you by Rob
Fuller, [aka Muhix] of Room362.com IF you know of a newer version of the tools or have a . .

correction, send them to neil [at] defcon ]dot[ org.

Tools Released at DEF CON (8 The Goods
gtoolbarsnoop B )

by Jeff Bryner

Description: snoops out cookies, bookmarks, emails and favorite icon traffic from the google toolbar's

network traffic. PaSt ME’[“E‘
Homepage Link: http://jefforyner.com/ http://pOwnlabs.com

Email Address: jeff [at] jeffbryner ]dot[ com

Tool URL: http://pOwnlabs.com/defcon18/defcon18.zip

Local Copy: https://media.defcon.org/DEF

i

https://defcon.org/html/links/dc-tools.html




Google Hacking

- Google BEMAEBRHTFESF - MGoogle Hacking TNt - BE2FMFA
T —ERRNEARERT W —EEE AR CRER

Google Hacking Database
0 Show| 15 v Quick Search ‘
. Date Added Dork Category Author
2024-08-23 site:github.com "BEGIN OPENSSH PRIVATE KEY" Files Containing Passwords kstrawn0
2024-08-23 ext:nix "BEGIN OPENSSH PRIVATE KEY" Files Containing Passwords kstrawn0

:.c'; 2024-07-26 inurl:home.htm intitle:1766 Various Online Devices Kishoreram
2024-07-04 intitle:"SSL Network Extender Login" -checkpoint.com Vulnerable Servers Everton Hydd3n

.!J 2024-07-04 intext:"siemens” & inurl:"/portal/portal. mwsl" Vulnerable Servers Kishoreram
2024-07-04 Google Dork Submisson For GlobalProtect Portal Vulnerable Servers Gurudatt Choudhary

z 2024-07-04 inurl:"cgi-bin/koha" Vulnerable Servers Hilary Soita
2024-07-04 intext:"aws_access_key_id" | intext:"aws_secret_access_key" filetype:json | filetype:yaml Files Containing Passwords Joel Indra

* 2024-07-04 intext:"proftpd.conf" “index of" Files Containing Juicy Info Fernando Mengali
2024-07-04 siter.edu filetype:xls "root" database Files Containing Juicy Info defaltredmode
2024-07-04 intitle:index of /etc/ssh Files Containing Passwords Shivam Dhingra
2024-05-13 "START test_database” ext:log Files Containing Usernames Nadir Boulacheb (RubX)
2024-05-13 "Header for logs at time" ext:log Files Containing Usernames Nadir Boulacheb (RubX)
2024-05-01 intext:"dhcpd.conf" “index of" Files Containing Juicy Info Prathamesh Waidande

https://www.exploit-db.com/google-hacking-database Taiwan Cyber Security Allance
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Google Search

- % RAgent
— Googlebot, Yahoo!Slup, bingbot
— AhrefsBot, Baiduspider, Ezooms, MJ12bot, YandexBot
* Robots.txt
— User-agent : O] DIt EMf—*&EUser-agent
— Allow/Disallow : 52 EIE B EE BRI - DFFALETFHNEEY
— Crawl-delay : 52 7& HI\BXAY IE & B [E]

. v i ) - 5
— Sitemap : AR SR = Ce= U545 15 Denlion: Jegi-bin/
+ FR/BEF (term) pisallon: /empy

Disallow: fprivate/

17



DOfLle He : 1=
g FHR
intitle/allintitile BEHa2BENAS
intext/allintext HEMER A =)
inurl/allinurl S HEPURLAR F
filetype BB B EERNRE S
link = AL P R EE S =
site PREIESHE RV ERBE TEERE
cache ¥=Google EEGFREPROFBENHEE
inanchor/allinanchor KR=MIE S T - MElEZEEPEaNREE
related BEMEENAILSURLEEBNABEESHEUASR)
info BREENAESURLZ BEERN(EEHEEH)
daterange EREREREARNEgoogledi A RS INAE (FRE K EZE E)
numrange B=H15 %E%EI%W%MEE’J%E(E&?%@@)
define HEEZENE
stocks K= %%’ATE’JHX,TE’“EH
TINCSNAE
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Google Search E 7

+: HERAEENAIE - RrllEAEnA2HIREAE 2
o -FHTERENEIE @ RNBBRIGESE
CES|SREIRER - BEINF AR
o RMAE—FIT - W bl.ck box
*JRE—EF - 81 Apache/* Server
- HSHBERZEFIEEE - W 1900..2019 - $300..$900
- OR |:F&‘®REPZ— W HE( "B | "8F")
:Google EETHIENMAXNFZE R MIREFZEE - PXEBEEIT—EE=RHE -
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FF Google Hacking ZF# &8

- BHREMRTR
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- EHEETHE
- BREBK
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Fl FlGoogle Hacking= 1 & &l /8 i

- HixdlE
_ HRENE B R4 E Index of /teachers
_ ﬁb& Z_Hyb‘%iﬂii Name Last modified Size Description
- AERFG EF

ﬁ Parent Directory, -
P config.php 2004-08-07 09:42 263
P course php 2003-12-04 21:05 23K
P faculty.php 2009-06-15 00:42 18K
?) faculty_e.php 2005-09-2117:24 18K
P functions.php 2003-11-19 01:16 14K
[ images/ 2003-11-26 19:28 -
£ pics/ 2006-10-21 14:59 -

ﬁ teachers backup 20120229 targz 2012-02-29 10:11 1.6M

21



B Microsoft |

Sysinternals Downloads

Learn Documentation

N4 Filter by title

Home

Training Certifications Q&A  Code Samples

Community Resources

Learn /

L 4

Assessments

Shows Events

2 Search

‘ Sign in

= In this article

v Downloads

Sysinternals Live
1 What's New

Downloads
> File and Disk Utilities

> Networking Utilities

Sysinternals

Article « 12/13/2022 « 2 minutes to read « 10 contributors

> Process Utilities
Y Feedback

> Security Utilities

SR P The Sysinternals web site was created in 1996 by Mark Russinovich to host his advanced

» Miscellaneous system utilities and technical information. Whether you're an IT Pro or a developer, you'll

Sysinternals Suite find Sysinternals utilities to help you manage, troubleshoot and diagnose your Windows

Microsoft Store systems and applications.

Commnity Read the official guide to the Sysinternals tools, Troubleshooting with the Windows

> Resources Sysinternals Tools

Software License Terms Read the Sysinternals Blog @ for a detailed change feed of tool updates
Licensing FAQ Watch Mark's Sysinternals Update videos on YouTube &

Watch Mark's top-rated Case-of-the-Unexplained troubleshooting presentations and
other webcasts

El Download PDF Read Mark's Blog @ which highlight use of the tools to solve real problems

Check out the Sysinternals Learning Resources page

SEHUR SR

Alliance

https://learn.microsoft.com/en-us/sysinternals/




HACKER TARGET SCANNERS TOOLS RESEARCH SERVICES ABOUT i) PRICING LOG IN

Simplify the security assessment
process with hosted vulnerability scanners

From attack surface discovery to vulnerability identification, actionable network intelligence

3 r T Q - ~ ritv mParat ~
for IT & secu Ity operations

USE CASES SEE OPTIONS

https://hackertarget.com/




NP 08t (aimenanc o]
Tce,g'se YOUR SCANS v Tools v Features v Pricing Services Resources Vv Company Vv Signin

Found 671 subdomains

The essential
penetration testing

Ny scam

Found 7 open ports (1 host)

tools,allinoneplace = ECEEESS

Frequently used tools

Pentest-Tools.com is the leading cloud-based toolkit for " oo
offensive security testing. Focused on web applications P
and network security testing, the platform helps you
reduce repetitive work and saves you time for more

Vulnerability summary
creative hacking, custom testing, and security research. e

Wiegrations.

Scan activity

Sattings

Try the live demo Compare pricing plans "
@ High Medum

oEHIT NS

ty Alliance

https://pentest-tools.com/




pentest-tools.com

Find Subdomains » 2o credits Y5
Google Hacking » o credits Y5

Domain name e

Target domain e

Q. Directory listing vulnerabilities

Q, Configuration files exposed

Q, Database files exposed m Reset

Q, Log files exposed

Q, Backup and old files WhDiS LOGkup » 0 CreditS

Q. Login pages

Q, SQL errors

Q. Publicly exposed documents

Q, phpinfo()

Whois (7]

TINCSNETRESRE
25



Official certification from the Wireshark Foundation is available! Learn about becoming a Wireshark Certified Analyst. 2

W|RESH ARK Download v Learn v Resources Vv Tools v Community v Develop v Members Certifications

The world's leading

network protocol
analyzer

Wireshark lets you dive deep into your
network traffic — free and open source.

| Download Now R g L e e AT
\:“ >

Find out more about
| the new WCA
B WIRESHARK 1 certification

https://www.wireshark.org/
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2a04: ss Cloudflare bot management solution identifies

‘n' b C h 'r itigates automated traffic to protect
e ec 2804 2 & .cvsices from bad bors
:200: : Learn more at

2a04:

2a04: 3 Priority Hints

Priority Hints exposes a mechanism for
CNAME ﬁ i developers to si 4 ve priority for

browsers to consider fetching resources
ddns1.bbc.com

dns@.bbec.co.uk
dns@.bbc.com pages
dns1.bbc.co.uk
v/
Last Modified 16 October 2018

dns1.bbc.com

ddns@.bbc.co.uk
Change Frequency monthly

Priority 1.00

ddns@.bbc.com

ddns1.bbc.co.uk
» /about

We give you X-Ray =

Cookies » /hiring

Vision for your Website compen s

expires Tue, 06-Aug-2024 16:42:15..
path /

/newsletter

domain .google.com CEpIRad

H ameSite ax /bangs
In just 20 seconds, you can see what attackers already know el : Takctings

» AEC Ad49MVETQVG6LH6KIy70]I0cK...
» CONSENT PENDING+192

Security.Txt
Enter a URL to start & present - ves
Crawl Rules File Location / .well-known/security.txt
PGP Signed ¥ ves
Hash SHA512

User-agent »

Disallow /bitesize/search? =
Contact cloudflare

Disallow /bitesize/study-support
Disallow /cbbe/search$

Contactl mailto:security@cloudflar..

Contact2 ab

Disall sbbe/search
sallow fEODC/SRECH/| Preferred-Languages en

Disallow /cbeebies/search$ %
Encryption /gpe irity-at-cloudfla..
Disallow /chwilio/

Canonical kno .
Disallow /chwilio$ =
z Policy disclosure
Disallow /chwilio?
Hiring careers/jobs/

Expires 22 March 2023

Disallow /iplayer/bigscreen/
Disallow /iplayer/cbbc/episodes/
Disallow /iplayer/cbbc/search

Disallow /iplayer/cbeebies/episode...
TR rRRRRes Linked Pages

Summary

Disallow /iplayer/cbeebies/search

Disallow /iplayer/search

Disallow /indepthtoolkit/smal Lprox$ Internal Link Count

External Link Count

SERUT 2R

https://web-check.xyz/ , . Wl




@ Web Check &) ncku.edu.tw

27 jobs successful 2 jobs skipped 8 jobs failed Finished in 6200 ms

» Show Details Dismiss

Show Filters Export Data Learn About The Results More Tools View GitHub

@) )
Server Location - SSL Certificate ” Domain Whois
City null, East District, Tain.. Subject *¥ ncku.edu.tw
Country Taiwan * Issuer Sectigo Limited
Timezone Asia/Taipei Expires 1 August 2026 Headers

Languages zh-TW, zh,nan, hak Renewed 30 June 2025
Currency Dollar (TWD) Serial Num 66662E7BFD8BE73C932C...

Fingerprint 77:86:9B:C5:39:75:B...

date 31 July 2025
content-type 1 August 2001

_ transfer-encoding chunked
1formation Center) Extended Key Usage

vary Accept-Encoding
\ TLS Web Server Authentication set-cookie PageLang=zh-tw; path=/; s..
TLS Web Client Authentication

expires 31 December 2017
last-modified 28 July 2025
(1) cache-control no-store
Cookies - pragma no-cache
» PageLang Zh-tw x-frame-options SAMEORIGIN
» PagelLang Zh-tw X-Xss-protection 1; mode=block
» counter 84608172 X-content-type-options nosniff
> I;aeLan zh-tw strict-transport-security max-age=63072000

BEBHELHE

https://web-check.xyz/ 2 -
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BE

y{EI3TY

» _ < Creative Cloud
CHECKER o Sl B ;:;m% 55 il Creative Cloud

All Tools DNS Lookup Public DNS List 220.138.192.130

DNS CHECK CHECK DNS PROPAGATION

Whether you have recently changed your DNS records, switched web host, or started a new website - checking
example.com A v Q Search
whether the DNS records are propagated globally is essential. DNS Checker provides a free DNS propagation check

+ CD Flag Refresh: 20 sec. Service to check Domain Name System records against a selected list of DNS servers in multiple regions worldwide.

Perform a quick DNS propagation lookup for any hostname or domain, and check DNS data collected from all

= San Francisco CA, United States < ¥ available DNS Servers to confirm that the DNS records are fully propagated.

OpenDNS ¢

B Mountain View CA, United States
Google @

| = Berkeley, US
= ! & @

Quad9 ¢

B Kansas City, United States

WholeSale Internet, Inc. @

8= san Jose, United States

Corporate West Computer Systems €

al

B can Francicen 11 N

https://dnschecker.org/ T I'\l El\gggmﬁém&




e BIRY E 13 1T 8l

172.65.90.67 ARTHRRE JRME A
BE= Mountain View CA, United States o v
172.65.90.66
Google @ -
s o0 DNS Propagation Map by DNSChecker.org E]
B perkeley, US ?
172.65.90.66
Quad9 @ -
172.65.90.67
B Kansas City, United States o v
WholeSale Internet, Inc. @ 172.65.90.66
o
EE= san Jose, United States 172-55-902;‘
Corporate West Computer P 172.65.90.66 v
Systems )
172.65.90.66
B san Francisco, US o v
172.65.90.67
Quad9 @ e
172.65.90.66
B New York, United States o v
Oracle Corporation @ 172.65.90.67
)
172.65.90.66
l*l Burnaby, Canada o Q server Location +/ Resolved X Not Resolved
Fortinet Inc @ messnsy Y
o
172.65.90.66 ]
| mmmm Yekaterinburg, Russian Federation = . DNS Lists 0O |

https://dnschecker.org/ _l |'\| ESI\ .‘5%%&1‘%52%3&




’. SHODAN Explore Pricing & |
s N

Search Engine for the
Internet of Everything

Shodan is the world's first search engine for Internet-
connected devices. Discover how Internet intelligence can
help you make better decisions.

// EXPLORE THE PLATFORM

® Beyond the Web 5 Monitor Network Exposure

Websites are just one part of the Internet. Use Keep track of all your devices that are directly
Shodan to discover everything from power accessible from the Internet. Shodan provides

plants, mobile phones, refrigerators and a comprehensive view of all exposed services

https://www.shodan.io/

5% Internet Intelligence

Learn more about who is using various

products and how they're changing over time

Shodan gives you a data-driven view of the
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== 71
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Register
Log In

censys

Q, Hosts v £ Search an IP address, name, protocol or field: value x 7

% Services: 4.7B  [J IPv4 Hosts: 226.8M Virtual Hosts: 2.3B

Q GETTING STARTED </> API DOCUMENTATION ¢ COMMUNITY A TRY BETA FEATURES

Latest Update (181 days ago)

Enhanced non-standard port protocol detection
Caa All Phannae

Resource Hub - Attack Surface Management « Government -

Need Help? Help Center or support@censys.io | © 2025 Censys
Research Access

https://search.censys.io/ -l |'\| ES i bt

Taiwan Cyber Security Alliance



SSL l‘ls/ IJ

Home  Projects Qualys Free Trial  Contact

@ Qualys. ssL Labs

You are here: Home > Projects > SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never

will.
Hostname: ‘ ‘ Submit ‘
() Do not show the results on the boards
Recently Seen Recent Best Recent Worst
safetydepositary.net coupa.com A+ ftp.no.co T
cipherdrop.app gruposaudebrasil.com A+ vestiguimconsulting.co.za T
mock-api-hmg.certisign.com.b ... massive.ag A www.beandoser.com T
adelphi.de s3.us-east-1.amazonaws.com A subscription.rhsm.redhat.com T
www.civfund.org | | indyapa.net A | | maillukseh.org i
e P ]
. -l l '\I N SEHUTSNR
https://www.ssllabs.com/ssltest/analyze.html LS IS SR



OWASP ZAP

ZAPby Blog Videos Documentation Community Q
Checkmarx

Download

(WR

Zed Attack Proxy (ZAP) @ '

by Checkmarx C
The world’s most widely used web app scanner. Free and open

/N
source. A community based GitHub Top 1000 project that anyone
can contribute to.

Quick Start Guide Download Now

ZAP is an independent Open Source project - learn more.

https://www.zaproxy.org/ T INC S\ aasuzems




Q  URL, IP address, domain or file hash

https://www.virustotal.com/

> ] VIRUSTOTAL

Analyse suspicious files, domains, IPs and URLs to detect malware and other
breaches, automatically share them with the security community.

SEARCH

Q

Choose file

By submitting data above, you are agreeing to our Terms of Service and Privacy Notice, and to the sharing of your
Sample submission with the security community. Please do not submit any personal information; we are not

responsible for the contents of your submission. Learn more.
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A EY Virus Check

MEBAE HERLEE ®RUEESN RENTE - ERARPRAERM[E (ERRE

W Notice Upload File Progress Introduction Manual & FAQ Terms of Use

EERERAES @

Virus Check

Integrate static and dynamic cybersecurity analyzing skills;

Detect hidden malware in a comprehensive manner

&\_‘) 122 18 File Upload

BEER | REREAESR

REEE > MR LEINAEEMRBALRR - FHARERHRERINGE -

B4 S Unzip password e
FREEZ 10 IBAANEX FBERHF WA - 0

https://viruscheck.tw/ T INC SN 2anuzemg




Live Botnet Threats Worldwide

(ﬁZ SPAMHAUS
19 TECHNOLOGY

LIVE BOTNET THREATS WORLDWIDE

The IP address locations of servers used to control computers infected with

malware. Powered by Spamhaus Intelligence API
@ Locations with the most intense bot activity

06:54:29
2025478318

Number of active bots in the last 24 hrs Spamhaus researchers work constantly to update

threat intelligence on your behalf.

1 ,906,766 el e | 1 : About Spamhaus \;)

Last 24 hrs hourly activity

https://www.spamhaus.com/threat-map/

Command & Control botnet servers

TOP 10 WORST BOTNET COUNTRIES A

1 Brazil

2 United States of America

Choke botnets and automatically prevent
users from accessing malware dropper and
phishing sites with DNS Firewall Threat
Feeds.

TOP 10 WORST BOTNET ISPS A

1093385 antel.net.uy 211748

459143 airtel.in 173353
Data from the Spamhaus Projec!

SEHUR SR
a , N /=L E o
'N h A lA Taiwan Cyber Security Alliance




|n|'e| Q’gwl Features

Get Threat Intelligence

data about a hash.

From multiple sources with just a single
APl request.

SERUT 2R
A Security Alliance

https://intelowlproject.github.io/ | INC.S N 28
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IBM X-Force Exchange

Research, Collaborate and Act on threat intelligence

[\  CreateIBMid  Login

Search by Application name, IP address, URL, Vulnerability, MD5, #Tag...

V' N

Search

@) ...or El Scan file

>

Search or submit a file to scan. Check for IOCs, keywords,
malware intelligence, or even Collections that other users have

Dashbog contributed.

Skip Tour
IBM X

g Curated by the IBM X-Force team

Leveraging Compromised Service Account... ()
2025%7H318 O

Microsoft SharePoint Zero-Day Actively...
2005578248 GO

The Growing CRYPTO24 Ransomware Group
2025%7F238 O

Mispadu Resurfaced
2025578198 O

View more

https://exchange.xforce.ibmcloud.com/

Next
1 X-Force OSINT Advisories

IJ_V' Curated by the IBM X-Force team

SafePay ransomware threatens to leak 3.5TB of ... ()
2025%7A318 &

Malware Discovered in Endgame Gear Gaming Mous... ()
2025570318 &

Amazon’s Coding Tool Hacked — Experts Warn of ... (B
202570318 &

Darktrace's Cyber Al Analyst in Action: 4 Real... (@)
2025578318 &

View more

Trending

156.68.184.206
cve20258292
#agent-tesla
#c2

o}
(]

#malware:formbook
138.162.8.57
144.196.61.67
#gandcrab

Y ®
AlertCon™ Threat Level § 1)

- IBM X-Force Threat Group Reports
M Curated by the IBM X-Force team

Qilin Ransomware Group Profile

2025578258 O

Scattered Spider Threat Group Profile

202557848 O

View more

oL 5%
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AlienVault OTX - LevelBlue

LevelBlue/Labs Dashboard Browse Scan Endpoints Create Pulse Submit Sample API Integration Q YILANGTSAI Q

Activity Suggested Edits (0)

YILANGTSAI et
- LevelBlue New Updated Subscribed
,\ﬁ‘ O pulses

# 0 contributions PoS Scammers Toolbox
Unsubscribe (332,718) ~
11 YEARS AGO | [MODIFIED | 8 YEARS AGO by AlienVault | Public | TLP: ® Green
FileHash-MDS5: 8 | URL: 10 | YARA: 2 | Domain: 6 | Hostname: 2

STATISTICS

0 1 o)

FOLLOWERS  SUBSCRIBERS = CONTRIBUTED

INDICATORS
RAZOR BLADES IN THE CANDY JAR
11 YEARS AGO | [MODIFIED | 10 YEARS AGO by AlienVault | Public | TLP: ® Green
GROUPS Hostname: 11
No Groups
Linking Asprox, Zemot, Rovix and Rerdom Malware Fam...
|
FOLLOWERS 11 YEARS AGO | [MODIFIED | 8 YEARS AGO by AlienVault | Public | TLP: ® Green
FileHash-MD5: 4 | Domain: 6
No Followers

Asprox, Zemot, Rovix

SUBSCRIBERS SUBSCRIBING

// Operation Double Tap

Unsubscribe (332,338) ~

11 YEARS AGO | [MODIFIED | 8 YEARS AGO by AlienVault | Public | TLP: ® Green
CVE: 2 | FileHash-MD5: 9 | URL: 2 | Domain: 5 | Hostname: 5

TOP COMMUNITY CONTRIBUTORS

= O N SERtESmE
https://otx.alienvault.com/ I DA B S socu tione



LISI. by Kaspersky CompanyAccount  Get In Touch & Dark mode off  English

Solutions Industries Products Services Resource Center About Us

— Content menu

ToolShell: a story of five
vulnerabilities in Microsoft
SharePoint

Cobalt Strike Beacon delivered
via GitHub and social media

A campaign targeting Russian entities leveraged social media, Microsoft
The SOC files: Rumble in the Learn Challenge, Quora, and GitHub as intermediate C2 servers to deliver

jungle or APT471’s new target in Cobalt Strike Beacon.
Africa

https://securelist.com/

1 Subscribe

GhostContainer backdoor:
malware compromising
Exchange servers of high-value
organizations in Asia

Forensic journey: Breaking
down the UserAssist artifact
structure

Code highlighting with Cursor
Al for $500,000

Approach to mainframe
penetration testing on z/OS.
Deep dive into RACF




Maltego CE

@ MALTEGO PRICING TOOLS ~

https://www.maltego.com/

RESOURCES v  INDUSTRIES v INVESTIGATE

Start with one lead.
Close cases 12x faster
with OSINT.

G % % % * & 4.5 rating
GET STARTED NOW > 2, 200K+ users world-wide
F 2o ; -’“

SIGN IN GET A DEMO

SERUT LR

. 'N h A 'A Taiwan Cyber Security Alliance




WannaCry X FR1E 3K EE

- REEINMNLIE @ HHZMEAPMETEICEL R

Payment will be raised on

SM6R201T 00:47.55

Time Left

Your files will be lost on
5202017 00:47:55

Time Lelt

Contact Us

(LT

Ooops, your files have been encrypted!

What Happened to My Computer?

Your important flles are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
racover yvour files, but do not waste your time. Nabody can recover your files without
our decryption servica

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough tima.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrvpt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled

Also, if vou don't pay in 7 days, you won't be able to recover your files forever.

We will have free events for users who are 50 poor that they couldn’t pay in 6 months.

How Do 1 Pay?

Payment is accepted in Bitcoin only. For more information, click <About bitcoins,
Pleaze check the current price of Bitcoin and buy some bitcoins. For more information,
click «<How to buy bitcoins>».

And send the correct amount to the address specified in this window.

After vour payment, click <Chack Payment>. Best time to chack: 9:00am - 11:00am

Ful ¥ o I Sy 1 R gy 0 [ papy

Send

Feas itz | 1209YDPgwueZ9MNyMgwi19pTAABISrE S Mw
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WannyCry#s BX B9 52
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SINKHOLED!

This domain has been sinkholed by Kryptos Logic.

Photo: Prass todzy
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DNS&C #t B WannaCry

> | 1T/07/05 Jul 05 15:14:17 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=L0G cat=sinkhole/S5inkhole.Te
23:1417.000 ch cn1=65 cnllLabel=impact cnZ=8§7026 cnZlLabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30Tbe7dT:665e1ca2 cs1
Label=detectionId cs2=https:/fuser.enterprise.lastline.local/event#/2870691410/4107789788/14323232%7event_timeh=2017-07-05 cs2la
bel=EventDetaillink cs3=http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3label=EventUrl
deviceExternalld=2870691410:4107789788 dpt=80 dst=104.17.38.137 end=Jul 05 2017 23:13:47 (ST externalld=14323232 proto=TCP sour
cebnsDomain=78-user127.cc.ncut.edu.tw src=140.128.78.127 start=Jul 05 2017 23:13:47 C5T

host = 10.0.1.28 = source = udp:666 | sourcetype = syslog-for-lastline

> 17/07/05 Jul 05 13:26:42 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=L0G cat=sinkholesSinkhole.Te
21:26:42.000 ch cn1=65 cnilLabel=impact cn2=86756 cnZlabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30The7df:665el1cal cs1
Label=detectionId cs2=https:/fuser.enterprise.lastline.local/event#/2870691410/410778%788/143129747event_timeh=2017-07-05 cs2la
bel=EventDetaillink cs3=http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3label=EventUrl
deviceExternalld=2870691410:4107789788 dpt=80 dst=104.17.37.137 end=Jul 05 2017 21:26:12 (ST externalld=14312974 proto=TCP sour
ceDnsDomain=95-user169.lib.ncut.edu.tw src=140.128.95.169 start=Jul 05 2017 21:26:12 C5T

host =10.0.1.28 = source = udp:BBB « sourcetype = syslog-for-lastline

» | 17/07/05 Jul 05 13:21:25 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=L0G cat=sinkholesSinkhole.Te
21:21:25.000 ch cn1=65 cnllLabel=impact cnZ=§704% cnZlLabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30Fbe7df:665ei1caz cs1
Label=detectionId cs2=https:/fuser.enterprise.lastline.local/event#/2870691410/4107789788/14312456%event_timeh=2017-07-05 cs2la
bel=EventDetaillink cs3=http://www. llgerfsodpsifjaposdfjhgosurijfaewrwergwearcom’/ cs3label=EventUrl
deviceExternalld=2870691410:4107789788 dpt=80 dst=104.17.37.137 end=Jul 05 2017 21:20:48 (ST externalld=14312456 proto=TCP sour
cebnsDomain=t2.ba.dep-appoint.static.012.ippool.cyut.edu.tw src=120.110.27.12 start=Jul 05 2017 21:20:48 CST

host = 10.0.1.28 = source = udp:666 = sourcetype = syslog-for-lastline

> | 17/07/05 Jul 05 13:21:13 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=LOG cat=sinkhole/Sinkhole.Te
21:21:13.000 ch cn1=65 cnllLabel=impact cn2=87049 cn2lLabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30Fbe7df:665el1caz cs1
Label=detectionId cs2=https:/fuser.enterprise.lastline.local/event#/2870691410/4107789788/143124567event_time=2017-07-05 cs2la
bel=EventDetaillink cs3=http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3label=EventUrl
deviceExternalld=2870691410:4107789788 dpt=80 dst=104.17.37.137 end=Jul 05 2017 21:20:48 (ST externalld=14312456 proto=TCP sour
ceDnsDomain=t2.ba._dep-appoint.static.012.ippool.cyut.edu.tw src=120.110.27.12 start=Jul 05 2017 21:20:48 CST
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Mirai Botnet
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Mirai Botnet

]HIJ}

BOKEWRT] R

ﬁ ‘gr“f IQ JEH E/] $ Il dir Trying 1o Shrink Size 10 months ago
+ L (,

X /BN l—l\ M loader Trying to Shrink Size 10 months ago

ml=lm 1 E 7][] ﬁ. % B miral Trying to Shrink Slze 10 months ago

.jgamblin committed on GitHub Merge pull request #38 from RedE4fpatch-1 - Latest commit 3272843 24 days ago

A 4
_ﬂ]

i scripts Transcribe post ta markdown while preserving 10 months agao

= ForumPost.md Transcribe post ta markdown while preserving 10 months ago

= ForumPost.txt Update ForumPost.txt 8 months ago

= LICENSE.md Trying 1o Shrink Size 10 months ago

= README.md Fix a typo in README.md 24 days ago
.jgamhﬂn Trying to Shrink Size Latest commit 5779423 on 25 Oct 2016
i bot Trying to Shrink Size 10 months ago
i cnc Trying to Shrink Size 10 months ago
I tools Trving to Shrink Size 10 months ago
E) build.sh Trying to Shrink Size 10 months ago
E)] prompt.txt Trying to Shrink Size 10 months ago
https://github.com/jgamblin/Mirai-Source-Code _l I A l :‘ a2 uTSnA
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N ETSCO UT Attack Map Attack Stats Expert Analysis BDSHZAOMN  Under Attack?

> Neighboroods NETSCOUT Cyber Threat Horizon
Real-Time DDoS Attack Map

Event Values

Sources

Destinations

Triggers / Event Type

https://horizon.netscout.com/

, m ﬁ UTC 22:53 Want more? Login | Sign Up

July 30, 2025

Showing 145 DDoS events

(Dowmoad Our Threat ReporD CDDOS Solutions) é

D,

July 30, 2025

zon Portal 1.0 build v2.0.0

=]
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Submarine Cable Map

The Submarine Cable Map is a free and regularly updated
resource from TeleGeography.

Sponsored by

i
I!mli'h!l' AQUACOMMS @ center3
gy

Q_ Search by cable, landing, country, year ...

Submarine Cables

2Africa

5 Villages 6 Islands

ACS Alaska-Oregon Network (AKORN)

Aden-Djibouti

V- Adria-1
7)) AEC-1
; Africa-1
S/ Africa Coast to Europe (ACE)
. )*/ (A)
S N LésFuptated Jul 16, 2025°  Airraq
2009 e} ‘L mARKIEE  HHEIEE @ONK Cannla INECI &S

=1 (=] L3 -“-""‘ 93
https://www.submarinecablemap.com/ I INC SN\ Sanuzema




& PRESS CONTACT US

.?{INETBL[]'::KSQB '@ OUR WORK M| REPORTS E¥ CONTRIBUTE

MAPPING INTERNET FREEDOM IN REAL TIME

Open, secure and reliable connectivity is essential for rights such as freedom of expression and freedom of association.

Now we can measure network connectivity at internet scale.

FIND OUT MORE...

LATEST NEWS

Ix@ NetBlocks 30Jul 2025 * IRd NetBlocks 25Jul 2025 * Ix@ NetBlocks 25 Jul 2025
* L ] L
@netblocks@mastodon.social @netblocks@mastodon.social @netblocks@mastodon.social

SEYgUTLNA
¢ 09 VU G e § Y Taiwan Cyber Security Alliance

https://netblocks.org/
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