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@@ rcicentreportea - Wizard Spider (Ron Weasly has Aracnaphobia) Slate-WIN11.explorcorp.com

Incidents

Reported by Secure Endpoint on 2024-01-18T721:50:43.942Z - 3 Linked Incidents

Investigate
Rubeus detected on Slate-WIN11 indicates severe Kerberos attack. Inmediate investigation and mitigation of this critical security threat. View Long Description

Overview Detection Response  Worklog View Investigation

Intelligence
Automate
Assets " Expand
Client Management

Administration
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7 Assets View all 62 Observables View all 7 Indicators View all
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MITRE ( . .

Priority score breakdown

71 92 8
Detection Asset
Risk Value at Risk

Short description

This feature is currently under active development

Long description

Alert Chain
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Description

View Incident Detail

(Root Cause)

BB
MITRE ATT&CK TTP

View all Tactics

MITRE | ATT&CK'

Tactics

 TA0002: Execution 100
The adversary is trying to run malicious
code. Execution consists of techniques that
result in adversary-controlled code running
on a local or remote system. Techniques that
run malicious code are often paired with
techniques from all other tactics to achieve
broader goals, like exploring a network or
stealing data. For example, an adversary
might use a remote access tool to run a

PowerShell script that does Remote System S g‘ | }
Discovery REICE

> TA00OS: Lateral Movement 66

4 pssets View Assets 31 observables

_] virtualmachines/win-vic-2 NT AUTHORITY\SYSTEM

£ virtualmachines/win-dc-0 D) C:\Windows\System32\svchost.exe

) virtualmachines/win-vic-6 @] svchost.exe

_] virtualmachines/kali ©.] SYSTEM
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AR BRINZRKEEEER P KEES

‘F%IE ry

X &7 Cisco HHE =AM A& L H1TE B E [ (Intent-based) I Z £ B KR

clsco S FaRTINET  JUNIPE(

BRI &iE E R0 HI TR TEEANRERE
DAL A EER Al MmIEEHERTE R (No rip and replace)

© 2025 Cisco and/or its affiliates. All rights reserved.




AVAILABLE AUG 2025*

) —

Cisco Security Cloud Control
712 1E Cisco HE =AM XiE L#ETEE S ( Intent-based ) WZEER

C Mesh Policy Engine in Security Cloud Control >

£ SCC h—REZBMREE

HOEANFBREAEREREHRE

B B 1L 57 Bl B ¥ 44

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential *Limited availa blllty in Au g ust 2025




BHEE N IIRE2WEEREN KIEBERE B/ ?

Data center A

o &

(9 I
% Data center B

R R: MAB L4 (HR App) BT, 339@ fﬁ |

FEHE1%4 (Timekeeping App)

Public cloud

20 @0




ERHBEREEAR

r

- BERIFANFEBREHER
- —EMERAEEIFERNSEERMER #RXAESHE
- REEMMERIGHERN, EEEHEERNAR

EERELERRE AR R R EEE

IR R KR R EIE 2 A ERY

% RMER
EREE

N

Data center A

 JwiN L

Data center B

e @

Public cloud




Cisco = ME—RERFH NS BUR LR EIF Cisco 1t 5 kA A B gk 7

Data center A

—EREEES B e e ——————— == F@‘ O

(M IFE B R B EE IR BBE
LS T

1%%&%%rW%‘~(what)Jéﬁi = e—p———eeeEEESSET Data center B
& AEEE (where) |, LRE

H%HRE (why) | ey P @

LHBRGHIITE, MAESEE
BERAH

%% Cisco REME %M [ o n Public dloud

NEBENEESEE , "
Po @

EE9(Why) : A3 B FIftEEPort » FI{HEEProtocol D © |
8T B (What) IR 7EHB4E& (Where) : EIMesh Policy Engine B RaC{EEREHl

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




e ——— Mesh B A=1els
Tea SEERICHOMEIRE,
RIS E AT e
BB A b o

fah 35 Rl 2 78 B /Y

TE & AE Hin BRI 7 EX
IR

HEEZERMBRE

o Review Deployment and impact

©

DC-A Firowad

DU KRR I K
CIISC|O © 2025 Cisco and/or its affiliates. All rights reserved.




e ——— Mesh B A=1els
Tea SEERICHOMEIRE,
RIS E AT e
BB A b o

fah 35 Rl 2 78 B /Y

TE & AE Hin BRI 7 EX
IR

o Review Deployment and impact

HEEZERMBRE

DU KRR I K
CIISC|O © 2025 Cisco and/or its affiliates. All rights reserved.




BT EERIAATRD - MIFFHBERAE

Change enforcement points, not policy

Security_Node_device

# HR BROEFIT 24

FBFT ERP 2B BRI HR FER

FFF HR FERAFE HR BER A4

FREIF R RIRFRUE &

BUR R Why (&1 EE)
E 1R R B 7E Mesh Policy Engine H,
T EEERESEREN, EFRBREERE .

T KRB H XM (No rip-and-replace)
Cisco EEIRREEEEZ4E Hybrid Mesh Firewall & EIRE R,

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




A% o 150 0 =X o e ) e £
EAEEIE— B BB ( Segmentation )

= ©

FBE—NE 8 AR B R .
JTERBANKREE || cEEREfTERERE | DURECRIRNE

‘BMREREE -ZEFNEFRERTEFERE, HJTFH«:l/J\H#tlszﬂﬁﬁﬂ%ﬁBﬁkﬂ%ﬁ&%’%‘%gﬁﬁoIE
£, B 57 88 A FLBE ST A A REE,
- BT BT E BT

© 2025 Cisco and/or its affiliates. All rights reserved.




Hypershield & Autonomous Segmentation




T EEAREZRIBC

Cisco S

Catalyst & Nexus MR ELZEIE
Smart Switch

Cisco
Hypershield

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Eim2 R
(Cloud Edge)

(&I B M RR 70 ER
(Zone-based Segmentation)

BEXPDEE

(Data Center Interconnect, DCI)




MACROSEGMENTATION

rY F ¥y Irery » i

PP IC”FEe

B W W I N W . N N

PP




MICROSEGMENTATION

Flow-based rule

- PCI_APP1 connect to PCI_APP2 TCP/3306

Process-based rule

connect to




USE CASE - AUTONOMOUS SEGMENTATION

- THAHEKRER - BEITAIEA s UTHRERITAELBERKE
- BT - FriEMEEE + ERFMTARELATNERBS

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




23 ApplicationfI P B 5 &

Namespaces

System Calls

Storage Network

TCP/IP

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

VALIDATED

@ dir traversal

[var/www

SUSPICIOUS

CWE-78

OS command
injection

Web shell
payload

—— file read

httpd

CWE-200

Unauthorized access to
sensitive information

Saved in
PHP dir

/etc/apache2/
httpd_conf

Execute
web shell

>
>

alaln
cisco




USE CASE - AUTONOMOUS SEGMENTATION

ypershleld e ]
31T RIE RS

»' Security Cloud Control
< Workloads

Pod-3

description for pod

TR RER a B s zoeo oo s 45
(Workload baselining) .

Hypershield @52 . 18 =1R1E. MR E R H A
%}Fﬁﬁﬁ_%%lﬁﬂﬁﬁﬁ(enforcers) HER, KEETT/EEEHTT
i I

Mode @ Baselining ¢ Edit

pEEIEE
(Flexible controls)
EEE T LIEET Hypershield Ei2X T k& AR B ST E]

A AI$R1E

(Clear-cut visualizations) ot @
Hypershield FTHSEAOIIERIER, BBBSIRE 3 SErT =
ErERR .

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




\Hy ershield 7 #7 L{E
BE{TANE(ELGERIE

ren

SE

Frigtm

(Continuous scanning)

Hypershield FHERETIFRE, LUSHRTAR
AR

(Anomaly detection)

Hypershield Aiﬂfii_ﬁ'_ , HTETRNIT A, HMiE
IR EMM MR AR

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

i Security Cloud Control

< Workloads
Pod-3

description for pod

Summary Vulnerabilities Policies

Updated on
Oct 25,2024 9:45 AM

Autonomous Segmentation ®

® Anomalies

Q Searct

Anomalous instance

Q search

Created on
Oct 25, 2024 9:45 AM

Behaviors that
omalies.

USE CASE - AUTONOMOUS SEGMENTATION

" ® 0@

‘ Q Imin
Business Corp, Inc

Mode /) Scanning

Number of anomalies  Action

% pod-instance-2

Anomaly

Path

© New process, tar

1 Removed process, livesprobe

/bin/tar

Jbin/livesprobe

alaln
cisco




USE CASE - AUTONOMOUS SEGMENTATION

il - Admin
Uil Security Cloud Control Q search | & fitsemns

€ Workloads
Pod-3

description for pod

Summary Vulnerabilities Policies

User-defined Autonomous Segmentation
3 3,850 @

UT AT AEABER

(Workload behavior as policy) L B

Name Effect Principal Action Resource Condition Type of behavior ©® - o

HyperShleId ggﬁ_1ﬁaiul1€ﬁﬁ??ﬁ E"]ﬁ:q:iﬁ Ey Allow and capture vulnerabl. Allow database frontend software.version <= 4.8  Deviation
jﬁiﬁiﬂ PARC *Eﬂﬂ%)&tb?ﬁ-%q:ﬁﬁﬁ&% Allow Finance frontend proc. Allow httpd port 40 principal.version <= 1111 @ Stabl{ Accept deviation

Allow Finance frontend http. Allow htpd port10 principal.version <= 1111 © Deviation
L= # EE }] ‘Allow Finance frontend http Allow httpd port 20 principal.version <= 1111 ® Deviation
1T (1Y AL Allow Finance frontend http. Allow httpd port 80 principal.version <= 1111 © Stable
( Be h avi O r a C kn OWI ed g e m e nt ) Allow Finance frontend proc... Allow process 123 port12 principal.version <= 1111 © Stable

Allow Finance frontend proc... Allow process 1289 port12 principal.version <= 111 © Stable

EEE%%EEE'T:I% uﬁ?ﬁ’*ﬁﬁ.‘- . Allow Finance frontend proc... v Allow process 125 port12. principal.version <= 1111 © Stable
*&EE ;%l\ E{]Eﬁ ??E H‘%’m %E%ﬁ%ﬁ- E/\] T 1"5 Eﬁgﬁ Allow Finance frontend proc... Allow process 120 port12 principal version <= 1411 © Stable

Allow and capture vulnerabl. Allow database frontend software.version <= 4.8 © Stable

Allow Finance frontend proc... Allow httpd port 40 principal.version <= 1111 © Stable

RBHERHEBTARNDREEEED, TETAR

%ﬁ?_ d . t. Allow Finance frontend http. Allow httpd port 20 principal.version <= 1111 © Stable
T4 (deviations)

htpd port 10 principal.version <= 1111 © Stable

Allow Finance frontend http. Allow httpd port 80 principal.version <= 1111 © Stable
Allow Finance frontend proc... Allow process 123 port 12 principal.version <= 1111 © Stable
Allow Finance frontend proc... Allow process 1289 port12 principal.version <= 1111 © Stable
Allow Finance frontend proc... Allow process 125 port12 principal.version <= 1111 © Stable

Allow Finance frontend proc... Allow process 129 port12 principal.version <= 1111 © Stable

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Autonomous Segmentation

ol Ny

database frontend

Fo&F Web FERRIIHFEVE #E
Fo&F Web FERBIIHFEUIHT RER
@ FLEF Web FERSHTEIEFIE M E

EOELIe | TR A% BB \Web FERBRERHE..

THA#TA HBRE

ERERERERTAEME, RIS, REMERI S ERFR A, HE5IE FE 5 BN RR Bl & Ak
T E&#HEEIFE production IEiE FEFFE R EE FER

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

9]

frontend

f
|

A

database

BRI & 7T £% 25 44 B 37 8RR AR RO BUR AR Al




(5 T T 8 (5 ) ) ) ) () EEEANEEEENEENEE RS EE e E

Power Software [licensesewart Op | | ISupport.contracts Rack Space

] a "
cisco © 2025 Cisco and/or its affiliates. All rights reserved.




Introducing Cisco Smart Switch

Mg + TE > KX

Silicon One BAERERE
DPUBEZREA{REIREHE

B Al EiE 84% B TCO
(FEBER RLA)

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Datacenter Networking

N9324C-SE1U
24-port 100G

Cloud Edge, Zone-Based
segmentation, DCI, Top-of-Rack

2.4T switch throughput,
800G services throughput

Silicon One E100 ASIC + AMD DPUs

Shipping now, Hypershield Target
Initial Product Readiness: end of
July'25

AEtd ¢ ® 2025 Cisco and/or its offiliates. "
CISTC 2025 Cisco and/or i | s. All rights reserved

N9348Y2C6D-SETU

48-port 25G, 6-port 400G, 2-
port 100G

DC Top-of-Rack

3.8T switch throughput,
800G services throughput

Silicon One E100 + AMD DPUs
Target Limited Orderability: July ‘25*

Campus Networking

Cisco C9350
48/24 ports 10G/mGig, network-
modules, 90W UPoE
Campus

1.31

Silicon One E100 + Security co-
processor

Target Orderability: June '25*




Hypershield & Distributed exploit protection




i) (2 46 = MR 52 s ) [BR D PR B Ry — 18

ATTACKER

(a]
L
'_
(@)
-
[a
x
L

LISHED

Patching gap

DEFENDER

PATCHED

MONTHS




= FFH SR EN R )

Proactive defense with unknown vulnerability protection

Namespaces

System Calls

Storage Network

TCP/IP

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

VALIDATED

>
>

&~ dir traversal ——0—— file read

/var/www httpd

SUSPICIOUS

CWE-78 CWE-200

OS command Unauthorized access to
injection sensitive information

Web shell Saved in
payload PHP dir

/etc/apache2/
httpd_conf

Execute
web shell

alaln
cisco




BEEAE - WEmEnERNZE

60,234 vulnerable assets |
High risk assets [ Severe risk assets [l Medium risk assets

(o)
95%
containerd  Containerd- runc host_ns:/

dockerd shim runc-v2 B Shedd
recommended
CVE-2024-21626 High Priorty e

runc. 1.1.11 vulnerability
16,234 vulnerable assets
100«
Cisco Security Risk Score (91) High CVvss3 (93 e e o . . . o o
HEEURIERE ( Distributed Exploit Shield ) & BRIREANE
3 Affected zones - EF‘%%E runc iﬁflﬁmﬁgégﬂggﬁ
; - PBHERA root (/) 8T BRI BT/
Production - Internal
BhaE T4y : FRIEIETR ( Block and alert )

Production - External  Critical

AR R BRIRIETRIBGE
BREE Bh e 2 5t IR 1 @R
HKE 19 ERERFRFEHRKR
EEEB 127 BRERRAEH

BARERER 10 EEREEH

FRET TIRIBARESES, HERIER A PR BRIRIET AR, BiEE

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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AVAILABLE OCT 2025

1% Hybrid Mesh Firewall E{5R
Cisco ACI

(Cisco Secure Workload integration with ACD

BEE D EBRBURIER Secure
Workload

Policy

IEEHBEREAR >

Network flow

Application metadata

=R NEBE

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




AVAILABLE OCT 2025

1% Hybrid Mesh Firewall E{5REE/BE
Cisco ISE

Secure Firewall

( Cisco Secure Firewall / Workload integration with ISE >

5/ ISE FHENEE A LR RE AERABUER

EiEtkaR 28 (ML) E17BUER B B) 3% 1iE

PeEEMEREALE BERESRAEEEE

Secure Workload

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




eame )
AVAILABLE AUG 2025

) —

i Secure RouterfV B R E IR 40 A
Security Cloud Control

Dashboard

( Cisco Secure Routers > DT

Security Cloud Control 3Ra] X iELL FIhRE

BB R £ ER (Create objects and security policies)

EZ EEIEBEAR Secure Router % (Sync and manage existing secure
router objects)

EIL TR Creat ity polici = 18
B FMR £ B3R (Create new security policies) % jERISE
£ SAL FREIL L LI HEEREH (Visualize secure router events in SAL) Cisco 1000 Series Integrated Services Routers

# SD-WAN Manager E& Security Cloud Control # RBAC #[RIEEE1TRIE SEEIELOY SIS LR

(Sync RBAC model)

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




AVAILABLE JUL 2025

) —

1% Firewall Threat Defense 74k &1t
Z A AlOps EE L4012

CAIOps #£ Security Cloud Control EPE’\JEE%)

A T REFH KA S Fr

5257 PR BB LIS

ps insig
Software Upgrade Planner

Security vulnerability and bug fixes

RIFE AN EFHREE

fEIE 90% AT{EEEE

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




SCCAZANLE=

Assist (& Fon

Augment RS

Automate Bk B EETE

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

=813 ( Al Assistant

- B

Cisco Al Assistant

. You
Allow Lee access to Facebook but only from office source zone
11:05 am PST

9 Al Assistant
Here is your rule recommendation, This rule will be added in policy 'Test_1' in the category, 'Geo_Controls'.

Rule Name Action Source zone Destination zone
Allow Office

guest_zone

Rule_Test_1

11:05 am

O QI

9 Al Assistant € ‘Rule_Test_1' is successfully created in policy ‘Test.1'.
Congratulations, your rule named, ‘Rule_Test_1' is successfully created in policy ‘Test_1'. The rule is created in a disabled state as of now.

You can enable it from your ‘Test_1’ policy detail page.

Go to policy detail page

O D g

The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQS to learn more.

alaln
cisco




SCCAZEA LEZBIF (Al Assistant ) - BRI R A= E

Duo Docs / \ Firewall Docs

(e

Hypershield Docs Secure Workload Docs

How do | secure my network
with Cisco ?

(@’\

o=
C Unified Al Assistant )

. W

© 2025 Cisco and/or its affiliates. All rights reserved. Cisco Confidential




Cisco Hybrid Mesh Firewall GE & #8#&F MiE)

REEE—X

Security Cloud Control
(Al-SecOps)

J— @ - J—
Secure Firewall & ISE Hypershield Multicloud Defense
(EE=HAER) (BRI (&)

e Crerrs ©mmres @i

Secure Workload SSE / ZTNA Al Defense E=HH MG
(ZIEEHMOER) (BEEMRER) (NIEHEERLTSE) (PA, FNT, Juniper)




Security Insight, on Us
Firewall logs free in Splunk

Free log management*

Tt
.

10070 10010 010
100 0900 G

R %0101 010 10010 100101010 ==
0010 0100100)0700 0100 0100100 @10 010 © —

010 0100 1000100 01000100010/01¢
301133

EAME DR Cisco Firepower [ MIEEISER 5
IE#EE] BIFirepower & ZiREHAR(IPS, AMPFI18E)
HE&Firepowern] #135GB/Day Splunk Core {3 Ft#
WBRHRIREMERERE

(Ex: EEEE5GB, B iB—A&FirepowerfE1584:%X895GB)

%85V 88X £ R &%= 1TB/Day _
W BB 4% Splunk Cloud New detections | Automated response

- EAEHHl, 8 ARIRZE

© 2025 Cisco and/or its affiliates. Al rights reserved. Cisco Confidential * With active Firewall Threat Defense subscription, some limits and constraints apply




