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The security mindset has shifted to acknowledge that prevention alone is not
enough; security and risk management leaders must be able to more easily

G a rtner:@ harden endpoints and perform more detailed incident response to resolve alerts.

Notes/Sources:
1. Gartner Magic Quadrat for Endpoint Protection Platforms, August 2019.
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F:ERTINET




R FE B

Ooops, your files have been encryB

[What Happened to My Computer?
Vour importat fsaeencrypie

ou decryptionservice,

Payment will be raised on =
o M1 Can 1 Recover My Files?
st 23T e,

ot o enough .

Time Left

Butifyou want to decrypt al our file, you need to pay.

lso, ify ayin day

Your files il be lost on

B S| HowDo1pay?
9217 2

Tinetet cick <Hov o buy bitcoins>

clck Check Payment. Bstt 1100
z addre:
bitct

in
P [13AMAV2dhxYgXeGepobkHSQuysig

Check Payment

EH M EIE L 3B EERK

© Fortinet Inc. All Rights Reserved. 10



FortiEDR %R =55

Cloud-native Endpoint Protection, Detection & Response

FortiEDR 2 —FK Al BlRER)ImEA R EMRIR T =,
AT Al ity 2 4 BB OR8], 53 A7 B2 B FE,
BHEEARBRIS LT RE S E:

. BRIBHESH { kel ),

n ERREHRIE .t O\ SE

n EROIERBENE

(’3 & L
50 Wik SERREADE g sxax

== © Fortinet Inc. All Rights Reserved. | 11



U e S50 I T L P42

158 il sy

. W HITETERY 10T 2108 iy
o JER B PR 2B R STk - U . CVE Frg '

o

o AR Rk i 28 IR I R T AR A
MRPEE \

- -—
- - o

R

A
TPRREE

\
\
= =N /5 \
. USB #fkifei% \
Fﬂ I E \
\
i veney (0 comwumanion Lon e v @ SLURI Y 56 INGS \
APPLICATIONS Shewing * 5%
1irroerhod v T | Deala b Vexbfy A=for 7,-_0,"=°c Fiter B [ S ah e
APELCATION YENNOR FFPUTATION VR NFRARIITY FRSTSFFN | 4ST SFFNY : :
1
@ Google Chiome Signed Googhe e o Crtical 15-0e1-2020 (C-Mar-2021 I :
|
® £6042:0.75 = ﬂ @ (rnheal Thddet A0 AL et 00 | :
1 1
@ 06.0.4240.100 Unbrniown e Critical 03-Nov-202) C2-Now-202( © L4
® 70423066 — n e (rixa -1 20020 T=lan-A121 n !Hs i@ﬁﬁﬁ&ﬁﬁmi C@ §¥ i
@ 00.0.4324.104 Unknown @ Crifical 04-Fek-2024 (3-Fab2021 i [ R %
. /04250 el e LIwA N9-Feromn? (eNaOn
® 0004325120 Unknown o Criticel H-Fcb-202° 2Z-Fe2021
L BEUERFIREEY Hinknown & Crinesl 12.Fer. 02 1. Fanana
amn . )
| B FPastebin Daskiop Urgighed  Unknown Vendo reac - SRRAS Urbnown 16-0¢1-2020 48-0c4-2020 © Fortinet Inc. All Rights Reserved.

12




/> BT -3 3R IOTER

DASHBOARD

event VIEWER EEBD)  FoRensicsv

communicaTion conTRoLY @ZB)  SECURITY SETTINGS v

invventoryv ) apministraTion 2D

Protection v Galit'v

10T DEVICES (170/170)

QA 3,

All v &% Create Group 32 Move to Group

DEVICE GROUP NAME

Default IOT Group

2 (53/53)
Network device

Y (6/6)

" Other
(57/57)

> Power device
(1)
Printer

B (1)

N Storage
(6/6)

> Unknown
(46/46)

e IR
T Delete ¥ £ Device Detail

DEVICE NAME

ens-vcsa20.ensilo.local
ens-dgw-vI100.ensilo.local

XC-6E5B97

ens-vcsa30.ensilo.local

E Export ¥

New

CATEGORY

Network device

Network device

Network device

Network device

Network device

Network device

MODEL

HP 2530, 2920, or 5406zI...
HP 2530, 2920, or 5406zl switch
OpenWit VWhite Russian ..
HP 2530, 2920, or 5406zI...
Kemp LoadMaster LM-24...
H3C Comware 5.20

OpenWrt Kamikaze 7.09 (..

INTERNAL IP

10.51.120.1

10.51.100.120

10.51.100.1

192.168.186.2

192.168.186.1

10.51.100.130

MAC ADDRESS

00-FD-45-01-9C-00

00-50-56-A1-AA-20

00-FD-45-01-9C-00

9C-93-4E-6E-5B-97

40-B9-3C-04-A6-7C

00-0C-29-A5-14-14

LOCATION

Israel

Israel

United States

United States

Israel

Israel

Search IOT Device v Q
FIRST SEEN LAST SEEN
Today Today
Today Today
Today Today
7 days ago Today
8 days ago Today
8 days ago Today

© Fortinet Inc. All Rights Reserved. 13
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APPLICATIONS
All b ¢ bad MarkAs.. ¥ Delete
APPLICATION

Host Process for Windows Serv..  Signed
@ Google Chrome Signed
@ 31.04044.138
@ 33.04103.106
@ 83.04103.116
@ 3404147105
® 28404147135

® 850418383

® 83.04103561

@ 85.0.4183.121

Y~ ADVANCED DATA

APPLICATION INFO
Application Description: Google Chrome
First Connection Time:

Last Connection Time:

Process Names:

17-Sep-2020, 10:32:27

17-Sep-2020,10:39:11

Action Y Advanced Filter

/ENDOR
Microsoft Corporation

Google

|
UL

U Export ¥

REPUTATION

o

\Device\HarddiskVolume2\Users\admin\Desktop\Test Area\GoogleChrome...

Showing 1-10/223

VULNERABILITY FIRST SEEN
Unknown 09-May-2020
@ Critical 09-May-2020
@ Critical 09-May-2020
® Critical 22-Jun-2020
@ Critical 28-Jun-2020
@ Critical 05-Aug-2020
® Critical 21-Aug-2020
@ Critical 27-Aug-2020

Critical 17-Sep-2020

@ Critical 23-Sep-2020

APPLICATION USAGE

No Collectors

LAST SEEN

08-Dec-2...
10-Nov-2...
10-May-2...
28-Jun-20...
28-Jun-20...
07-Aug-2...
27-Aug-2...

09-Sep-20...

17-Sep-20...

19-Oct-20...

‘ Search Application

VERSION DETAILS

Policies

E Default Communication Contro... FERTINET

Servers Policy F&RTINET

E App Control Test

E Carlos Communication Control Policy

Carlos Servers Policy

Allow
=| Deny
Allow
Allow

=1 Deny

® Critical (CVSS 3.0:9.6, CVSS 2.0:6.8)
® Critical (CVSS 3.0:9.6, CVSS 2.0:6.8)
® Critical (CVSS 3.0:9.6, CVSS 2.0:6.8)
® Critical (CVSS 3.0:9.6, CVSS 2.0:6.8)

DESTINATIONS

P CONNECTION TIME
23.56.27.47 17-Sep-2020, 10:39:11
172.217.160.70 17-Sep-2020, 10:38:50

69.174.120.19 17-Sep-2020, 10:38:49

COUNTRY
& United States

& United States

& United States

© Fortinet Inc. All Rights Reserved.
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2 . Local Disk (C)

¥ Network

11 items
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Documents
£=| This PC
¢
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v O
Downloads
‘ This PC
g
Music
) This PC
EN5.2.0

This PC\Downloads

This PC\Desktop\Ney

This PC\Desktop\Ney

Local Disk (C:)\infect
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v % WIN10
i} Audio inputs and outputs
@ Batteries
0 Bluetooth
2 Generic Bluetooth Adapter
B3 computer
wa Disk drives
¥ Display adapters
- DVD/CD-ROM drives
¥ FortiDeviceGuard
¥ Human Interface Devices
*® |DE ATA/ATAPI controllers
== Keyboards
0 Mice and other pointing devices
3 Monitors
¥ Network adapters

u :;’”:b'el D_‘;’C‘*S Blocked USB device iPhone (MTP

. W IPpe - hong USB Device
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Malicious Fike Detected Q@ SBiock ® Enabled “‘ o
Priviege Escalation Expioit Detected - A mascious escalation of privieges was delected @ Bieck © Enabled \‘

Stack Pivol - Stack Pointer s Oul of Bounds @ Bieck %) Enabled

Suspicious Driver Load - Attempt 1o load a suspicious driver @ Bk 2 Enabled I !

Suspicious File Detected @ Baxk (5 Enabled -
| s B/\
Biock ) Enabled %%1BE"];§ 7
Suspicious Scripl Execufion - A sonpl was execuled in 3 suspicious context @ e O
@ Bicck & Enabled

Unconfirmed File Detected

Protection Mode

Whaen securifty policy is set to protection mode, FortiEDR preverts the Revil ransommare from being executed as 3000 85 it &y 3coessed. FortEDR detects this variant as WaZ2/Kryptik MO itr.ransom

®o— '
Mabicous Filo Detected |

Process
anphoner ann

How FortiEDR detects and blocks Revil Ransomware (aka sodinokibi) (fortinet.com)
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[} vM_cClean_win10
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woom R
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@ OneDrive
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THEE ()

¥l DVD #%E=t# (D) ES

o EE

> FREE(C) » Temp

| ChromeSetup.exe.locked

| Collectorlnstaller64_4.1.0.111_Fortinet_Demo_ EMEAFortinet_Demo_ APACTW.MSl.locked
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| How To Unlock Files - £=& 5
BEE SEE BFO) BBV N6
PP ALL YOUR FILES ARE ENCRYPTED !!!

Tour files are encrypted by RSA 2048, vou are not able to decrypt it by yourself!

Told your CEQ/CTO or whoever in charge write ug enmail to restore your files.

hleksanderEmelianenko@protonmail.con
bleksanderEmelianenko@tutanota.con

Enail address:
Reserved email:

Your personal ID:
TclK10uZTGdw9eRu0APBzI uTvzvancLhZBLEDZ /k 1 SRFn2642G02Pawhk / bGCIbAhFcxE4tFBQXk
dR=J db6F4dBaZSUZY f réshk4TkChnZE 1 SCOGY i bV 3HoxVOutDv1BFzk3ETevEKPq+K8R+4t jepn
ypxONI7Rj0216+4LHySTedFBSSp8ATkpRoh/ ull w6V 3SFEcug80Dex 1t863BGP62COvqdT /22v(])
cH776RA7px0p2qF jQH2n 19+SH 1EHS/ sC690Dr TGaxcfaw/ odyLat+e+HeLEShDKRZ/ b0TzS+9hKP
HpSFg71C2ZkEzsR 16DEW27nf JN 1 v pSeBf 4Te—=

FB{H FortiEDR {R:EIHRET
Fileless ENRENBERYRREARN -
SHEREYE show MIERMENE

S1T 818 100% Windows (CRLF)

UTF-8

[WE WILL ONLY KEEP YOUR SECRET KEY FOR 5 DAYS, SO DON'T PULL TIME, VWAITING YOUR EMAIL.
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Blocked process powershell.exe (PID 9060)
.Get Type(

R Contact your system administrator 1f a trusted
application 1s blocke

MRS E‘B’Jﬁﬁm&"ﬁ?&#ﬁﬁﬁ By
FIREES -

5 05:11
2020/9/9
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FortiEDR BIRsRA & THRE

(

o8 X | &% Dashboard o ‘ O 49997 » EEMX130 X | 828 LearnmoreaboutFo X | #2% Fortinet SSO X ‘ HAE X @ Fortinet - Fortinet De. X + = X
< Cc 0 & fortinetdemoemea.console.ensilo.com/#/event-viewer n; » @
i ERER TW SE Lab Machine Fortinet FortinetZ& FTNT SE Bookmarks & VirtualBox == m.. [ Fortinet BR2=E... @ mEEWiIndowsE.. [ BEEEEEER. 4
DASHBOARD EVENT VIEWER Q FORENSICS Vv COMMUNICATION CONTROL v @ SECURITY SETTINGS Vv INVENTORY v o ADMINISTRATION 9 [ ] Protection v csheng v
EVENTS El | Search Event *Q || CLASSIFICATION DETAILS
H =: Exception Manager
< Back ID DEVICE PROCESS CLASSIFICATION DESTINATIONS RECEIVED LAST UPDATED ACTION
£ Suspicious Fmniner
|4 3424973 @ DESKTOP-UAAD2CG powershell.exe ﬁ Suspicious File Write Access  09-Sep-2020, 11:25:53 09-Sep-2020, 11:26:03 Q
X Threat name: Unknown
%8 User: DESKTOP-UAAD2CG\admin Certificate: Signed Process path: C:\Windows\System32\WindOwgPowerShell\v1.0\powershell.exe Raw data items: 1 Threat family: Unknown
RAWID DEVICE DESTINATION FIRST SEEN LAST SEEN USER! COUNT Threat type: Unknown
1662595536  DESKTOP-UAAD2CG File Write Access  09-Sep-2020, 11:25:53  09-Sep-2020, 11:26:03  ...TOP-U \admin 3

v ADVANCED DATA

erinit)
explorer #IT

1T

5 Create

Process
userinit.exe

3 . Fortinet

explorer.exe

RSk =%

(explorer. exe)

ﬁfiﬂ Powershel | ¥

6 Create

Process

o% q Fortinet - Fortinet ...

- BB Fort
- ERMBRERFAL

History

£ Suspicious, by FortinetCloudServices , on 09-Sep-2020, 11:26:02

DR CREEZHEET

12X (W: Powershell)
ortiEDR HNELFHIE

7 Write ﬁ

C—

File Encryptor

Process
powershell.exe

@ Block —_—
FEIARTINET

ChromeSetup.exe

x 3 2020 Q3 APAC Pri.. Sg Clean_Win10_EDR...

4; ZhongYou Virus Bl...

T4 05:30

‘5
A DV im 7z Q) ENG 2020/9/9

@0O®

B
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playbooks

-~

- -

I . ﬁ?ﬂlﬂﬁ.ﬂ:
PO AUTOMATED INCIDENT RESPONSE - PLAYBOOKS IR EE ,xiﬁf—-%lﬁf'aﬂ
Threat family: Unknown ‘\ 3
Threat type: Unknown ’ 0 ‘\
History G "= \\

# Malicious, by FortinetCloudServices, on 26-Nov-202(

o Semulaton Process ... 10FixX\Win10Fix.exel with PID 908 wa
device WIN-J3LTHD2H6UO once

ERLAER

o Smulaton Device WIN-JIL7THD2H6UO was isolated once

PUP. by Fortinet. on 26-Nov-2020. 03:23:17

Triggered Rules :

D

|k, HHEREEABE Wy
>

Mgy Exfiltration Prevention
@ Access to critical system information

@ Unconfirmed Executable - Executable File Failed \

< \ RS “ N
4
\

amn e 1
© Fortinet Inc. All Rights Reserved.
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Fortinet Cloud Services BifR BT B

=
=

System Health

3
=

Community Reputation

=

Static Analysis Behavior Based Big Data
N7
Static Analysis Flow Orchestrator Threat Intelligence

Enrichment/Telemetry

Peer Grouping

Response Orchestrator

O

Automated
Response

TR HHIET 3R

BN S EFE TE R DT

TEHEMEHBERE

I

# Malicious Fezmminer

Threat name: Kryptik.CTQItr
Threat family: W64
Threat type: Unknown

Automated analysis steps completed by Fortinet Details
History

< % Malicious, by FortinetCloudServices, on 30-Mar-2022, 01:06:47

Device DESKTOP-VM-BN was isolated on NAC TME-FortiNACz

o Process ...esktop\Ayfaga3.exe\ with PID 2572 was terminated at device
DESKTOP-VM-BN 4 times

File ...esktop\Ayfagad.exe\ was deleted on device DESKTOP-VM-BN 2 times
IP 104.168.44.45 was added to malicious IP addresses on firewall FortiGate

°

Triggered Rules

~ Rigy G3 Exfiltration Prevention clone
@ Malicious File Detected

@ Tampered Executable - Critical Executable was Tampered With

© Fortinet Inc. All Rights Reserved.

24




REEHEDREROE — BESRENRES
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a=n .
- = ensilofordev v DASHBOARD event viewer @D FORENSICS Vv COMMUNICATION CONTROL v SECURITY SETTINGS v INVENTORY v (@) ADMINISTRATION ()

AUTOMATED INCIDENT RESPONSE - PLAYBOOKS ASSIGNED COLLECTOR GROUPS

& _ # High Security Collector Group (0 collectors included)
NAME MALICIOUS PUP INCONCLUSIVE LIKELY SAFE Beta 4.1.0 (4 collectors included)
— E Default Playbook FoRrner (@ Cloud (2 collectors included)
NOTIFICATIONS (sent in protection and simulation modes) el Collectnriroipy (collsctons Mcliied)
o edrtest (1 collector included)
Send mail notification
emulation (0 collectors included)
Admin
emulation_a (0 collectors included)
Open ticket v v v _
Eugene-emulator (0 collectors included)
INVESTISRTION Linux collectors (2 collectors included)
| solate device with Coliector Il lior (1 collector included)
Admin lior Testing (0 collectors included)
Move device to the High Security Group lior333 (1 collector included)
! v 0O i )
CEREDATE Nastya (0 collectors included)
) oti (0 collectors included)
Terminate process
philip (1 collector included)
Delete file
PT (0 collectors included)
Clean persistent data _
ResearchTeam (1 collector included)
I.' adnns | shanitest (0 collectors included)
amn . )
N © Fortinet Inc. All Rights Reserved. 25
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f£ FortiEDR FiZ S LR EEZEREENEFZERY FortiGate By AUfK

-
=-= Default DASHBOARD EVENT VIEWER @ FORENSICS Vv COMMUNICATION CONTROL Vv e SECURITY SETTINGS Vv INVENTORY Vv ADMINISTRATION ! [ ] Protection v admin Vv

LICENSING CONNECTORS

ORGANIZATIONS
@ Add Connector ¥

v ;’E} Firewall : FG-60E_SSL

LISTS Firewall Enabled v

On-premise Core | fedr-core: 60.250.130.70:555 X ~

EXPORT
SETTINGS "
Details Actions
TOOLS Name |FG-60E_SSL Type | FortiGate v  Host [60.250.130.70 [ Port ‘20443 ‘ Block address on Firewall Address QFOUP‘FED-\ Blocking

SYSTEM Qapker (OraenEs ﬁﬁﬁ%%ﬁﬂjﬁ IP H)\Wi*
“ it BELHE AR 45 2R

Eiﬂ API ma FortiGate Iw*aﬁ (cancel) | (pelete

#scessesncsssssesscasnssssnnse

Key

INTEGRATIONS

AR q .
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RRZEMRHE B BN EH B ENME

COMMUNICATION CONTROL v €

FORENSICS Vv

DASHBOARD EVENT VIEWER @)

cvenTs o
B Export ¥ Hand :: Exception Manager
v All D DEVICE PROCESS ¥ CLASSIFICATION DESTINATIONS

* Malicious

powershell.exe (1 event) EVENT ID 335899
g @ WIN7SP1-192

SQBFAFgAIAACAEAAZQ... ¥ Malicious 185.199.109.133

SECURITY SETTINGS Vv

INVENTORY v ) ADMINISTRATION () ®  Protection v kmyang v

Showing 1-4/4 - -
Search Event vQ CLASSIFICATION DETAILS
RECEIVED LAST UPDATED
29-Mar-2021, 19:48:54 55
#F Malicious Femriner
29-Mar-2021, 19:48:54 29-Mar-2021, 19:48:54 @

Threat name: Unknown

D :: User: WIN7SP1-192\TestWin7 Certificate: Signed

ed0lebfbc9ebSbbea545af4d01bf5f10716618404... (1 event) ¥ Malicious
cloudnet.exe (1 event) ¥ Malicious
5.exe (1event) # Malicious

< ADVANCED DATA

Geo Location

RIMBE Ond BF

Event Grap

2 Create

1 Create

Process

Process
cmd.exe

explorer.exe

Process path: C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

Cmd FERY Powershel |

Threat family: Unknown

Threat typﬁFt‘EﬁR-’” Eﬂiﬁﬂ] FGT ;l%%%%ﬁ
ABYs 1P MAMIERZE

Raw data items: 1

29-Mar-2021, 18:57:34
29-Mar-2021, 19:07.... History

29-Mar-2021, 19:07-...

& Malicious, by FortinetCloudServices , on 29-Mar-2021, 19:49:17

o |P185.199.109.133 was added to malicious IP addresses on firewall FortiGate
FG-SE_Lab

Powershel | EatiEi5ERiEuL
IP_185.199.109. 133

FERTINET

Suspicious Application

3 Connect ‘[

Process
powershell exe

© Fortinet Inc. All Rights Reserved. |27




BRBlEAEENEED

7£ FortiGate Py Al BEENELRAVE

Eaaguy 1P BB AP R

e

Name Details Interface Fabric Sync Type Ref.
&% Bonjour 2240.0.251-224.0.0.251 undefined MulticastA.. O
@k EIGRP 2240.0.10-224.0.0.10 undefined MulticastA... O
&t OSPF 224.0.0.5- 224 Address I8 FortiEDR_185.199.109.133 undefined MulticastA.. O
&5 all 224.0.0.0-239| Type IP Range undefined MulticastA.. 0
88 all_hosts S9A0G-t 'FRanEe  JBIFAI0R1ISS IRn R e undefined MulticastA.. O
@& all_routers 2240.0.2-224 [j e , ) J ar?y A undefined MulticastA.. O
F Sync €@ Disabled

[=] Address Group @ |[~

T8 FortiEDR_7| References

= Demo_Malicious_IP

I8 FortiEDR 9
I8 FortiEDR 5| ¢ Edit

ts @ FortiEDR Event ID - 335899

1

© Disable AddressGr... 1

I FortiEDR_185.199.109.133

v B FortiEDR HWEIEFETHCS
v %3 FortiEDR AYEBREER 10T/0T RRME3Z3IT By Ak 2 EHEHBT 5 AV R

© Fortinet Inc. All Rights Reserved. 28




B4 FortiSIEM {35 F1F 58 B B i

AI/ML BB ITEASZ $HFE MITREATTQCK BLIELE, BB T E S L ESIFT R AE

pos @ EEN . WA i
P Al
81T iiﬂi
BERER  Elst v RERSE EEERSN FortiEDR {E ;EJ §|] *I] =] & 1 S Status: ERUT > 'O HfHEE: Last 2 Hours @@
Tctics: 2> | O Powershell HI1THIE L 10
S e Con Initial Acced ':J%L' *?i’ ,??_, gm E lI_L fﬁ Fq , i Defense Credential : Lateral Command And

Evasion Access Rlacoveny Movement Cdllection Control
e : @ @ ; @
@ 3

A HEE

®© A E a2 &

Exfiltration Impact

w2k12r2-ad .

laba

[
N
o
N
D
@

1 1

FDC-Decoy-WIN7

WIN10-Loco ) ®
211.141.78.56 1 1 1 1
195.211.29.229 3
www.abcd.z2.dcat.com @
www.xyz.z1.dca0.com ®
294 22Q 4772 AR
Execution Incidents for laba: [ 11 6
mbﬁ.f‘kﬁ mE—RBE - EESH ] ] L)t HEE AR A & B IR e RE
C t Event Type: FortiGate-ips-signature-23098
Jul 02 2023, 03:21:00 PM  Backdoor Found Execution 192.168.68.74 Smponen L ovent ypemoR LAt peIgnatne Active Open
Signature Id: 23098
Jul 02 2023, 03:21:00 PM  FortiEDR-Security-Malicious-Logged Execution,Defense Evasion A .. 192.168.68.74 User: admin Process Name: powershell.exe Active Open
Jul 02 2023, 03:21:00 PM FortiEDR-Security-Malicious-Logged Execution,Defense Evasion A .. 192.168.68.74 User: admin Process Name: net1.exe Active Open
- Jul 02 2023, 03:21:00 PM  FortiEDR-Security-Malicious-Logged  Execution,Defense Evasion 3 . 192.168.68.74 User: admin Process Name: net.exe Active Open

-~ .- . - e e S s e AN ARG

Copyright ® 2022 F«

L L) q .
m = © Fortinet Inc. All Rights Reserved. 29
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EDREESITREEZHNEH -F—TAIEE

2
4 ﬁg& EDR (Endpoint Detection and Response) i BIEEH 4R, HIEE T — RIS TS BIH T XE MM S . AIRIEE L L B S fELHE .
(AR AT BRI -

1. EER™ T WEEDREZFHMGMER, SESHEE. . R B RimeL. B REFHRNE.
2. ML HE RBEEELS BEMETOSHE, HEFEHEERRM. ENNRERAIRH TRMHEKE,
3. "RARE HELEARERAMMEHETRAN &, EvfeafE:

- SRR E, SHARMNEERAHGT

- R EHEMEREAREE B S, SEARMTAREE

- HREMNMIRRASIEE, THELLEESEMTREEEIRR B

- B E SRR, SEAEMN SRR

- EHM%Z S E&A (NIDS, IPS, SIEMF) ETBIRE S, 2MEHHERER
4. REBEETE BN ERER, SAEHMBREMMHEEFNZE, AT AESEUTES:

- WEEAD B B9 (130 I AR BURIBE. BREMMF)

- R ENE ERT (B BURE . RRARSE. RERESF)

- ATREANRREEE (140 BURRE . RitfEH. ZEEEH)
5. **#il E MEHHEIE RIBRIRETEHER, HIEREAEEIER, ErREaHE:

- ENFrfRRl 2 2 2 a0imRh, RE.E KB — D RN

- BB XIS, IDS/IPSFHF R £ 5% RAISKRES, LR IEFEREA%EE

-ERZEMT, BECHMIRR

- IRE R F2E R IEHEST

- REREEHEN, REANSRERE
6. “RIAEIE ™ EEHARER, FEEERAEMIRIAKE, UMEEUSE4MBREL, 5, EPETREFFNARTME FHTELRXNLEMERN,
BEUESITERE, BRERALUY EDREZEFHETANMERE, HALERENE ENRE.

[~ 30




FortiEDR MBI, BRIt ERESEH

2R, R, R, MR, =4k

Event Collection And Storag
Collect and store Activity Events of the following categories and Types

Process Start Thread Created Executable Loaded Driver Loaded Library Loaded Keystreke Consumption

Process Termination Process Creation

Direct Volume Access Direct Volume Write

File Created File Write File Read File Rename File Delete File Time Set
HTTP Request Socket Network Statistics Socket Connect DNS Query Socket Listen Socket Close Socket Accept
Key Created Key Deleted Key Renamed Key Loaded Key Saved Key Replaced Key Restored Value Created Value Read
Value Set

Value Deleted

m

Trace Entry Created Log Entry Created

Event Log Entry Created
31
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DASHBOARD

evenT viEwer @D

FORENSICS Vv

COMMUNICATION cONTROL v (D)

SECURITY SETTINGS Vv

INVENTORY v @)

10 51 121 49/5R718

0-0-0-0-0-0-0

ADMINISTRATION (@) @®  Protection v roy v
Threat Hunting
CATEGORY DEVICE TIME
Y All Categories v Choose v Last 24 hours v .
ehavior ( = ype ( ) = evice Name ( = arget Process ... | = rotocol (21 = emote | (VA = emote Port ( = arget Process Signed igned By ( =
Beh: 3907) =) T 2161981) = Device N 2161981) =] T Pi 33395) =] Py 21152) =] R P 21152) =1 R P 21152) =T T Pi Si Si B 33395) =)
credential access 3052 File Read 826453 lior-newpc 1660993 chrome.exe 6690 tcp 18267 3.222.249.36 1 636 1 v Signed 33075 32196
discovery 855 Executable Loaded 735967 ensw-lap153 350083 proxyhost exe 3927 udp 2885 8.241.17.254 1 993 1 - Unsigned 320 engineering 639
File Write 259258 ensw-lap149 97660 teams.exe 2398 10.0.0.30 1 5000 1 empty 320
File Create 136152 ensw-lap119 37322 svchost.exe 1715 10.0.0.138 1 5353 1 information technology 78
File Delete 105581 einat-pc 10816 backgroundtaskhost.exe 1509 10.51.102.170 1 10443 1 acrobat dc 75
V¥ More (5)
All EDR Events (2.16M) Process (771.6K) File (1.37M) Network (21.2K) Registry Event Log (1.5K)
—
[I[I[I Customize 1 E:} File Read
X Summary > chrome.exe 2020-Sep-16, 13:05:13 §TC
Category Time v 0s Device Name Type Behavior Process And Attributes Target Event Attributes
[=] Status @ Disconnected Internal IP 10.51.121.49,192.168.116....
@  2020-Sep-16 ENSW-LAP119  Socket Conn chrome.exe v 2001:4860:4... 35900 0 booooess sty —
P 13284 0:0:0:0:0:0:0:0/64983 2001:4860:4860:0:... LIOR-NewPC Uptime  3d, 3h, 49min, 38sec s
. Source PID Path Hash
= 2020-Sep-16... LIOR-NewPC File Read chrome exe I £.000474 53584 Userslior\AppDatal 3 chrome.exe PID-53584 v
Souce PID - Path Hash Path C:Program Files (x86)\Google\Chrome\Application\chrome.exe
E: 2020-Sep-16... ENSW-LAP119  File Read SelfElectController.exe v downloader... 3696 = ProgramData\LAN =
g : Executing user ENSILOVior
S A T n Product Google Chrome
o 2020-Sep-16.. LIOR-NewPC File Read chrome exe v f 005f5b et 5 : =
03 = 53584  UserslliorAppDatal.. SHA1 943A2D62A7AB288B239DCE90AEAFT5ABT155C642
— - - . Command line —type=utility —-utility-sub-type=network mojom.NetworkService —field-trial-
@ 2020-Sep-16 LIOR-NewPC  Socket Close chrome.exe v 0:0:0:0:0:0:0:... TSRt et

handle=1632,5379426322936354670,3234879161765688624,131072 -

© Fortinet Inc. All Rights Reserved. 32




BRER R T KRGS
B;G - Al 7 Inconclusive Maﬁous SaEf: @
Fottinet Cloud Service £ L

(FCS) Sus;)ibc:ous PUP Likely Safe — |RE|%
T e 3. RIS HIERR 5. BFRE Y EERRE
& SRERE
Malicious
B BURER R WEEE © ©
Inconclusive q:Eﬁ 4 E@Jﬂﬁ[ﬁ”ﬁ

_ 1. G EN R AR,

GETE TR EXWERET, BrURENEREXMTHTRER

<> ADVANCED DATA

8EARXER 10. BRI R AR
FIAITHE
" - 0. 11EEEA
5.3 T1EE 6.2 ITHER 7.RIIER RAMERIEE HIFEFF
® - |®O - O =}V '} e @
AT E S AT R PATFE RS BiTrRUES .
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SRR

2.

3. Hhvs = All components on-prem (with FCS

Z s = All components in the Cloud

JB4A = On Premise and in the Cloud

connection).

=]
=]

[

=]
0
o
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: 343
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@ IR IR ERE B MEEIE | ERMBEEE
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PN

IT EXPLAINED 237228 Webinar
Z iV
L= A

Delivering origin-bound one-time codes over SMS
Proposal

To address this, we propose a ightweight text format that services may adopt for such
gats It begins with (optional) human readable text. After the human readable text bath

single line, with sigils denating which is which. This is the last ine of the text. Heea's an @

747723 15 your Fosar asThestication cofe

#fosbar. con WIEIT2S

BERIRHOTPREABRE
£ #Googleiﬁ

CISA STATEMENT ON

IRANIAN THREATS
¥ CISA

BEX P FE | BN BMERRRE
a3

fl+ZEHESEE -
OJAE S ENAMBR IN TR
EXSETRENIRIRCHERES

== gEFHES
#x R EESRH

iThome ik Esaitin iThome Wi &Ensibi

IT EXPLAINED 2% 2 Webinar

=
By ¥ l“i'
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v

w2

it
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I,
iz
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WmrRetxw EN
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FFeo) » SRS » 321 ARSI

SRET -

ﬁ‘ﬁl 5 58 0T WE NG 2N M8 ¥R R0 W EL S Y
2 W @4t N RIS IR 17
R AN SNE > ABIRIRH -

MWD » SFNREHAAE D
USE /5 Wy 300 &8 S SR

NFISRENTS o

iIThome 7% =ESaiE =HE Al Cloud

IT EXPLAINED £#7=8l Webinar

R ZEE

Windows ios Android

MS Edge Brave Chrome
o
- Tonch yeur bey.
. =
H
GitHub | WebAuthn | EBE%SE

GitHubERERTLEES
TEEREREE2H -
ERE - SHRBRS

GitHubfRIZBEAEREZZ2R=E &
Windows - macOS#DLmuxJ:fTFirefox
FiChrome R E2RZ5EEH

‘ Jovarmy Burge 1O © =
For years Facebook claimed the adding a
phone number for 2FA was only for
security. Now it can be searched and
there's no way to disable that

BE | =E=HE|2FA [ EZ

B 2fAF IR IRIB Ol AEE R
B#RE[ALZLR - A
RS
ErERRREEPTEERRREER

(2fA) BARIEERSE  RELINEE
SX7% NETEASBRBERFEE

DevOps

Bz - Wag- H#- SE5ES

BEEBERBAWSEEEEES ModermnWeb' 21
How Android phone's security
key works with iOS devices o O e
= - ":i e
90 o i
= °

°
ife

=532 | iPhone | 2FA

7S\

AndroidB92FAE R INEE
IEBRIIOSEE

Android 72 EF BT RREERSE
iPhone ~ iPad ERIGoogletRSEEA « R

EERERBESAndroidF#R

93 W $3ensy iz 0 Sdn Liine ¥
T

HeaBs
Yahoo

PR - dBFEARALHE
REMRNEHEE - EE
FSEN HAL TN T
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F5:E | 2FA | X &2 288 (google | B85

,m'

Google?ﬁ‘-’:iﬁAndrond 7L
EFFRE2FAZZ S8

;:%IAndroid 700 E&ERNFHE . £
/0 =7

HEFETE FZFIDO 2/WebAuthn’fE
E?;:%‘“ﬁ EERBNEEEE:

. L
o}
| st groge
NeIE | SRE®RE | 2FA

FEARZE R GmalliF[l
Yahoo Maili& 8B xN15 2K
BEPAEE EFETE
iE - HEALTNES

HEEFEEEEEEORIGMaIlT
Yahoo Mail @8 , SR F BEeE0ESE -
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iThome = %z iIThome %=

GoogleiiFaHI AFRENRIRERE 8iFIDOSEQIRENRIE, FoltiRiT LIS S ERIRA

GooglefE 2 EEkFTE H S & BAuthenticator App * Google Titan2lEGoogle Sr

R - WA~

Em&isfit HE Al Cloud DevOps

Em&ikin HFE Al Cloud DevOps I8 -  BHBEERMN

B AGoogletE ¥ #E —BR B 5 SBTHSHBAEELES (SBFIDO ) ESFUARRBHM  BREMEPLRARF RS HBAApp » B
AFIDOE%E \ IEEEEL  LIEHERBS/BRNE - SESHET  ENEHEEEELNEAAA
St/ W% | 2021-05-07 %% Z RELBRESKREESHADO  BIEESRT -

X/ TEE | 2021-06-15 %% v 2665 E=&UNILlINEsEA=] E

®

SUMMIT
aws
> ONLINE

Gosgle FIDO AUTHENTICATION f o [N
2-Step Verification
£

Arey EEEE BRAER

Challenge
2 K o sp2AmEEs [ |
Authenticator
Chr ™ =
iTheme: @
a2 RREH iThome BATHE
No, |
Require user gesture Private key (handle) / vV R66E
before private key can per account (Signed) Response Public key
be used d
A GoogleiRERERE (21
FEEEE (two-step verification »  (FEE  EEIE /FIDO Alliance ) : ]
Scrum Master{E B CoachingfiEEE
3z B F 9 B3 i BEAMNATFREETEE £ HRTESRE
il %:;g;g;als GooglelESEFEEEIR2SV - SO kB ‘ Z=E8H  EEEMHETHNSHAREEREET  BE—AEHEEFE EEEEY  HESERG?
flpopn = Businesssecuiytomeet  SSHSNNN BESETHSNHARELEE (WELMADO) - SERESE il e
e L e " N L . EERERRADPERESTIH RS
GoogleBMERFX 2 ERER kaspersky A (6/15 ) EFRERFIDOEFERE - EEEEmME R TR |
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25 safety.google/intl/zh-TW_tw/authentication/passkey/

Google Z2HIl)  @E Google ERFANIESS TLUEEHE NETL ERS ERTe

Z2EEENE > ABRZERES > BE > FESS

BT YN Google RS, &2

https://safety.google/intl/zh-TW _tw/authentication/passkey/ FE? 1

DISSE0 IS, HREMETENENEE, RERSEWE
kRS %ﬁ;’é@ﬁ%ﬁﬂﬂﬁj@% )\ BN RNEEERSY) PDF BT
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F|D0(Fast|Dentuty0n|me)H§%E§[7]E1§ nal BnEREEEE |, UEBAMBAEHZEENEREKRTE, FIDOR R R EER

SRR EEREIE MBS . FAFESE, FIDO & AFIDOEBBIFiHIE M —EMRKHEAELE, EAEEEZEARES
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o]sE ££EFE2E (Two factor Authentication)

e

A ——— ———

Something you Something you
Know have




SRR EANE

» Z1x1EB) token 12%E, EEFRIHIERAFT K

« & OATH 15 TOTP (time) based tokens

(FTK200)
« USB certificate tokens (FTK300)

« 3@ FH Android, iOS and Windows MobileR
FortiToken Mobile

« SMS Ed Email BHEEZTE. Token
Passwor d
JEFHELE @ LOGIN

« Windows/Linux {a] Bl 25 2 {& A B RS B9Z& A
o« {E{aI Al LLiFE B Radius @ E B8 2k
e FortinetE% B i & 18 & AB2E

 VPNE R E FE B ARRE

SR

Mobile

)

| \om

Support for wide
range of secure

N

Physical \

authentication

API

methods

Certificate
(BYOD)

=,

Tokenless




FortiToken Current Portfolio

FortiToken Mobile

FLiRTINET

Multi platform OATH OTP
application with push notification
of login attempts and one tap
approval

FortiToken 210

’ F ATINET
falel ’

Integrated with FortiClient™ and
protected by FortiGuard « OATH
TOTP compliant « OTP Timer ¢

FTK-210 is FIPS 140-2 compliant

FortiToken 310

Driverless USB device n
High-performance smart card
chip n FIPS140-2 Level 3
Certified n Windows, Linux, and
MacOS supported

FortiToken 410

FIDO-enabled client
(FortiClient) and browsers,
or captive portal with
FIDOenabled browsers n
Protects users from
phishing, password theft,
and replay attacks
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= EENFI

* Click to edit Master text styles

* Second level
* Third level

5 53 5 Al

SaaS
] Office 365

Managed
Endpoint

&
2 e
o=

Authentication

MFA

MFA aaS

NG Eifs
LTS

Data Center

2020 2021

48



RKPEE, TL2FN

Go gle ] Office 365

AR SaleyQ)fCe-COm FortiAuthenticator

(*Web)
Authentication

‘/.

MFA aaS

FortiToken
Cloud

2FA

u 384629

FortiToken

PRAR IR

Establish identity through user
log-in, adaptive, certificate,

and/or multifactor input in privileged access

*(Web) Authentication: SAML2, oAUTHZ2, OIDC, RestAPI

Provide information from
authentication source for use

O
A
Kerberos
RSSO
System of Record enerie RADIUS Accounting
integration wRoure Syslog
(Network) ©ﬁ FSSO @
Authentication | L.
Employee
(Certificate)
Certitcate) [ [— é
\ Guest

Certificate Server
(CRL, OCSP, SCEP)

Improve security with improved
user experience, i.e. reduce user
login fatigue

© Fortinet Inc. All Rights Reserved.
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2FA Native Authenticon in FOS for: .

IPSEC VPN SSL VPN

— [ \l -

Captive Web FortiGate Admin
Portal Authentication

FortiToken Common Use Cases



SRILRE R AR BT 7 EaEE

= Click to edit Master text styles

» Second level

= Third level
» Fourth level

= Fifth level . . .
L
TRy

| FEXRTINET

-~

ForiTFAC Version:1000.
Service Status: Connected

|-

: = o =
. _§wntch User— )
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SAML

Access Limited to Authorized Personnel



FARANESER - E—5 5785

Technology Partners
PRE-VALIDATED. DOCUMENTED.

adWs HE Microsoft ) ORACLE: NUTANIL

BT Azure Alibaba Cloud

0 Guardicore U MCAfee fi?; Pulse Secure: Safe- L SentinelOne




FAC SAML roles and Use Cases

« FAC IdP
- |dentity centralized and stored on-prem on FAC (1%t factor)
« FAC 2FA with single Fortitoken and single app (2"¢ factor)
« SSO to multiple internal and external services/applications

- FACSP
- Identity centralized and stored at cloud identity providers (15t factor)
 Cloud IdP 2FA with single Fortitoken and single app (2" factor)
» Push user + group membership + IP via FSSO to Fortigate

- FAC “IdP Proxy”

- Identity centralized and stored at cloud identity providers (15t factor)
- FAC 2FA with single Fortitoken and single app (2"¢ factor)

« Customer using FAC and Fortitoken already for other use case (e.g.

hybrid on-prem and cloud users)
« SSO to multiple internal and external services/applications

.. © Fortinet Inc. All Rights Reserved.
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Why do we need FAC IdP proxy ?

Azure AD tenant 1

Azure MFA app

A\ 4

> Azure MFA app

Azure AD tenant 2

Not supported !

SAML Azure AD tenant 1

I / _Google

=+ G Suite

FAC \ b

({0
\ 4

Internet

~
~ B

Azure AD tenant 2
- © Fortinet Inc. All Rights Reserved. FTK

55



SAML IdP Resolution for IdP Proxy with multiple
external IdPs

« SAML authentication — users belong to multiple IdPs databases

* FAC “Routes” the authentication to the right IdP based on user

domain

FortiManager-VMé4

o |
0 |

Login with Single Sign-On

e

admin-test@gselab.info

Next

john@csefac.onmicrosoft.com

eeeeeeeee

okta

Sign in

kimall_‘ phone, or Skype

ssssssss




= :RTINET

OAUTH / OIDC




\
OpenlID Connect (OIDC) introduction creo o R

I

« Standard used for user-authentication
(https://openid.net/specs/openid-connect-core-1_0-final.html)

« Based on OAuth 2.0 framework (RFC 6749)
 Uses REST/JSON
* |ssues Access Token

* Authorization code flow

- OIDC

» Specifies authentication flows

* |ssues ID Token which contains Claims which are used to communication information about the End-user
(similar in concept to SAML “attributes”)

 Used for SSO - similar to SAML which uses XML instead of REST/JSON — but not limited to web browsers
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OIDC - details

» Concepts
« OP (OpenlD Provider) is the server - user repository and “authorization server” (IdP equivalent i.e. FAC)
* RP (Relying Party) is the “client” — application (SP equivalent)
« End User is the equivalent of OAuth “Resource owner’— smartphone app or web browser

3 flows
e Authorization Code Flow with optional PKCE
 Implicit Flow
« Hybrid flow

= © Fortinet Inc. All Rights Reserved. 59



OIDC “Authorization Code” flow

» Uses Oauth 2.0 “Authorization code” grant type flow response_type=code (scope includes openid)

» Steps (as per OIDC standard 3.1.1) [ TEr——
. . ) .. Authorization Request —
1.  Client prepares an Authentication Request containing the _@ _____________ » & Authorization
desired request parameters. Endpoint

Authentication
Authorization

@\->

- ¢

2.  Client sends the request to the Authorization Server.
3.  Authorization Server Authenticates the End-User.

A 4

4.  Authorization Server obtains End-User T
Consent/Authorization. /,—@

5. Authorization Server sends the End-User back to the Client [ autnorization cOde]..‘_’(’E\ Token Regr .. .
with an Authorization Code. \J"““%-;Ei‘i{{__b ST

6. Client requests a response using the Authorization Code at _ g f Endpoint
the Token Endpoint. [ IDToken | *__,,—®'

7.  Client receives a response that contains an ID Token and [ Access Token |

Access Token in the response bodly.

8. Client validates the ID token and retrieves the End-User's
Subject Identifier.

9. RP can use Access Token with the /oauth//userinfo/
endpoint to retrieve more info about user
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Primary Goal

Token Type

Relationship

Use Cases

Key Differences Summarized:

Authorization

Access to resources

Access token, Refresh token

Foundation for OIDC

Accessing APIs, authorizing apps to use resources

© Fortinet Inc. All Rights Reserved.

Authentication

User identity verification

ID token, Access token, Refresh token

Built on top of OAuth 2.0

Logging in users, verifying identity
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Identity and Access Management Use-Cases
SSO Cloud Apps Two-Factor Authentication Using SAML 2.0

Standardization

Provides Seamless Cloud Authentication.
Supports SAML 2.0 IdP-Initiated,
SP-Initiated and IdP Proxy flows

SaaS
salesf)rce.com' 23D

ORACLE  (Gongle
] Office 365 G Suite

e“\Q\
Improved User Experience W
Users sign-in Once, No further g <) ‘ ©
Authentication to Use other Cloud Apps LD Aty

@ ® Seco

Increased Security L entong,
n

A Single Point of Authentication with
Two-Factor @ Access Granted

AR
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{ERREE -

RECRHE—F AL

Provides Seamless Cloud Authentication.
Supports SAML 2.0 IdP-Initiated, SP-Initiated and

|dP Proxy flows

RO E A A

Users sign-in Once, No further Authentication

required to use other cloud apps

MR = —REFRHEEIERE

A single point of strong authentication, minimizing

the overwhelming password syndrome

—Z AN EEEFERE

" sales Jf)rce com /DD N\
ORACLE GO gle
] Office 365

P \ N Y
y . :
N
@
®

Primary
Authentication

FortiToken
Cloud Aw

e FortiAuthenticator

© Fortinet Inc. All Rights Reserved.
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802.11be — Extremely High Throughput (ETH)

IEEE802.11 11b 11g 11n 11ac 11ax 11be
L Non-HT Non-HT HT VHT HE EHT
;3’;:;‘:'3““ Vector | \on-High (Non-High (High (Very High (High Efficiency) (Extreme High
Throughput) Throughput) Throughput) Throughput) Throughput)
Definition 1999 2003 2009 2014 2021 Planned in 2024
2.4 GHz v v v v v
Freq. 5 GHz v v v v
6 GHz v v
Bandwidth [MHz] 22 20 20/40 20/40/80/160/80+80 | 20/40/80/160/80+80 | 20/40/80/160/320
Maximum
throughput rate 11M 54M 540M 6.93G 9.6G 30G~
[bps]
BPSK
BPSK
BPSK BPSK i QPSK SR
Modulation scheme DBPSK QPSK Sl 16QAM 160AM 64QAM
DQPSK 16QAM 16QAM 64QAM
64QAM 256QAM
64QAM 64QAM 256QAM
256QAM 1024QAM 1024QAM
4096QAM
8 Steam 16 Stream
Stream 4x4 8x8 OFDMA OFDMA
320 MHz

802. 160V HZ:
802.

11be
MHz 11ax
o v s
r 1 1Y
|| |

Wider Channels

802.11ax

STA

TT-TT
- —

8 streams

J

=

802.11be

STA

\

AP

T

1 6 streams

More Special Streams

802.11ax

1024QAM

(10 bits/symbol)

802.11be

N

4096QAM

(12 bits/symbol)

More Symbols
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Need for Speed

Standard

Max Speed with
1 Spatial Stream

Max Speed with
2 Spatial Streams

Max Speed
with Max #
Spatial Streams

Wi-Fi 4
802.11n

150 Mbps
300 Mbps

600 Mbps

) O 1

Wi-Fi 5
802.11ac

866.7 Mbps
1.73 Gbps

6.92 Gbps

%13

A

Wi-Fi 6/6E

B02.11ax

1.2 Gbps
2.5 Gbps

9.6 Gbps

x 4.8

Wi-Fi 7
802.11be

2.9 Gbps
5.8 Gbps

46.4 Gbps

© Fortinet Inc. All Rights Reserved.
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((e)) FortiAP Series

Protected by FortiGuard Protected by FortiGuard

802.11ac 802.11ac 802.11ax 802.11ax 302.11be
w1 w2 Wi-Fi 6 Wi-Fi 6E Wi-Fi 7

FAP SUFFIX FAP SUFFIX FAP SUFFIX FAP SUFFIX FAP SUFFIX

C E F G K

SUNSET SUNSET SUNSET SUNSET SHIPPING
NOW

. This content is shared exclusively with the CTO Office and Product Management teams and is considered void if transferred to (or presented by) anyone outside of this group.
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(e Wi-FI Evolution

Standards Evolution

Wi-Fi 5 Wi-Fi 5 Wi-Fi 7
256 QAM (Wave 2) LK QAM
WPA2 Security | + DL MU-MIMO {&xt) 320MHz Bandwidth

Multi-Link capabilities

Wi-Fi& Wi-Fié6 Wi-Fi 6E Wi-Fi 6E
64 QAM 1024 QAM + 6GHz operation (Wave 2)
| Dual Band DL MU-MIMO (8x8) More 160MHz + Uplink MU-MIMO
OFDMA
WPAS Security

Spectrum Evolution




(((o Key Technology Advancements

Wi-Fi 6/6E Improvements Over Wi-Fi 5

1024QAM More Spatial Streams
DL/ UL OFDMA DL / UL MU-MIMO (20% PHY rate boost) with 8x8 MIMO

W

A/
E
b

Extended Range Target Wake Time WPA3 BSS Color Tri-Band Support
B N
8 S TR
] [ ] ]
) ® &
Better Performance Better Security
* Multiuser, multiple input, multiple output (MU-MIMO) » Wi-Fi Protected Access 3 (WPA3)

» Orthogonal frequency division multiple access (OFDMA) « Simultaneous Authentication of Equals (SAE)
» 1024-quadrature amplitude modulation (QAM) * Protected Management Frames (PMF)

amn
- = © Fortinet Inc. All Rights Reserved. 69



(((o Wi-Fi 6/6E/7 Advancements

OFDMA

w user 1 I l ul! Channel 1
WiFi 5

social media

O FD M s [—J - |_w Channel 2

live online

user 3 \," Channel 3
web surfing B
WiFi 6

O FD M A 215‘523 r_— : - Channel X

Orthogonal frequency division multiple access (OFDMA): Divides a Wi-Fi channel into smaller frequency
allocations known as resource units. This allows an AP to communicate with multiple clients by assigning
them to specific resource units.

amn
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(((o Wi-Fi 6/6E/7 Advancements

MU-MIMO
OFDMA
[510) /@v@j&@
MU-MIMO
=
610) [oloI=xC"

Multiuser, multiple input, multiple output (MU-MIMO):

Ll
=]

-

OFDMA

» Improves performance & efficiency
* Reduces latency
» Suits low BW applications

MU-MIMO

» Boost capacity

* Provide High speed connectivity
« Suits High BW applications

Allows a Wi-Fi AP to communicate with multiple devices simultaneously, improving the overall Wi-Fi experience.
MU-MIMO can significantly improve throughput in high-density networks, even in those that use bandwidth-intensive

services.

© Fortinet Inc. All Rights Reserved.
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:\“ =i 7 — Multi Link Operation

* Wi-Fi 7 can deliver massive throughput
gains

WiFi 7

« Thanks to a wider channel and capacity
gains from 6 GHz spectrum.

» Wi-Fi 7 can deliver peak rates of over 40
Gbps, a 4X increase over Wi-Fi 6/6E. , _ N
Single Link Multi-Link

» Wi-Fi 7 introduces multiple combinations
of multi-link options that can significantly
increase throughput and reduce latency.




MLO - Multi-Link Operation Goals

Single Link

Higher Speed, Lower Latency, More Reliable
Multi-Link Operation.

Traditional Wi-Fi devices use a single link to
transmit data.

With Multi-Link Operation (MLO), Wi-Fi 7
enables devices to simultaneously send and
receive data across different frequency bands
and channels to increase throughput, reduce
latency, and improve reliability.

Beneficial for emerging applications like
VR/AR, online gaming, remote offices, and
cloud computing.

Multi-Link

6 GHz

5 GHz ‘l‘l

2.4 GHz

WiFi 7

Goal MLO method

Higher Throughput Link aggregation
Lower Latency Link steering

Increases Reliability Link redundancy

73



Multi-Link Modes

Data Aggregation ..

6 GHz
D Aggregate Data
SGHz

Data Redundancy > ]

666666

Link Steering > [

- = © Fortinet Inc. All Rights Reserved. 74
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6 GHz Support WPA3 only

No more “open” unencrypted SSIDs — They will be replaced with (OWE) Opportunistic Wireless Encryption
No more PSK security — Replaced entirely with (SAE) Simultaneous Authentication of Equals

Also will be required (MFP) Management Frame Protection

No backwards compatibility with WPA2 or OPEN — NO transition modes o I ’ of . ‘

"*I
VUV v

S
o

SAE commit

SAE commit

SAE confirm

SAE confirm

E:E ):PERTs 2023 © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 75



WPA3 - Highlights

WicD

WPA3

* Next Gen Wi-Fi security from WFA, simplifies and enhances Wireless security

« Robust Authentication, greater cryptographic strength — more protection regardless of
password complexity

* Disallows legacy protocols (TKIP)
* Requires PMF
* Transition mode with WPA2 (same SSID with same PSK WPA2 and WPA3)

* Forward secrecy — SAE handshake means PMK cannot be recovered if password
becomes known

 Easier, secure onboarding of loT and Wi-Fi networks
 Higher level of protection in Open Networks (OWE)
 Optional min 192-bit security for sensitive environments

* No susceptible to KRACK (replay attack) vulns



Wi-Fi 6E/7 Different Securities on Different SSIDs

5 GHz Channel (32) D 6 GHZ Channel (101)
SSID: Employee SSID: Employee
No backwards WPA2-Enterprise (802.1x) WPA-3-Enterprise (802.1x)
compatibility
|egacy Support SSID: BYOD SSID: BYOD
WPA2-Personal (PSK) WPAS3-Personal (SAE)
WPA-3 on 6 GHz SSID: Guest SSID: Guest
and WPA-2 on Open Enhanced Open (OWE)
5GhHz
SSID: loT _

WPA2-Personal (PSK)



@F) countries Enabling Wi-Fi in 6GHz(Wi-Fi 6E/7)

LIANC

Countries Enabling Wi-Fi in 6 GHz (WI'Fl GE) Most recent updated information on
countries adopting to Wi-Fi 6E
B Adopted 5925-6425 MHz B Adopted 5925-7125 MHz around the world.

Il Adopted 5925-6425 MHz, Considering 6425-7125 MHz o .
https://www.wi-fi.org/countries-enab

ling-wi-fi-in-6-ghz-wi-fi-6e

B Considering 5925-6425 MHz

amn
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https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e

-Fi 6E / 7 — 6 GHz Frequency / More Channels!

60 MHz of Spectrum More than 2X channels!
3 x 20 MHz BAA Fourteen 80MHz
[\

1 x40 MH
X z channels!

Z

500 MHz of Spectrum

25x20miz | AAAAAARA ! AAAAAAAAAAAAA | AAAA
12x40MHz ¢ [\ \[Z\F\! JFVEVEVEVEVEN o [V
6x80MHz | [ \/ \ ! [ \/ \/ | | A
2x160 MHz | [ \ ! | \ L :
5170 5330 5490 5730 5735 5835
MHz MHz MHz MHz MHz MHz

1,200 MHz of Spectrum

59 x 20 MHz ?llllllllllllllllllllllllllllllllllllllllﬂllllllllllllllll

29 x 40 MHz vV v\ vV ViV \[ VYA V

14x80 MHz | \/ \/ \/ \/ \ \ \/ \/ \/ VY. \/ \

TX160MHz | : \/ \/ \/ \/ \ \/ ) .
5925 6425 6525 6875 7125
MHz MHz MHz MHz MHz

amn
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Puncturing in 6GHz

UNII-5 UNII-6 UNII-7 UNII-8

E:E ):PE RTs 202 3 © Fortinet Inc. All Rights Reserved. Proprietary and Confidential. 80



((#) 6 GHz AFC ( Unlicensed band )

Evolution

« The 6 GHz band has been traditionally licensed for reliable Point-to-Point microwave
communications.

« In 2020, due to increasing demand for high-speed, reliable internet access,
« FCC enabled unlicensed use of the 6 GHz band, significantly increasing the available spectrum
for Wi-Fi and other applications.

« Only a Low Power operating mode for Indoor-only (LPI) use was authorized without any specific
interference analysis requirements due to heavy usage of P2P microwave communications.

« FCC also specified a Standard Power (SP) mode that can be used for indoor and outdoor
applications, as long as the system is under the control of an automated frequency coordination
(AFC) system.

* Where an access point must register its location to a central database, which looks at nearby licensed
usage and returns allowed frequencies and output power to the APs



AFC - Automatic Frequency Coordination

- AP checks-in to AFC provider

- Reports coordinate

Contour

/

- Request a channel

Contour
- Check with list of channels

already incumbent

- Make sure it doesn’t interfere
with incumbent

. Operation disallowed Incumbent FS transmitter
- Check in once a day

i © Fortinet Inc. All Rights Reserved. 82



6 GHz AFC

QCA Partnership

((®)

Qualcomm

Enabling 6GHz standard power indoor and outdoor operation for superior customer experience

End-to-end Solution

Turnkey implementation of Cloud

Service and AP Agent with end-to-

end validation and certification

Standards Based

Enabling interoperability across
devices complying to standard
defined interfaces

QCOM 6GHz AFC Solution

Cost Effective

Accelerating 6GHz adoption to drive
cost lower with economies of scale

=

Scalable

Designed to scale to millions of units
meeting local regulatory requirements

© Fortinet Inc. All Rights Reserved. 83



AFC Providers

Open AFC, same as open wi-fi https://telecominfraproject.com/open-afc/ .

Growing around the globe.

Broadcom, google, Wi-Fi Alliance are all looking into it as becoming an AFC Provider.
Fortinet using Qualcomm Worldwide as AFC Provider.

Technology already used in cellular, just extending into Wi-Fi.

AFC takes a proactive approach, compared to DFS, more of a reactive approach.
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Range Differences Between 5 GHz & 6GHz

However MU-MIMO
will help make up for
some range loss!!!

Is one to one replacement
recommended?

* One AP per room in hotel
deployments may be

40 dB path loss: 2.4 GHz
acceptable.

 Home deployments may be
acceptable

« Enterprise and High density
deployments planning is
needed 49 dB path loss: 6 GHz

47 dB path loss: 5 GHz

© Fortinet Inc. All Rights Reserved. 85
- . v



:.\?‘ Wi-Fi 7 — Higher Modulation

WiFi 6 o WIFT 7 502110 " oduintion soome callod 4K

modulation scheme called 4K
QAM.

10 bits/symbol 12 bits/symbol

* Increases throughput and
capacity.

* Transmitter should be more
linear in amplifying power.

* it requires high SNR in order to
decode the bits at the receiver.




Wi-Fi 7 4K QAM Reality

Wi-Fi 5 Wi-Fi 6/6E Wi-Fi 7
N

LA A AL A L R R R R R R A A R LA R A A L L)
LA A AL AL A A L A R A A A A LA A A A R R A A A A )
AL A AL AL LA A L AL R LA AR A R A A R LA L Ll
AL AL AL A A LA A A A A A A LA A A A A A A A L L)
LA A AL A L A R A R R A A A R LA R A A R A L L L
LA A AL A R R R R R R R R LA L
A A AL A LA R A A A A A A R LA A A A R A A A A A Al
A AA AL AL A A A LA R LA A A A A A A L A L L))
(AR AL A L R R R R R R LR R R R )
LA A AL A A A R A R A A R A A LA A A A A AL A L)
LA A AL A L R R R R R R R R LA L L L L)

LA A AL A L A R A R A AR R R LA A A R
LA A AL AL AR L A A A R LA LA AL AR A A L L]
LA A AL A L A R A R R R R R R AR R R R A A A R L
A AL AL A A L A A A A R A A A A A A A A A A L )
BEBAARBBEEEEIEES

WV

LA A AL A L L L L L L L L L
A AA LA AL R A A A R AR A A A A R A A R A A ]
LA AA LA LA A LA L A A A A R LA A A A A R A A A L L L)
A AR R AR R R R R R R R LR R R R R R R R
LA A AL A L A R L R R AR R R LA A A A A R
LA AR LA R L R R R R A R R R LA R R
LA A AL A L A A A R R A R R R LA A AR
LA AR A A L AR L L A A R AR LA A A A L
LA A AL A L A R R R R R R R R LA R R R
A A AL AL A A L R A A R AR A A R A A A A R A L L)
AR AR A R A R R R R R R R R LA R R L )
LA A A LR L L R L L LY
LA A AL A L L L L L L)
LA A A L A L R L
LA A A L L L L L L L L)

LA A A A L L L L L)

N

\..................,

I..................\

WV

256-QAM 1024-QAM 4096-QAM

256-QAM - SNR of +/-25dB  1024-QAM - SNR of +/- 32dB 4096-QAM — SNR of +/- 41dB
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LPIl — Low Power Indoor

Wi-Fi 6e 6 GHz does come with it’s
contains

- Aside of higher band spectrum and higher
path loss.

- AP and and clients are put in an
asymmetrical power level.
- Max EIRP for indoor AP’s is 30 dBm.

- Max EIRP for outdoor AP’s is 36 dBm.

- Yet clients are only allowed to have a
max EIRP of 24 dBm.

Low-Power APs: 30 dBm
PSD is 5 dBm/MHz

»))) @

LPI Clients: 24 dBm
PSD is -1dBm/MHz
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Wi-Fi 7 Into Reality

There was noise of 802.11ax Draft back In
2018.

However, 11ax didn't really mature until
about 3 years ago.



(@) 802.3at vs. 802.3bt

802.3at 802.3bt

30 watts PSE - Power Source Equipment 99 watts PSE - Power Source Equipment
25.5 watts PD — Power Device 71 watts PD — Power Device

Uses 2 pairs out of 4 pairs to transmit power Uses all 4 pairs for power transmission

] 802.3af — 15 watts PSE w/ 13 watts PD” © Fortinet Inc. All Rights Reserved. 90
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