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資安威脅正 AI 武裝化，犯罪即服務  (Crime-as-a-Service) 讓攻擊更容易得逞

別讓人力去對抗新型態資安威脅

讓機器去處理適合機器處理的問題，將寶貴人力放在核心業務上

透過 AI-驅動的安全營運防護，填補零信任框架下的資安人才需
求
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     AI / 機器學習：可以用來做些甚麼？  

Dim1 

乾淨的檔案
惡意的檔案

惡意軟體的各種特徵

例如：Ransomware

正常的流量

通訊協定

行為模式

異常的流量

• 運用 AI / 機器學習來發掘模式 
(PATTERN)

• 識別與群組特徵 (FEATURES)，也就是圖
中的點

• 可運用在各種的分析，例如：

• 語音及面部辨識

• 社群媒體內容分析

• 惡意內容的分類  (FortiNDR 用許多乾淨、
惡意的檔案以及許多特徵內容來訓練系統 
(例如：Ransomware)，藉以識別超過20+ 
種以上的惡意軟體形式/場景 

• 網路流量的分析  (FortiNDR 用許多流量模
式訓練系統來偵測異常流量行為)

• 學習的監督回饋 – 來自 FortiGuard 或是來
自用戶本地網路的學習回饋

Dim2 
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此相片 (作者: 未知的作者) 已透過 CC BY-NC-ND 授權

老闆的電腦又中毒了…..

叫他不要上有的沒有的網站,就是不聽!!

這次更慘了,中了勒索病毒 !!

 付  錢       <    >   重  灌     
??

苦 命 的 MIS

https://www.flickr.com/photos/acarnar/4216177834
https://creativecommons.org/licenses/by-nc-nd/3.0/
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惡意軟體的演進與資安 產品的因應之道
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病毒防範的演進與攻防
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端點防護的挑戰

9

系統弱點
不斷暴露

雲端應用
規避檢測

威脅層面
與日俱進

Notes/Sources:
1. Gartner Magic Quadrat for Endpoint Protection Platforms, August 2019.

IaaS, SaaS

The security mindset has shifted to acknowledge that prevention alone is not 
enough; security and risk management leaders must be able to more easily 
harden endpoints and perform more detailed incident response to resolve alerts.
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持續進階威脅

資料竊取 勒索加密 運作停擺 經濟損失
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Cloud-native Endpoint Protection, Detection & Response
FortiEDR 端點安全防護

預防

即時防護

預測

主動風險管理

檢測與遏止

沒有告警疲勞
沒有停留時間

事件回應

客製化的清除

雲端、地端或是混合部署 多平台支
援

FortiEDR 是一款 AI 賦能的端點安全解決方案，

利用了 AI 技術來提供即時的偵測、分析與回應，

包括但不限於以下幾個方面：

■  威脅檢測與分析

■   威脅情報共享

■  威脅回應與自動化
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預防

即時防護

預測

主動風險管理

偵測與遏止

沒有告警疲勞
沒有停留時間

事件回應

客製化的清除

雲端、地端或是混合部署 多平台支
援

攻擊面風險控管

• 協助偵測潛在的 IOT 設備

• 連網應用程式風險評級：漏洞、CVE 和聲譽
度

• 可基於風險評級定義策略進行應用程式連
線控管

• USB 設備控管

端點攻擊面風險控管
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減少攻擊面 -發現IOT設備
IoT View
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減少攻擊面 -應用程式通訊控管
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預設模式：阻擋 >> 插入隨身碟時，跳出封鎖視窗

端點設備控管  - USB隨身碟
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預設模式：阻擋 >> iPhone使用USB cable插入USB時，跳出封鎖視窗

端點設備控管  – 手機 iPhone
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即時防護

• 機器學習，基於作業系統核心的 NGAV

• 持續更新的雲端資料庫

• 優秀的測試結果

預防

即時防護

預測

主動風險管理

偵測與遏止

沒有告警疲勞
沒有停留時間

事件回應

客製化的清除

雲端、地端或是混合部署 多平台支
援

How FortiEDR detects and blocks Revil Ransomware (aka sodinokibi) (fortinet.com)

機器學習強化未知威脅偵測與防護

https://kb.fortinet.com/kb/microsites/microsite.do?cmd=displayKC&docType=kc&externalId=FD52469&sliceId=1&docTypeID=DT_KCARTICLE_1_1')
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偵測、阻斷與稽核
專利文件號  US2016149887A1 
• 作業系統堆疊追蹤分析

• 即使在感染後也能即時阻斷惡意行為

• 阻擋通訊—資料外洩、橫向移動、C&C

• 檔案系統存取防護—避免檔案加密、竄改系統機碼等行為

預防

即時防護

雲端、地端或是混合部署 多平台支
援

預測

主動風險管理

檢測與遏止

沒有告警疲勞
沒有停滯時間

事件回應

客製化的清除

惡意行為分析有效偵測與阻斷
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M
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端點惡意行為偵測與阻斷 - 降低損害、避免擴散
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FortiEDR 即時防護功能

未啟用 FortiEDR 保護功能
下
Fileless 勒索軟體的感染狀
況：
檔案已被加密

未啟用 FortiEDR 保護功能下
Fileless 勒索軟體的感染狀況：
桌布反白並 show 勒索訊息內容
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- 啟用 FortiEDR 後
- 潛藏的 Fileless 勒索軟體利用合法的 
Powershell 
- Powershell 在執行階段就被 FortiEDR 主動阻擋

FortiEDR 即時防護功能
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FortiEDR 即時防護功能

- 已啟用 FortiEDR 保護功能下
- 當惡意軟體呼叫合法程式 (如：Powershell) 
- 檔案加密程序立即被 FortiEDR 攔截阻擋

瀏覽器
(explorer.exe)
帶起 Powershell 執
行

系統啟動程序
(userinit)
帶起 explorer 執行
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安全事件協同回應

自動的、持續的安全事件分類

• 可基於設備組別以及威脅等級高度整合的自動處理腳本
playbooks

• 多種自動化的響應與修復動作

預防

即時防護

雲端、地端或是混合部署 多平台支
援

預測

主動風險管理

檢測與遏止

沒有告警疲勞
沒有停留時間

事件回應

客製化清除

雲端服務提供不間斷的安全事件評估與協同響應
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Automated 
Response

System Health Community Reputation

Static Analysis Threat Intelligence

Enrichment/Telemetry Peer Grouping

Flow Orchestrator

Static Analysis Behavior Based Big Data

Response Orchestrator

Artificial Intelligence 
對於告警事件進行進階分析

Automated Response 
告警事件自動響應

Fortinet Cloud Services 動靜態分析協助事件判斷分類
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資安事件自動處理與回應  —> 彈性多樣化的處理方
式
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資安聯防提升整體防禦能力

在 FortiEDR 中控台上設定要參與聯動防護的 FortiGate 防火牆

透過 API 聯動 FortiGate 防火牆

將連線的惡意網站  IP 放入防火
牆阻擋黑名單
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資安聯防提升整體防禦能力
資安事件觸發後自動啟動聯防動作

EVENT ID 335899

瀏覽器帶起 Cmd 程序 Cmd 呼叫 Powershell
Powershell 嘗試連線惡意網站 

IP_185.199.109.133 

FEDR 自動通知 FGT 將該惡意
網站 IP 放入阻擋黑名單 
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在 FortiGate 防火牆上自動將連線的惡意網站 IP 放入防火牆阻擋黑
名單

資安聯防提升整體防禦能力

✔ 有裝 FortiEDR 的電腦保護了自己
✔ 沒裝 FortiEDR 的電腦或 IOT/OT 設備受到了防火牆自動聯防機制的保

護
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AI/ML 關聯分析產生告警，對應 MITRE ATT&CK 資安框架，顯示主機在資安攻擊鏈所處的狀態

整合 FortiSIEM 使用情境與技術

執行運作
FortiEDR 偵測到利用
Powershell 執行的異
常行為並建立後門
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EDR告警分析需要更多的資料  - 看一下AI怎麼
說？作為資安專家，當在 EDR (Endpoint Detection and Response) 上接收到告警事件時，我們需要進行一系列的分析步驟來確定該事件的性質、風險程度以及需要採取的應對措施。
以下是一個分析過程的概要：

1. **收集信息**：首先，收集EDR告警事件的詳細信息，包括事件類型、時間、源和目標端點、網絡流量等相關數據。

2. **初步判定**：根據告警信息，對事件進行初步判定。判斷事件是否是誤報、已知的安全風險或可能的新型攻擊。

3. **深入調查**：對疑似具有安全風險的事件進行深入調 查，這可能包括：

    - 分析網絡流量，尋找可疑的通信模式或命令
    - 檢查相關端點的系統日誌，尋找可疑的行為或變更
    - 搜索已知的漏洞數據庫，了解此類事件可能與已知漏洞的關聯
    - 檢查端點的文件和註冊表，尋找可疑的修改或新增
    - 與其他安全產品（如IDS、IPS、SIEM等）進行數據整合，分析事件的整體情況

4. **風險評估**：基於調查結果，評估事件的嚴重性和對業務的影響。風險評估應包括以下因素：

    - 攻擊的目的（例如：網絡入侵、數據竊取、勒索軟件等）
    - 受影響的資產類型（例如：敏感數據、關鍵基礎設施、業務流程等）
    - 可能的損失範圍（例如：數據洩露、系統停機、法律責任等）

5. **制定應對措施 **：根據風險評估結果，制定相應的應對措施。這可能包括：

    - 即時隔離受影響的端點，阻止攻擊者進一步擴散
    - 更新防火墻、 IDS/IPS等安全設備的策略，以阻止相關攻擊
    - 應用安全補丁，修復已知的漏洞
    - 恢復受影響系統的正常運行
    - 提高安全意識培訓，降低人為風險

6. **後續監控**：在事件解決後，持續監控網絡和端點的狀態，以防止類似事件的再次發生。此外，定期進行安全審計和風險評估，不斷完善企業的安全防護能力。

通過以上分析過程，資安專家可以對 EDR告警事件進行有效的處理，確保企業網絡和資 產的安全。
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• 程序、檔案、機碼、網路、事件紀錄

FortiEDR 深度端點軌跡記錄，強化資安鑑識能力
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主動式威脅捕獵  – 
快速搜尋與定位關鍵記錄！
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快速有效的端點資安防護

程式碼追蹤技術，顯示攻擊鏈和惡意程式執行的可視化界
面

5.建立檔案 6.建立檔案

執行呼叫程式 執行呼叫程式 執行呼叫程式 執行呼叫程式

8.注入式威脅

7.建立檔案

10. 開啟具有風險
的執行檔

9.建立
未知風險檔案

11.連接注入
的程序

禁止執行

中控台 

端點設備

1.端點即時偵測,
阻擋與事件分級

AI
Fortinet Cloud Service  

(FCS)

BIG 
DATA

2. 雲端情資協同再分析

終止程序  恢復運作 隔離設備 

3. 雲端分析 判斷結果 5. 事件調查
事件回應與處置

IR團隊

4. 自動化回應
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彈性部署架構

1. 雲端 = All components in the Cloud

2. 混合 = On Premise and in the Cloud

3. 地端 = All components on-prem (with FCS 
connection).
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03

FortiEDR – 優秀的端點安全防護方案

安全聯防

即時偵測

降低端點攻擊面風險＋NGAV 機器學習
強化端點安全防護能力以對抗新型態惡
意程式與攻擊手法。

通過端點系統即時監控、快速回應與恢
復以降低突破性感染攻擊事件帶來的衝
擊。

01

02

提供地端部署彈性選項！多樣的自動化
回應動作，豐富的軌跡鑑識資訊以應對
資安事件的調查與處理。

主動防護
強化端點安全能力

保持營運不中斷

簡化安全維運



密碼小偷哭哭了
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用戶的密碼強度 ...... ?
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密碼災難  …
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強化帳號密碼安全的必要性
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微軟/Google宣布啟動「無密碼登入」加速全球邁向無密碼時代

https://news.microsoft.com/zh-tw/passwordless/

https://safety.google/intl/zh-TW_tw/authentication/passkey/
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何謂無密碼身分驗證
FIDO

FIDO（Fast IDentity Online）聯盟[7]其使命為「身份驗證標準」，以幫助人們減少對密碼的過度依賴。FIDO聯盟促進認
證和設備認證標準的開發、使用和遵守。FIDO協議為FIDO聯盟[8]所制定的一套網路識別標準，意在確保登入流程中
伺服器及終端裝置協定的安全性。FIDO協議使用公開金鑰加密技術、多重要素認證與生物辨識特性進行認證，來提供
更強的身份驗證。同時FIDO聯盟也確保所有利用FIDO核心規範的產品能夠協同工作，以提升全球無密碼身分驗證的
兼容性和標準化。

FIDO UAF
用戶安裝FIDO UAF 堆疊（Stack）設備後，可以選擇在終端裝置上透過各種生物辨識等方式，例如：輸入PIN、聲音辨
識、指紋辨識，即可進行線上登入。結合生物辨識等認證途徑，提供使用者順暢的無密碼登入體驗。

FIDO U2F
FIDO U2F允許雙因素驗證，用戶登入時需添加第二個驗證因素，以證明是否為本人，增強現有密碼基礎設施的安全
性。該服務還可以在其選擇的任何時間提示用戶提供第二因素設備，例如：FIDO安全密鑰。

FIDO2
FIDO2由WebAuthn規範和Client to Authenticator Protocol（CTAP）組成。FIDO2通過嵌入式身份驗證，例如：生物識別
或PIN，或用外部身份驗證，例如：FIDO安全密鑰、行動設備、可穿戴設備等，以支持無密碼、第二因素和多因素用戶體
驗。
                                                       https://blog.twnic.tw/2022/09/08/24170/   

https://blog.twnic.tw/2022/09/08/24170/
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降低人性弱點的風險
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葫蘆裡賣什麼藥？
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優點和缺點

優點:
       1.更高的安全性
       2.更好的使用者體驗
       3.降低 IT 成本
       4.更了解憑證的使用情況
       5.可擴展性
缺點:
       1.實施成本
       2.需要培訓和專業知識
       3.單點故障
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何謂 雙因子認證  （Two factor Authentication）
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Support for wide 
range of secure 
authentication 

methods

Physical 

Tokenless

Certificate 
(BYOD) 

API

Mobile

雙因子認證應用介紹

• 多樣化的 token 種類，適應不同的應用需求

• 相容 OATH 協定 TOTP (time) based tokens 
(FTK200)

• USB certificate tokens (FTK300)
• 適用 Android, iOS and Windows Mobile的 

FortiToken Mobile
• SMS 與 Email 動態密碼. 

▪應用範圍

• Windows/Linux 伺服器或個人電腦的登入

• 任何可以透過Radius 通訊協定做身分驗證的設備

• Fortinet設備的管理登入驗證

• VPN連線的使用者登入驗證
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Driverless USB device n 
High-performance smart card 

chip n FIPS140-2 Level 3 
Certified n Windows, Linux, and 

MacOS supported 

FortiToken Current Portfolio

FortiToken 210

Integrated with FortiClient™ and 
protected by FortiGuard • OATH 
TOTP compliant • OTP Timer • 

FTK-210 is FIPS 140-2 compliant

FortiToken Mobile

Multi platform OATH OTP 
application with push notification 

of login attempts and one tap 
approval

FortiToken 410FortiToken 310

FIDO-enabled client 
(FortiClient) and browsers, 

or captive portal with 
FIDOenabled browsers n 

Protects users from 
phishing, password theft, 

and replay attacks
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零信任的存取

• Click to edit Master text styles
• Second level

• Third level

2020 2021

雲
端

服
務
存
取

遠
距

辦
公網

路
存

取

身分識別

OT

Managed 
Endpoint

Managed 
Endpoint

IoT

IoT

Data Center

Public

SaaS

ZTNA NAC 
Authentication 

MFA MFA aaS 



49© Fortinet Inc. All Rights Reserved.

集中管理、安全存取

Kerberos
RSSO
RADIUS Accounting
Syslog

Generic 
 Source

Guest

Internet 

SaaS 

Employee

FSSO

Certificate Server
(CRL, OCSP, SCEP)

帳號密碼強化

Establish identity through user 
log-in, adaptive, certificate, 

and/or multifactor input

單一登入

Improve security with improved 
user experience, i.e. reduce user 

login fatigue

權限控管

Provide information from 
authentication source for use 

in privileged access

FortiAuthenticator

FortiToken

FortiToken 
Cloud

2FA

MFA aaS

*(Web) Authentication: SAML2, oAUTH2, OIDC, RestAPI

(*Web) 
Authentication

(Network) 
Authentication

(Certificate) 
Authentication

System of Record 
integration
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2FA Native Authentication in FOS for: 
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強化微軟作業系統的身分驗證

▪Click to edit Master text styles
» Second level
▪ Third level

» Fourth level
▪ Fifth level

A

AD
Password

Token
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開放式的整合生態  – 單一身分識別

Technology Partners

PRE-VALIDATED. DOCUMENTED. 



54© Fortinet Inc. All Rights Reserved.

• FAC IdP
• Identity centralized and stored on-prem on FAC (1st factor)
• FAC 2FA with single Fortitoken and single app (2nd factor)
• SSO to multiple internal and external services/applications 

• FAC SP
• Identity centralized and stored at cloud identity providers (1st factor)
• Cloud IdP 2FA with single Fortitoken and single app (2nd factor)
• Push user + group membership + IP via FSSO to Fortigate

• FAC “IdP Proxy”
• Identity centralized and stored at cloud identity providers (1st factor)
• FAC 2FA with single Fortitoken and single app (2nd factor)
• Customer using FAC and Fortitoken already for other use case (e.g. 

hybrid on-prem and cloud users)
• SSO to multiple internal and external services/applications 

FAC SAML roles and Use Cases

IdP  

SP

SP
IdP  

IdP   SP

SP

IdP  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Why do we need FAC IdP proxy ?

SAML
FGT

Azure AD tenant 1

SAML

FGT

FAC

FTK

Azure MFA app

AD

Azure AD tenant 2

Azure MFA app

Azure AD tenant 1

Azure AD tenant 2

Not supported !
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• SAML authentication – users belong to multiple IdPs databases

• FAC “Routes” the authentication to the right IdP based on user 
domain

SAML IdP Resolution for IdP Proxy with multiple 
external IdPs

AD



OAUTH / OIDC
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• Standard used for user-authentication 
(https://openid.net/specs/openid-connect-core-1_0-final.html)

• Based on OAuth 2.0 framework (RFC 6749)
• Uses REST/JSON
• Issues Access Token
• Authorization code flow

• OIDC
• Specifies authentication flows
• Issues ID Token which contains Claims which are used to communication information about the End-user 

(similar in concept to SAML “attributes”) 
• Used for SSO - similar to SAML which uses XML instead of REST/JSON – but not limited to web browsers

OpenID Connect (OIDC) introduction

https://openid.net/specs/openid-connect-core-1_0-final.html
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• Concepts 
• OP (OpenID Provider) is the server - user repository and “authorization server” (IdP equivalent i.e. FAC)
• RP (Relying Party) is the “client” – application (SP equivalent)
• End User is the equivalent of OAuth “Resource owner”– smartphone app or web browser

• 3 flows
• Authorization Code Flow with optional PKCE 
• Implicit Flow
• Hybrid flow

OIDC - details
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• Uses Oauth 2.0 “Authorization code” grant type flow
• Steps (as per OIDC standard 3.1.1)

1. Client prepares an Authentication Request containing the 
desired request parameters. 

2. Client sends the request to the Authorization Server. 
3. Authorization Server Authenticates the End-User. 
4. Authorization Server obtains End-User 

Consent/Authorization. 
5. Authorization Server sends the End-User back to the Client 

with an Authorization Code. 
6. Client requests a response using the Authorization Code at 

the Token Endpoint. 
7. Client receives a response that contains an ID Token and 

Access Token in the response body. 
8. Client validates the ID token and retrieves the End-User's 

Subject Identifier. 
9. RP can use Access Token with the /oauth//userinfo/ 

endpoint to retrieve more info about user

OIDC “Authorization Code” flow
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Key Differences Summarized:
Feature OAuth 2.0 OpenID Connect (OIDC)

Primary Goal Authorization Authentication

Focus Access to resources User identity verification

Token Type Access token, Refresh token ID token, Access token, Refresh token

Relationship Foundation for OIDC Built on top of OAuth 2.0

Use Cases Accessing APIs, authorizing apps to use resources Logging in users, verifying identity



62© Fortinet Inc. All Rights Reserved.

Access Granted

1
2

SSO Cloud Apps Two-Factor Authentication Using SAML 2.0

Primary 
Authentication

4

Second Authentication

Access Attempt

3Increased Security
A Single Point of Authentication with 
Two-Factor

Standardization
Provides Seamless Cloud Authentication.  
Supports SAML 2.0 IdP-Initiated, 
SP-Initiated and IdP Proxy flows

Improved User Experience
Users sign-in Once, No further 
Authentication to Use other Cloud Apps

SaaS

Identity and Access Management Use-Cases
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使用情境  – 單一登入加上雙因子驗證

Access Granted

1
2

Primary 
Authentication

4

Second Authentication

Access Attempt

3

SaaS

FortiAuthenticator

FortiToken

FortiToken 
Cloud

增加安全性—降低密碼被竊的機率
A single point of strong authentication, minimizing 
the overwhelming password syndrome

標準化的單一登入機制
Provides Seamless Cloud Authentication.  
Supports SAML 2.0 IdP-Initiated, SP-Initiated and 
IdP Proxy flows

提供使用者方便性
Users sign-in Once, No further Authentication 
required to use other cloud apps
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迎接WiFi 7的到來!  
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802.11be – Extremely High Throughput (ETH)

Wider Channels

More Special Streams

More Symbols
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Need for Speed



67© Fortinet Inc. All Rights Reserved.

FortiAP Series

  

Protected by FortiGuard Protected by FortiGuard

  

  

  

K
SHIPPING 

NOW

FAP SUFFIX

802.11be
Wi-Fi 7

F
SUNSET

FAP SUFFIX

802.11ax
Wi-Fi 6

E
SUNSET

FAP SUFFIX

802.11ac
w2

C
SUNSET

FAP SUFFIX

802.11ac
w1
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Wi-Fi Evolution
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Key Technology Advancements 
Wi-Fi 6/6E Improvements Over Wi-Fi 5

• Multiuser, multiple input, multiple output (MU-MIMO)
• Orthogonal frequency division multiple access (OFDMA)
• 1024-quadrature amplitude modulation (QAM)

• Wi-Fi Protected Access 3 (WPA3)
• Simultaneous Authentication of Equals (SAE)
• Protected Management Frames (PMF)

Better Performance Better Security
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Orthogonal frequency division multiple access (OFDMA): Divides a Wi-Fi channel into smaller frequency 
allocations known as resource units. This allows an AP to communicate with multiple clients by assigning 
them to specific resource units.

Wi-Fi 6/6E/7  Advancements
OFDMA
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Wi-Fi 6/6E/7 Advancements
MU-MIMO

Multiuser, multiple input, multiple output (MU-MIMO): 

Allows a Wi-Fi AP to communicate with multiple devices simultaneously, improving the overall Wi-Fi experience. 
MU-MIMO can significantly improve throughput in high-density networks, even in those that use bandwidth-intensive 
services.

OFDMA 

• Improves performance & efficiency
• Reduces latency
• Suits low BW applications

MU-MIMO

• Boost capacity
• Provide High speed connectivity
• Suits High BW applications
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Wi-Fi 7 – Multi Link Operation

• Wi-Fi 7 can deliver massive throughput 
gains 

• Thanks to a wider channel and capacity 
gains from 6GHz spectrum. 

• Wi-Fi 7 can deliver peak rates of over 40 
Gbps, a 4X increase over Wi-Fi 6/6E.

• Wi-Fi 7 introduces multiple combinations 
of multi-link options that can significantly 
increase throughput and reduce latency. 
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MLO - Multi-Link Operation Goals

Higher Speed, Lower Latency, More Reliable
Multi-Link Operation.

Traditional Wi-Fi devices use a single link to 
transmit data. 

With Multi-Link Operation (MLO), Wi-Fi 7 
enables devices to simultaneously send and 
receive data across different frequency bands 
and channels to increase throughput, reduce 
latency, and improve reliability.

Beneficial for emerging applications like 
VR/AR, online gaming, remote offices, and 
cloud computing.



74© Fortinet Inc. All Rights Reserved.

Multi-Link Modes

Data Aggregation

Data Redundancy

Link Steering
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6 GHz Support WPA3 only

No more “open” unencrypted SSIDs – They will be replaced with (OWE) Opportunistic Wireless Encryption

No more PSK security – Replaced entirely with (SAE) Simultaneous Authentication of Equals

Also will be required (MFP) Management Frame Protection

No backwards compatibility with WPA2 or OPEN – NO transition modes
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WPA3 - Highlights
• Next Gen Wi-Fi security from WFA, simplifies and enhances Wireless security

• Robust Authentication, greater cryptographic strength – more protection regardless of 
password complexity

• Disallows legacy protocols (TKIP)

• Requires PMF

• Transition mode with WPA2 (same SSID with same PSK WPA2 and WPA3)

• Forward secrecy – SAE handshake means PMK cannot be recovered if password 
becomes known

• Easier, secure onboarding of IoT and Wi-Fi networks

• Higher level of protection in Open Networks (OWE)

• Optional min 192-bit security for sensitive environments

• No susceptible to KRACK (replay attack) vulns
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Wi-Fi 6E/7 Different Securities on Different SSIDs

No backwards 
compatibility
legacy support

WPA-3 on 6 GHz 
and WPA-2 on 
5GhHz

5 GHz Channel (32)

SSID: Employee
WPA2-Enterprise (802.1x)

SSID: BYOD 
WPA2-Personal (PSK)

SSID: Guest 
Open

SSID: IoT
WPA2-Personal (PSK) 

6 GHZ Channel (101)

SSID: Employee 
WPA-3-Enterprise (802.1x)

SSID: BYOD
WPA3-Personal (SAE)

SSID: Guest
Enhanced Open (OWE)
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Countries Enabling Wi-Fi in 6GHz(Wi-Fi 6E/7)

Most recent updated information on 
countries adopting to Wi-Fi 6E 
around the world.

https://www.wi-fi.org/countries-enab
ling-wi-fi-in-6-ghz-wi-fi-6e

https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
https://www.wi-fi.org/countries-enabling-wi-fi-in-6-ghz-wi-fi-6e
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Wi-Fi 6E / 7 – 6 GHz Frequency / More Channels!

6425 
MHz

5925 
MHz

7125 
MHz

6875 
MHz

6525 
MHz

59 x 20 MHz
29 x 40 MHz
14 x 80 MHz
7 x 160 MHz 20
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H

z 
G

ua
rd

6 
G

H
z

1,200 MHz of Spectrum

3 x 20 MHz
1 x 40 MHz

2.
4 

G
H

z

60 MHz of Spectrum

500 MHz of Spectrum

5170 
MHz

5835 
MHz

5730 
MHz

25 x 20 MHz
12 x 40 MHz
  6 x 80 MHz
2 x 160 MHz

D
F
S

D
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S

D
F
S

D
F
S

D
F
S

D
F
S

D
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S
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G
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5330 
MHz

5490 
MHz

5735 
MHz

More than 2X channels!
Fourteen 80MHz 
channels!
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Puncturing in 6GHz
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6 GHz AFC ( Unlicensed band ) 
Evolution

• The 6 GHz band has been traditionally licensed for reliable Point-to-Point microwave 
communications. 

• In 2020, due to increasing demand for high-speed, reliable internet access, 
• FCC enabled unlicensed use of the 6 GHz band, significantly increasing the available spectrum 

for Wi-Fi and other applications.

• Only a Low Power operating mode for Indoor-only (LPI) use was authorized without any specific 
interference analysis requirements due to heavy usage of P2P microwave communications.

• FCC also specified a Standard Power (SP) mode that can be used for indoor and outdoor 
applications, as long as the system is under the control of an automated frequency coordination 
(AFC) system.

• Where an access point must register its location to a central database, which looks at nearby licensed 
usage and returns allowed frequencies and output power to the APs
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AFC – Automatic Frequency Coordination

- AP checks-in to AFC provider

- Reports coordinate

- Request a channel

- Check with list of channels 
already incumbent

- Make sure it doesn’t interfere 
with incumbent

- Check in once a day
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6 GHz AFC
QCA Partnership

Enabling 6GHz standard power indoor and outdoor operation for superior customer experience 
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AFC Providers

Open AFC, same as open wi-fi https://telecominfraproject.com/open-afc/ .

Growing around the globe.

Broadcom, google, Wi-Fi Alliance are all looking into it as becoming an AFC Provider. 

Fortinet using Qualcomm Worldwide as AFC Provider.

Technology already used in cellular, just extending into Wi-Fi.

AFC takes a proactive approach, compared to DFS, more of a reactive approach.

https://telecominfraproject.com/open-afc/
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Range Differences Between 5 GHz & 6GHz

Is one to one replacement 
recommended?

• One AP per room in hotel 
deployments may be 
acceptable.

• Home deployments may be 
acceptable

• Enterprise and High density 
deployments planning is 
needed

However MU-MIMO 
will help make up for 
some range loss!!!
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Wi-Fi 7 – Higher Modulation

• Wi-Fi 7 will support Advanced 
modulation scheme called 4K 
QAM.

• Increases throughput and 
capacity.

• Transmitter should be more 
linear in amplifying power.

• it requires high SNR in order to 
decode the bits at the receiver.
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Wi-Fi 7 4K QAM Reality

   256-QAM – SNR of +/- 25dB     1024-QAM – SNR of +/- 32dB        4096-QAM – SNR of +/- 41dB  
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LPI – Low Power Indoor

Wi-Fi 6e 6 GHz does come with it’s 
contains

- Aside of higher band spectrum and higher 
path loss.

- AP and and clients are put in an 
asymmetrical power level.

- Max EIRP for indoor AP’s is 30 dBm.
- Max EIRP for outdoor AP’s is 36 dBm. 
- Yet  clients are only allowed to have a 

max EIRP of 24 dBm.
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Wi-Fi 7 Into Reality

There was noise of 802.11ax Draft back in 
2018.

However, 11ax didn’t really mature until 
about 3 years ago.
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802.3at vs. 802.3bt

802.3at

30 watts PSE - Power Source Equipment
25.5 watts PD – Power Device
Uses 2 pairs out of 4 pairs to transmit power

802.3bt

99 watts PSE - Power Source Equipment
71 watts PD – Power Device
Uses all 4 pairs for power transmission

802.3af – 15 watts PSE w/ 13 watts PD*




