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% 1 HEGVM

3 Detachtab [l Toggle scalng 53 Fulscreen o5 CtrisatsDel (@) Refresh  o®Options ¢ Disconnect

@) 01-Inform:
‘f‘_r' 02 - ".."uiner[qbil,n':,- Ana
03-Web Ap ion M- gvm initial setup
. gvm start
ﬁ legion (root)
’ nikto

& nmap

Tools
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3¢ petachtab  [ElToggle scaling 53 Fullscreen 5 Ciri+Alt+Del @Refresh g;”OptiUns ¥ Disconnect

Greenbone Security Assistant - Tasks — Meozilla Firefox
Greenbone Security Assi
« - C @ O & https:/127.0.0.1:9392/ta W

KaliLinux # KaliTools « KaliDocs N Kali Forums e Kali NetHunter Exploit-DB Google Hacking DB OffSec

.

Pashboards Resilience Configuration Administration

OXOOH |-

New Container Task

E/Tasks 7 of 7

T

Results per Host
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Name
Comment
Scan Targets
Alerts

Schedule

Add results to
Assels

Apply Overrides
Min QoD
Alterable Task

Auto Delete
Reports

Scanner

Scan Config

Cancel |

Unnamed

@® Yes O No
@ Yes () No

70

O Yes @& No

v ¥

* | Once [

@ Do not automatically delete reports

) Automatically delete oldest reports but always keep newest

OpenVAS Default

Full and fast

reports
v

3¢ Detachtab  [EToggle scaling

¢ Disconnect

%3 Fullscreen

S mmPor- ®

=» Greenbone Security Assistant - Report Details — Mozilla Firefox

5% CirleAlt=Del efresh o™ Options.

4 Greenbone Security +

« 2> C @ oa

Kali Linux # KaliTools » KaliDocs M Kali Forums X Kali NetHunter

127.0.01

Exploit-DB

Google Hacking DB

w

OffSec

7 . Greenbo
Se:.dr"ttyA:;stant 2

Dashboards Scans Assets Resilience Secinfo

* Qg L riter
RepoMon, Oct 23, 2023
rt:  7:40 AM UTC

Information Closed
CVEs

(8 of 8)

Results Hosts
{1 of 26)

Ports = Applications

Operating CVEs
Systems (0 of
(2of 1) 2

{1of1) (0of
2)

(2of1)

Configuration

Administration

OXOOH |-

TLS
Certificates
1ofl)

Error
Messages
(0 of O)

Help

Task Name 140.136.246.70
Scan Time Mon, Oct 23, 2023 7:40 AM UTC - Mon, Oct 23, 2023 8:12 AM UTC
Scan Duration 0:31 h

Hosts scanned 1

Scan Status

Filter apply_overrides=0 levels=hml min_god=70

Timezone k('onrd\nated Universal Time (UTC)
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» CVECVER—EL2REHMNAELZE M REOMEEINEE - BEF
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EER BRI RN RENREE -
> CVESEBSTERRANMN T 4BER - 65F

« Denial of Service (DoS)

« Code Execution

« Buffer Overflow

e Memory Corruption

« SQL Injection

« Cross-Site Scripting (XSS)
e Directory Traversal

« HTTP Response Splitting
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Fowviewer ' VI-1500A

A% 1

EBRER
EdiEs

System Time:2024,/09/18 09:21:16

s | 2024/09/18

S5H Passuword Guess
Fort Scan

Horn Attack

UDP Flood

ROP Attack

H550L Attack
Telnet Attack

D05 Attack

DNS Attack

NTF Attack
Insider Intrusion

6643, 36Hbps
4982,52Hbps
3321.68Hbps
1668.84Hbps

5215, 26Kpps
3911.45Kpps
2687 .63Kpps

1383.82Kpps

113.84Kfps

‘CDreSwitch: Al v

)7 _EEPDE_ )

(<<% ) _<B J =% ) _E> (E>> )
BERENEE
55H Password Guess
Port Scan
Horn Attack
UDP Flood
RDP Attack

HS50L Attack

Telnet Attack

D05 Attack

DNS Attack

NHTP Attack

Insider Intrusion

EERER

0 1 2 3 4 5 & 7 & 9 10 41 12 13 14 15 46 17 18 19 20 21 22 23 0

6643, 36Hbps

4982 ,52Hbps

3321.68nbps

16608.84nbps

o 1 2 3 4 5 6 7 & 9 40 11 12 13 14 15 16 47 18 19 20 21 22 23 o

Haxinun In: 6.49 Gbps
Haxinun Out: 782,83 Hbps

Eajabit

Average In: 613,78 Hbps
RAverage Out: 85,40 Hbps

Current Ini 6.49 Gbps
Current Out: 782.83 Hbps

5215, 26Kpps

3911.45Kpps

2687 .63Kpps

1383, 82Kpps

o 1 2 3 4 5 6 7 & 9 410 11 12 13 14 15 16 4F 18 19 20 21 22 23 0

Harinun In; 5,89 Hpps
Haxinun Dut; 2,76 Hpps

EEErEeE

Average In; 576,72 Kpps
Average ODut; 267,12 Kpps

Current Ini 5,09 Hpps
Current Out; 2,76 Hpps

[Triiiiiiiiiiis R |

g |113.84Kfps

EF=: farm

=Rt

FH(17979)

English

»
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> ACL+EH Rl

> 1F e R R flowviewitE

Ky

1. WKIBWERIRAET - E R ot 22 [

BEFFEHR

EHES

1TIPEA R Bl HEPH

allgiE Uz

BERE: [o8v]E =m==m: O

mrE 20 v]

=) ) Efcsv_ )

&

=5 Ox=x @2 Og5

E% PDF__ )

=rk (K 0.25 #) ERBPEESE (£ 20 )

IER EiFine:ly wE
1 ShEE
2 = = 7,162,990
3 [0 mgx 4,524,379
4 B = 1,899,809
3 i (FFIEE(EE) 1,751,715
6 unknown 451,406
7 £ =EEEE 171,658
8 e HO&E 163,976
] I HERREF 132,390
10 [ E[: 118,550
11 =8 116,063
12 . EE W 96,343
13 B3 =s 93,134
14 = S=En(EEE) 84,158
15 = Te 567,470
16 i HIE 53,603
17 s =E 51,133
18 = 1B ES 51,083
19 31} 50,883
20 ERE(ES) 46,293
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# HIEIP EsIIP EAEE REE Bagis e =13
1 Any Any Any - — —— —————— [EEr am LooEHEHBE W
2 FE[CN] — TCP Any B— EEf ' Lo HEHT
3 Any = TCP Any T a2 oo EHEHT
4 Any —— Any Any E— iz]=5 D £ O o == =il
5 Any — TCP Any — T a2 SooEHHEHET
6 water_monitor_out —— TCP Any e BT ' LooH HHT
7 Any e TCP Any BT a» S oo EHHEHET
8 Any — Any any = EmES o d oo™ = @
= -
9 Any s Any Any SemEs ™ oo EHEHEMN
—
—
10 Any T Any Any = EnES @ oo EHEHHT
E_."
11 Any — Tcp Any — EEF " oo EHEHD
12 ga_monitor — Any Any — EEr a» Loo B HEHET
13 e Tcp Any =5 ™ looEHEHED
14 ﬁgfg\:]] —_— TCp Any — BIAT BB 4 © O H =
15 Any —_— TCP Any —— =3 a2 oo EHEHHED
16 Any ee— Any Any — = EET v J oo HEHHE@
E=[TW]
nn=x[CcA]
17 ZF[MO] e Any Any BT o JooEH EHHEG
E#E[HK]
FE(FE)ICH]
18 Any —— Any Any EEr o LooEHEHE@
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: @ ) EEERERRE N £R J
# AREES BeIp BE #niE
1 iy Any LIS
2 Any 1
3 Any ik
4 Any L1
5; Any L
6 Any LS
7 Any L
8 Any LTS
9 Any Rk
10 Any L1
11 Any L
12 Any e
13 Any i
14 Any e
15 Any LS
16 Any L
17 Any LS
18 Any L
19 Any LS
20 Any L
21 Any Bk
22 Any e
23 Any Ak
24 Any LT
25 Any Bk
26 s _— Any e
27 FATH Any L1cd
. ﬁ @Eﬂ ) IS EE
# FEIP EREE EE a5
1 Any UDP 53 ik
2 Any Tcp 80,443,53 LT
2 Any UDP 53 3
4 Any TCP 80,443,53 LT
5 Any TcP 80,443 L
6 Any TCP 80,443,25 L1

BEFEmExERE
# FEIP SHES b T EiE
1 Any ks
2 Any 173
3 Any ks
4 Any il
5 Any RiRR
6 Any MR
7 Any ik
8 Any Rk
9 Any = )l
10 Any aEEET il
11 Any ks
12 Any M
13 Any FaaaH ol
s Gl ) Flsheeiz
# BrER Baip ERARE BriE i
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Ozs 0 PPEEEETRT: - ESASE
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Cei 0 —ENEUBPPTRERE  FHEEBEHEEE (0 REFSALME): I
EEEEEER: :
Ues 0 BERE: 6 |ne
O=xn 68,936
p2piEdl HiE
L 226,477
Gzw eDonkey,eMule,Kademlia
SugEEs 14 ws 0 s KaZa,FastTrack Any Time v

Gnutella, Foxy
Direct Connect
BitTorrent
Appleluice
WinMx
SoulSeek
Ares, AresLite
¥unlei, Thunder
PPStream, QQLive feidian,POCO,QVOD
SIP(VoIP)
MSN
Yahoo Messenger
Facebook

DDDDDSE&ESSE&ES%
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Any Time v
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ps ££2 | os E&® | Import oDs

(= )(___EAEN ) =ums: [ e ) DNS BEZE __EA__)

# Domain Name / URL B EiE

1 *.rbeopp.com sex el Mes
2 *.91rb.net 5ex & Mk
3 *.rbed966.com sex e Mk
4 *.rm2029.com 5ex & Mk
5 * repe21.com sex B Rk
& * joinside.org sex B Rk
7 *.rbc007.com sex & Mk
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a) FEALUFERHREBANARE -
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a) ZRz¢CactiZIEMRTG -

0l

20



y “h; L".y FUJEN CATHOLIC UNIVERSITY
2 ﬂ =5 iEi >
sy =
[ ]
. TO TANETHAKEHE g . TO EEEERChief-4G g
a0G | i ? . i e i ) R R AR D e : . - 300G i 1 ! ; o [}
256G
306G | = H -
I 1 206 2
: E
E. 200G t H 15G
Eﬁ ;:E 106G
10G
056G
00 . A Tt . . 0.0 et : e R L L ; _
Mon 12:00 Mon 15:00 Mon 18:00 Mon 21:00 Tue 00:00 Tue 03:00 Tue 06:00 Tue 09:00 Mon 12:00 Mon 15:00 Mon 18:00 Mon 21:00 Tue 0000 Tue 03:00 Tue 06:00 Tue 09:00
From 2024-09-0% 11:54:01 To 2024-09-10 11:54:01 From 2024-09-09 11:54:12 To 2024-09-10 11:54:12
B Inbound Current: 2.16 G Average: 1.07 G Maximum: 4.09 G B Irbound Current: 546.70 M Average: 583.73 M Maximum: 3.02 G
B OQutbound Current: 330.98 M Awverage: 23%.42 M Maximum: 823.14 M B Qutbound Current: 69.739 M Average: 63.13 M Maximum: 413.87 M
Daily (5 Minute Average) Daily (5 Minute Average)
. TO TANETHAE#E g . _ _ - TO EfEEMChief-4G g
250G

30G

20G

.I.Ji-lspersa:urﬂ-

10G

20G

155G

10G

05G

0.0 o . - e 0.0 x
Tue 03 Sep Wed 04 Sep Thu 05 Sep Fri 06 Sep Sat 07 Sep Sun 08 Sep Mon 09 Sep Tue 03 Sep Fri 06 Sep
From 2024-09%-03 11:54:01 To 2024-09-10 11:54:01 From 2024-0%-03 11:54:12 To 2024-09-10 11:54:12
B Inbound Current: 3.04 G Average: 3253.%7T M Maximuom: 3.56 G B Irbound Current: 1.03 G Average: 272.60 M  Maximum: 2.77 &
B Outbound Current: 94.22 M Average:

B Qutbound Current: B552.70 M Average: 101.00 M Maximum: 638.05 M

42.02 M Maximum: 172.47 M

Weekly (30 Minute Average)

Weekly (30 Minute Average)
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a) https://ping.pe
b) https://www.itdog.cn/
> #1457 B R IPH#ETT PR 3 /o &F
a) Iptables+xtables-addons

/

'ﬂE 5%:926%https://gist.github.com/netrunn3 r/d5d9eddde86a7ad7cd31a7d8e5d747c4
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A is S 38

> TR [OLAIE
1) Aping.peHEAISAIFEEIRRE -
2) R AHtraceroute or tracert i BEWIRKIP Z & -

| 140.136.239.254 | Go

140.119.168.10 | Go

Query: ping 148.119.168.18, interval: 5s, dense mode: no Query: ping 148.136.239.254, interval: 5s, dense mode: no

Probing 140.136.239.254 — APNIC /17 AS38845 FJU-AS-TW Fu Jen — Tai New Taipei City, New Taipei Cit 11 MAP
Probing 140.119.168.18 — APNIC /12 AS1659 ERX-TANET-ASN1 — Taiwan, Taipei City, Taipei [college] MAP rebing /17 ASSBBAS u Jen - Taiwan, New Taipei City, New Taipei City [college] MAP

Canada, BC, Vancouver Telus
Canada, BC, Vancouver Telus

Canada, BC, Vancouver Shaw Canada, BC, Vancouver Shaw
USA, CA, Fremont Hurricane
USA, CA, Fremont IT7 FMT2
USA, CA, Fremont Linode
USA, CA, San Francisco Digital Ocean
USA, CA, Santa Clara Hurricane
USA, CA, Los Angeles Cogent
USA, CA, Los Angeles Hurricane
USA, CA, Los Angeles DMIT

USA, CA, Los Angeles Yultr

USA, CA, Los Angeles RamNode
USA, CA, Los Angeles NetActuate
USA, WA, Seattle Cogent
USA, WA, Seattle Google
USA, WA, Seattle RamNode
USA, CO, Denver Cogent
USA, CO, Denver NetActuate
USA, TX, Dallas Softlayer
USA, TX, Dallas NetActuate
USA, , Chicago Cogent
USA, , Chicago NetActuate
USA, Atlanta RamNode
USA, Miami Cogent
USA, Ashburn NetActuate
USA, New York Cogent

USA, CA, Fremont Hurricane
USA, CA, Fremont IT7 FMT2
USA, CA, Fremont Linode
USA, CA, San Francisco Digital Ocean
USA, CA, Santa Clara Hurricane
USA, CA, Los Angeles Cogent
USA, CA, Los Angeles Hurricane
USA, CA, Los Angeles DMIT

USA, CA, Los Angeles vultr

USA, CA, Los Angeles RamNode
USA, CA, Los Angeles NetActuate
USA, WA, Seattle Cogent
USA, WA, Seattle Google
USA, WA, Seattle RamNode
USA, CO, Denver Cogent
USA, CO, Denver NetActuate
USA, TX, Dallas Softlayer
USA, TX, Dallas NetActuate
USA, . Chicago Cogent
USA, , Chicago NetActuate
USA, Atlanta RamNode
USA, Miami Cogent
USA, Ashburn NetActuate
USA, Mew York Cogent
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