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It just works. No drama, no fuss. Just pure, unadulterated convenience.
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* Secure Private Access

Via VPN
Via ZTNA (Client Based)
Via ZTNA Clientless

Use Cases

* Secure Internet Access

VPN full tunnel

Branch traffic
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Cisco Secure Access
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Public/Private Cloud

Backhaul IPsec

=8 Q ||

MFA Posture L3/4 FW tunnels
. Support and Health J w/ IPS
Optional
Secure Access PoPs m H H
DC/Colo/
Branch
P + SAML 2.0 + cert-based authentication - Start before logon
« Posture verification (optional) « IPS
» Trusted Network Detection - Granular context-based control
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Secure - Access (Client-based ZTNA) —

No VPN

All ports and protocols

_____________________
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Cisco Secure Access

L3/4
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Benefits

+ Reduced attack surface
- Inline security capabilities

+ «Just works» user experience

- Performance benefits QUIC & MASQUE
- Per App tunnel

- Inside out TLS connections from resource

connectors

- App is behind proxy, not visible to client
- No routing/IP/network connectivity

« Zero trust per application policy
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Capabilities Clientless - Least privileged user access
+ App-specific access  Reduced threat surface

- Undiscoverable IP address

© 2023 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



4—> Internet Traffic
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Capabilities SAML 2.0 + cert-based - Single Inline inspection
authentication - Application policy
- Posture verification (optional)
« IPS
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Secure Internet Access

Branch

On Premise,
Users, Devices
and Things

4—> Internet Traffic
4“—>» Non Web Traffic
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Google
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Secure Access PoPs

Capabilities + Auto tunnels with Catalyst SD-WAN (Dec. 2024)
+ 1 GBps per tunnel
- BGP

- ECMP support
- Active/Standby
- Overlapping subnets/Outbound NAT
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