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* MQTT (TCP 1883)
* WebCam (TCP 6011 ~ 32110)

* MI-Cam (UDP 10001) ---- #& 2, /NAREE AR S 0!

* BIAECNZ nAYwebcam N ZI & B KSR AARAGAR T .
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43y E 3 EEHIAZE Blocklist collection

* https://firebog.net/
« BERR/IV 0 IPELE AR GIZAAE » webHYDNE R EFHTRIZ R AE
* Firehole 4B 544 5R, » (HE T E48private IP ﬁﬂﬁfﬁ'ﬁﬁﬁﬁﬁu%ﬁfﬁ
* https://iplists.firehol.org/files/firehol_levell.netset (L1#E{RK)

* PRI1 Feeds -

e Talos_BL http://www.talosintelligence.com/documents/ip-blacklist
* ET Block https://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
e Abuse SSLBL https://sslbl.abuse.ch/blacklist/sslipblacklist.txt
e CINS army https://cinsarmy.com/list/ci-badguys.txt (IPZ% » Zh{FW{HE )
* DN
* Prigent_Malware https://v.firebog.net/hosts/Prigent-Malware.txt
* Prigent_Crypto https://v.firebog.net/hosts/Prigent-Crypto.txt



https://firebog.net/
https://iplists.firehol.org/files/firehol_level1.netset
http://www.talosintelligence.com/documents/ip-blacklist
https://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
https://sslbl.abuse.ch/blacklist/sslipblacklist.txt
https://cinsarmy.com/list/ci-badguys.txt
https://v.firebog.net/hosts/Prigent-Malware.txt
https://v.firebog.net/hosts/Prigent-Crypto.txt
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Q search

4 Malware Patrol ® 7 FireHOL ® ~ TWIOC2 ® ¢ Talos ® A SSLBL® A FeodoTracker ® A URLhaus ®
(3,383 IPs) (16,799,232 IPs) (2, (300 IPs) (235 IPs) (201 IPs) (2,327 IPs)

A ThreatFox ® & TWIOC1 ® ~ TWIOC3 ® “A Malware Patrol ® [T TWIOC2 ® Google ® Safe Browsing
(365 IPs) (417 1Ps) (588 IPs) (200 URLS) (4,155 URLs)

TWIOC2 Country Map

mapped with geolite2 geo-country DB
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@ Dashboard View1 ‘ S |0OC [Indicator of Compromise]  §
oo

an Device Manager
+ Add Widget | | [# | All Devicesv @ Last 7 Daysv 2024-06-19 16:15:00 - 2024-06-26 16:15:00
i FortiView

Threats

Indicator of Compromise
Traffic

Shadow IT L+

Applications & Websites Last Detected # of Threats Source (User/IP)
VPN

2024-06-26 10:03 192.192.160.69( 192.192.160.69 )

System
2024-06-26 08:34

Threats & Events 2024-06-24 17:32
Traffic Analysis

SD-WAN

2024-06-24 15:37 192.192.81.63( 192.192.81.63)

2024-06-21 16:15

Fabric Devices

2024-06-2017:24 192.192.85.223(192.192.85.223)
Local System Performa...

2024-06-20 13:41
Custom Views

2024-06-1% 16:42

2024-06-19 09:15
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F RTINET Q G 91.195.240.123:443

sl Indicator Overview €1 Copy Sumrr

Dashboard

91.195.240.123:443 =

Statistics

Tags

IO N - oo c: J o s coc

Fortiguard Live Rating

Bicsiices High Risk WebFilter: Malicious Websites [ 10C: Malware CnC

Analyze

Submit IOCs

User Profile .
Insights Events
Contact Us
ASN 47846 SEDO-AS ( SEDO GmbH ) 91.195.240.0/24 Created on 2023-12-03 0:
TST
— Munich, Bavaria, Germany . . .
Updated a 2023:12:030 https://ioc.fortiguard.com
e e . Y - " TST * ° °
i Recon ¥ Weaponization @ Delive & Exploitation & Installation =FTY = Actions
@ a Y e IP Profile Date 2024-06-24 1.
Name: Malicious - Malicious.Server  Reputation Rating: 1 (D Version: 8 ID: 207 TST

Ve — A:‘ - A\ Vi =]
m 30 Day Domain Hosting Risk Profile Average Risk: 90 Total Domains: 7,714 E {T HE%$HUAI P tt%ﬁ[‘méﬁﬁ
=

High: 5,668 | Suspicious: 1,182 | Moderate: 820 Trustworthy: 0

30 Day Domain Parental Control Profile Total PC Domains: 56 (1%)

[*Pom: 52 " Adulc1 | Gambing2 | Games:1 | Dating:0 |

Indicator List e Threat Objects Telemetry Whois Risk Profile Reverse DNS Related Domains
Show 10 v entries =Ev A S
Type 12 Title Confidence Stages Seen Related Objects Created on

91.195.240.123:80 [Hign | =IE d & Control 1 2023-06-27 02:11:19
P omman ontrol -06- s

91.195.240.123:443 =T R 1 2023-12-02 10:24:05
[ BumbleBee c2 | DGA [ Malware cnC |


https://ioc.fortiguard.com/
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