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>  BEFRIEE-Cisco @ 1000eme LS
» B KRIEEdge switchF 5§28 @ 10/100/1000baseTX

H1067 3% - g P S
»  HERE KR ZE-HEGiga Dlink s

= _”_m TSN

> WANEET- -
WAN: TANet 800Mbps (P 2£)

FTTX:HiNet J6tH1{300/100Mbps*3 “E “6} “6

APIOS AP204 AP224

> UTMBIKE35(4FHEE
WANH%: “) 'Iwn

NEN(TE=/ENHZE): m..,.,,w
DMZ:

I 2 AE (giga)

{t 1) (( )

E}Eﬁm‘é\jﬁgﬁﬂ"’_ E APLNAP’N .
P2P/PerlIP limit /L7 limit “’ “ & a & '
ch {ECANE $ (g0 (g2
bypassBox M'mm 7 teh b é
A EHEXEERL TR / (5 {5 ?& o ’ e
FireHOL / Malware Patrol / Cisco oo N {( oy
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A ER IRIBIRIR (48)

(A 10Gbase LR/SR
> RUIRED M 4 SPAM @ 1000hwe XX
@ 10/100/1000base TX
> B)\J_\A Eggﬂ?ﬁ%ﬁ — Wire LAN
websense(forcepoint) — Wircless LAN

> FERRITIKE: I

Frv14. 352 IETLS .2 -—E‘g

VM150E BN ERIH g
CORCOMRCS HE
55bmﬁm
2635 Wifi 5-802.11n dual-band -
802.11ac (t ] ((J ""'"“
r-“ = "if‘:"&?"
ﬁl?/l\\l7 gﬁ%ﬁj\ﬁﬁ .’\PnIIH-.'\P'NH
=4 : AN
= K1810G poe switch/V % & Z
ClearPass 1 X140 75 ([8 E . mﬂg = % EJ ({S
Eduroam/802.1X=FE A AripeArzs ’ Aps AR
{ig1) ( j _@_E %
— e é e 7 ~ $ (@) ()
> BEAIBEARPE-BEGia Z “hA
Dl]nk {tg1) % AP204 APLO4
1SR +@
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5/31 SEAX & 11 AR B I B 2GH FH (TANet)
EEEE S YVxxxx =>YDXXXXX

I3K 58 IS T& A8 o /0 1 B ~

T lhfaln]k

localsch2-bpslYear Report]

1.0G

bps/5 minutes

0.0 M

B Input Rate M Output Rate
B Peak Input bps [ Peak Output bps

B 108% Bandwidth({2 Gbps)

Max. Out: 2.52e+08 Avg., Out: 1.04e407 Cur., Out: 1.39e407
Max. In: 5.52e+07 Avg., In: 4.73e+06 Cur, In: 2.18e+06
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- EBHMEZ#: VMWare 6.7u3, SANZEiE

« JVM_Cluster: 64 VMs

» Moodle_Cluster: 16 VMs

o J-Cloud?h B EMRFE: 11 VMs

« 1VC+14 processors academic basic support 1year payment (10 |)

- Veeam HEMHEFS
» Proxy-Virtual appliance
» Backup Repository - NAS/Windows(ReFS; fastclone for synthetic ful
» Instant recovery (vPower NFS)




RERT A

- VDIZ#%: EZEVDI; ezVDI-R

* AMD R6515 server-CPU EPYC 7502P 32 cores (1P)/U.2 SSD/SAS SSD
* Web Client/Zero Client CT-600/RDP Client

* Support Windows 11

« Zero client A3z#Elocal usb printer...

ERD.. . 8&ZE/E8Va/ KB/ XPELR..
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Cacti - Weathermap * monitor

\ Network Weathermap automatically cycle between full-size maps)

Created: Nov 03 2017 17:18:05

[Back HRTG —~—
i A_building — ~
— [p_building B_building IC_building

—

~

g ‘

1.1
X el

% o] /]

2 . ]

|

=
MiFi-controller[35.221

164 BaN =

AL

)
__,/

oC L7

Last Refresh : 5:19:46 pm

fs1

moss JKMS JVC speed20 JEB fs2 53 dns

lapp

DHCP j-radius d-radius www Moodle

dns2 NewMail CIP1 CIP2 Idap Jws

VMWare ESXi Host

1102_NAS250 B402-2_NAS251 1102_jQNAS43

SmMC

E711-fixed71IP B104 SMC F3F_Dlink F4F_Dlink E1F_Dlink E2F_Dlink ESF_Dlink

E7F_Dlink A4F_Dl

JESXi01 JESXi02 JESXi03 JESXi0S Proxy Proxy2 Proxy3

1102 poe  L1Fpoe E711 poe F104 poe DIF poe

A2F poe B402-2 poe €208 poe H2F poe

Foundry B_admin

B402-2 B3F B201-##E B207-EHE P BLO1-EEHE

B109-875E B208- W EMRF L

202,39 FTTx gw 61.219 FTTx gw HiNet WWW NCCU gw
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fprobe + flow-capt
+ tablesorter-maste

JUST TOP 30 IP Flow Dashboard

[Dashboard TOP3] [search histers] [trace p] [irace port] [check db]
AL SRES 157438

B RESRY: Core-switch to TANet Traffic Core-switch CPU
2017-12-11 08:51:14

.01

L e
EmEE: § o qp g mo
2017-12-11 08:21:14 290 g oo
2017-12-11 08:41:14 AT ar] 1 12 14 16 18 20 22 0 2 ¢ o0 1o 16 1
TOP1 flow TOP2 flow TOP3 flow
2017-12-11 08:25:21 2017-12-11 08:30:26 2017-12-11 08:36:16
1P:192.168.231.159 1P:192.168.231.159 1P:203.64.68.185
Wireless user Wireless user CPiE—gE
289,980,999 bytes 287,521,966 bytes 278,940,019 bytes
203,421 Pkts(tep) 201,699 Pkts(tep) 187,510 Pkts(tcp)
No. 4+ Time 4 Duration + Bytes + Pkts 4 Flow SrcIP 4 Srcport ¢ FlowDstIP #+ Location ¢ Dstport ¢ Protocol ¢
1 2017-12-11 08:25:21 00:05:05 289,980,999 203,421 117.18.232.252 80 192.168.231.159 Wireless user 47578 tcp
2 2017-12-11 08:30:26 00:05:05 287,521,966 201,699 117.18.232.252 80 192.168.231.159 Wireless user 47578 tcp
3 2017-12-11 08:36:16 00:05:00 278,940,019 187,610 iptyoS-vip-bx-005.aaplimg.com 80 203.64.68.185 CRg—i 58199 tcp - e — [ N . -
4 2017-12-11 08:40:31 00:04:18 262,801,906 184,396 117.18.232.252 80 192.168.231.159 Wireless user 47953 tcp =i Sc@ "ﬁﬁ Ru.,@i H =1 :ﬁ = » - SJC?
5 2017-12-11 08:35:56 00:04:28 220,708,776 154,818 117.18.232.252 80 192.168.231.1569 Wireless user 47578 tep ks AR Ew A + S 2k W il e B = HE
6 2017-12-11 08:46:21 00:01:08 216,122,672 144,198 13.107.450 80 203.64.75.184 Wireless user 53382 tep AR AT RS -
7 2017-12-11 08:46:21 00:01:08 214,874,634 143,342 80 Wireless user 53381 tep
8 2017-12-11 08:37:41 00:05:06 187,047,843 124,813 8.250.187.254 80 203.68.167.69 EEEH 49282 tep Eﬂﬁi{:‘?g‘?g I ﬁiﬂ!ﬁuéﬁaﬁ I i Uéﬂy[ﬁ]‘ k=) e P?} k= O Ki Dofoll Clos Dotoult Cé
10z, TV LT <o 0.Ki Dea o
— 20t L0000, 20020 e — wmﬁﬁﬁﬁiﬂ TT 188 - ‘Iun O IE %‘1 mnm 163283812 443
OZDITIEI?IEM 14:31:43.159 TCP 16328.38.12 443 192.168.100.18 61478 PRV @RDCH VAT 0L@K) T ¥ S{ET P
OQDITID?IM 14:31:43.175 ICr 16328.38.12 443 192.168.100.18 61478 e RBLIF A FaRE LR B g8 Y &b
OZDITIEI?IEM 14:31:43 206 TCP 16328.38.12 443 192.168.100.18 61478 kR fHTHh 705 . Eh-d\ ¥*b UK sH/M #¥C " Pe &Il
OZUITIU?IU“ 14:31:43.222 TCP 16228.28.12 443 192.168.100.18 61478 W L FE_LL {2 6B ST, 0. T TH. . @#... &l p)
OQDITID?IM 14:31:43237 ICr 16328.38.12 443 192.168.100.18 61478 =Bd}.F 2Tk T e BARERE L AL DT
OZDITIEI?IEM 14:31:43253 TCP 16328.38.12 443 192.168.100.18 61478 2 kP T b z+4LEAZ. £ 1 8.4 Oki. o st ="00.
OiDlTID?IDll 14:31:43.253 ICr 102.168.100.18 61478 163283812 443
OZDIWD?IDLi 14:31:43 268 TCP 19216810018 61478 163283812 443
OZDITIEIWEM 14:31:43 268 TCP 16328.38.12 443 192.168.100.18 61478 CERT YA 4D < L.l <. [mVa). v =d.arEq ek,
OQDITID?IM 14:31:43.284 ICr 16328.38.12 443 192.168.100.18 61478 —sho Bz FF . Na. 1 P 0 QFwp. Tz [0.F
OZDITIEI?IEM 14:31:43 284 TCP 16328.38.12 443 192.168.100.18 61478 SDA0LEIA. U~ *]1$p1 0.2 %p5K1 _mopk. GBb7
OZUITIU?IU“ 14:31:43.300 TCE 16228.28.12 443 192.168.100.18 61478 LK L AR AT v T -4 L9 H2GL b v LR
OQDIWD?IDA 14:31:43.315 TCP 163.28.38.12 443 192.168.100.18 61478 NE . .03#. 2  kw8{ =weil 7T ve:LI RIOBwl L
OZDITIEI?IEM 14:31:43.315 TCP 16328.38.12 443 192.168.100.18 61478 H#B K. ALOD. q..xm fz &9.6589 1K.CwvEKI D}
OQDITID?IM 14:31:43.331 ICr 16328.38.12 443 192.168.100.18 61478 CABNLE.L B 5o Al 5B A L Fig® L LA Wad p. TR
OZDITID'MM 14:31:43 346 TCP 16328.38.12 443 192.168.100.18 61478 feztaCléele #HL K. yEM. . n R4gh ["B ¥ 8.p.Gl@.]
OQUITIU?IU4 14:31:43 346 TCP 192.168.100.18 61478 162283812 443 e
O 201700704 14:31:42 362 ICr 1622822417 an 02647257 51870 HTTE/L.1 206 Partial Content. x-eme-id-2: Y3347VHO4BZEH0NTERT
OZDITIEI?IEM 14:31:43.378 TCP 16328.38.12 443 192.168.100.18 61478 PP Ew wH3AL 98 T=Z2 g]F0 JE m 1@ H .
OiDlTID?IDll 14:31:43.378 ICr 102.168.100.18 61478 163283812 443 e
OZDIWD?ID‘l 14:21:43.392 TCP 16228.38.12 443 192.168.100.18 61478 L.U7_ . eUl cUL7.J 120d=P% N =nfp? 4757 . 2"F
@ 20170704 14:31:43.409 CP 163.28.38.12 143 192.168.100.18 61478 jooBe Ky RO g g 4 L Afh TF7 .. QLD Jp =
< m | r

Ready

| nom|
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OSSIM: open source SIEM

ol 24 AN E! X
DASHBOARDS ANALYSIS ENVIRONMENT REPORTS CONFIGURATION
31 DAYS 17-06-28 17-06-29 17-06-30 17-07-01 17-07-02 17-07-03 17-07-04
System
‘Compromise
Exploitation &
Installation
Delivery & Attack '
Reconnaissance &
Probing
., @ 00 - ntop
Awareness
e —— |
SHOW| ENTRIES !‘
~] DATE v STATUS &  INTENT & STRATEGY ¢ METHOD @ eew o~ oy ennece ~ meeTmaTIoN ~
EternalBlue Exp a - Hosts ~ Interfaces ~ £ - - A Q | Search Host
24 hours fe) (Dmx Indicators of Compramise Actively Used t
Remote Access
Birated IS Ap}
i nen (7 OTX indicators of Comorom Client Evadied
Active Flows
10~  Applications ~
Application L4 Proto  Client Server Duration Breakdown Actual Thptv Total Bytes Info
[nfo | ssLa TCP  211.20.171.196 B hitps 192.168.100.229:54945 32min, 44 sec | [CETEN 486 Mbit4 72771 MB litvpe-hichannel.cdn hin.
[ info | HTTP ¢y TCP 203647257 B:50610 31.216.145.40 = “hitp 49 sec 4.74 Mbit & 27.82MB  /INGSEZWIRIKZATWISAIKI. .
[ 1nfo | HTTP (3 TCP  203.64.74.22 M 56715 1.31.173.33 Bl -htip 48 sec 3.75 Mbit 20.56 MB  /sogou_explorer_7.0.6.24..
B sSL YouTube TCP  192.168.87.74:53428 74.125.10.171 =5 :htips smin 2sec  JECCIN 2.72 Mbit 8441 MB  r5—-sn-un57sn76.googlev...
HTTP &3 TCP  192.168.67.195:53942 103.195.32.21 ™= :http amin 21sec  IELCEN 25Mbitd | 111.08MB  /sec(b74119b8a667a648510..
ssLa TCP  192.168.100.195:49535 203.66.92.130 B “htips 32min, 51 sec  INECLCIN 239 Mbitd 75361 MB  4givireepc-cds.cdn hinet...
3 sSL Facebook TCP  video-tpel-1.xxfoed... LU:ntips 192.166.35.180:11892 25 min, 36 sec 232 MbitA  15431MB  Video-tpe1-1.xx.fbean.ne .
HTTP & TCP  203.68.167.118 Bl :52555 103.195.32.10 ™ :nttp 13min 51sec  IIESCEN 213 Mbit A 22647 MB  /sec(ce38524113700512901...
SSL.YouTube TCP  203.66.162.81 M :ntps 192.168.237.14:50255 1 min, 56 sec 1.75 Mbit 4 39.67 MB  16-—SN-IpoXU-UN5d.googl...
ssLa TCP  203.64.73.107 Bl :55205 198.45.62.133 5 -nttps 14 sec j sever ] 1.52 Mbit & 247MB  ipv

Showing 1 to 10 of 10795 rows




A EIE AT

WhatsUP Gold =>UW A Enetflow/ii = -

level SNMP Trap) * ZH CPU/Memory/Disk#R3k - interface

downifl &2

192.192 ) Cisco Switch | Interface(10101) |_PCROOM_1 gw (192.168.91.254) 4 Up :

least 5 min (with monitor(s) Down at least 5 min) =

Ve
BEGEEYEE T T E IS | Interface(10101) |_PCROOM_1 gw (192.168.91.254)
FEFRUESIE T BB | Interface(4) Viand (192.168.4.254),

Interface(10) Vlan10 (192.168.10.254),
Interface(442) Vlan442 (192.192.44.230),
Interface(10102) |_PCROOM_2 gw (152.168.2.254),
Interface(10103) |_PCROOM_3 gw (192.168.3.254),
Interface(10104) |_PCROOM_4 gw,
Interface(10105) |_PCROOM_5 gw (192.168.5.254),
Interface(10106) |_PCROOM_6 gw (192.168.6.254),
Interface(10107) |_PCROOM_7 gw (152.168.7.254),
Interface(10108) |_PCROOM_8 gw (192.168.8.254),
Interface(10109) |_PCROOM_9 gw (192.168.9.254),
Interface(10110) I_PCROOM_10 gw,

'Performance Disk Utilization Exceeds 90% for AIS server only’

threshold

Bf 1% switch (cisco e

Co_Switch (203 NS ).
Warning!! some error or critical event occurs !
[Details]

Facility: IP

Severity: 5

Mnemonic: DUPADDR

Description:

Duplicate address 192.168.66.254 on Vlan966, sourced by dcda.3e49.6ela

This mail was sent on $@5%k 06, 2017 at 11:18:06 SWS$H Ipswitch WhatsUp Gold

|Description: Average disk utilization during the past 6 hours exceeds 90%

New Items (1)

Occurred at 2021/9/25 £ 06:45:03

Display Mame Aspect Name

Aspect Value

ATRDBZ-NEW E4

Q902 %




AR EIE 214

Dview7 =>Dlink switch syslog/snmp/monitor

dView7 pingcheng (logout) | admin ~ | English + | Help + | DLink

4 Home = Inventory

* “ D-View Managed Total 58 ( @58 @0 @0 )

D-View Managed (58)
Label Apply To Task Move to Unmanaged Search "Keyword"” @$

Search "Label” (@]

)

i D_building(58) = O :‘;f':::am “aw MAC ][?:I\)r::e I\Nma:'l‘;::: ﬁ:rirege ?:rsinn c:rrsion ﬁﬁrin?tlner '[I:'.iilf'l':t;“rer Label
® D1F-B(3) = 0 @ na 172.16.3.2 00:AD:24:21:95:92 ;QitfhE S I]:.)S].SG_—ZS RW 6.10.007 F1 N/A ig:llg;n'“ »®»
D2F(8) E [2GES DGS- 2019-01-30
O @ NA 172.16.3.4 00:AD:24:21:95:62 0 o 121028 RW 6.10.007 F1 N/A 1701 o> e
® D3F(8) =
® D4E(7) - 0O @ na 172.16.5.1 00:AD:24:21:96:82 \l:\rzit?hE S [1);31%—28 RW 5.10.007 F1 N/A ig:lgé_ul'm »»
® DSF(6) = 0O eua 172.16.9.7 00:AD:24:22:30:72 L2 SFS DS gy 6.10.007 F1 /A 2o ones »
& D6F(6) = Oena 172.16.91.3 40:98:CD:78:42:54 2000 DOw Rw 0080 gy N/A WL aw
® D7F(6) = O @ NA 172.16.2.1 80:26:89:49:00:B8 ;zitfhES ?515[1_—28 RW 4.10.004 C1 N/A ig:15si12-14 »
- Ez:g f 0O @ na 172.16.2.5 10:62:EB:EF:16:DB ﬁtfhES [1);31%—28 RW 4.10.004 C1 N/A ig};‘élz'” »
" 40 — 0Oe gllFﬂ 172.16.91.1 40:0B:CD:78:44:C4 ;zitfhE S [1’;3150'_28 RO 2'500'30 F1 N/A ig:lg;z-m >
nmanage -
0O e _EZI—FBS‘" 172.16.91.2 40:9B:CD:78:43:A4 ;zitfhES I]:.)S].SG_—ZS RW g.Sno.Bu F1 N/A ig:lg;z-m 20
0O e ﬁ 172.16.2.2 80:26:80:49:00:84 ;zitfhES ?515[1_—28 RW N/A N/A N/A ig:lg;u-m »
O e ﬁ 172.16.2.3 80:26:89:49:00:58 ;zitfhES [1);3155-28 RW 4.10.004 C1 N/A ig:lgéu_-m »
N ] Eﬁ-Fc?:_ 172.16.2.4 80:26:89:49:00:28 ﬁtfhES [1’;3150'_28 RW 4.,10.004 C1 N/A fg};lz'” »
0O e E\iFOS 172.16.2.6 10:62:EB:EF:16:7B ;zitfhES I]:.)S].SG_—ZS RW 4.10.004 C1 N/A ig};—(u—m »
0O e % 172.16.2.7 10:62:EB:EF:16:AD ;zitfhES ?515[1_—28 RW N/A N/A N/A ig:lggu-m »




log 2 4%

* Syslog

« ELK; Elasticsearch+Logstash+Kibana
 EventlLog - lISLog: nxlog (F320.K)
» Shard/indexing B{EE &

- Fortianalyzer

« 5Ql log => N-reporter.... 58

= @ . Discover | eventlog

New Save Open Share Inspect

I...

[E) v Search KQL v Last 24 hours Show dates

@ — + Add filter

- * (<]
logstash-eventlog_st-* ~ 214 hits & Reset search
O Search field names Nov 24, 2021 @ 09:16:46.957 - Nov 25, 2021 @ 09:16:46.957 Auto ~
(2 Filter by type 0 -

Selected fields 25

t Category @
t  Channel 10 I
# EventlD s . .
o | | - - — — — -

t EventTime

Count

09:00 12:00 15:00 18:00 2100 00-:00 03:00 06:00

t EventType @timestamp per 30 minutes

t  Message Time + Category Channel EventlD EventTime EventType Message Severity SourceName type

[ Severity > MNov 25, 2021 @ 96:66:87.165 - System 7,836 2621-11-25 86: INFO Windows Modules Installer 2%  INFO Service Control M eventlo

t  SourceName B4:47 TEA B BE- anager g

t type > Mov 25, 2021 @ 96:85:38.723 - System 7,836 2621-11-25 86: INFO Device Setup Manager BEBTEA  INFO Service Control M eventlo
84:11 = anager

Available fields Bl d g

t _id > MNov 25, 2021 @ 06:85:28.718 - System 7,836 2821-11-25 86: INFO Windows Error Reporting Servi  INFD Service Control M eventlo
84:89 ce BETEA FLE # anager q

t _index

# _score > Nov 25, 2821 @ 06:04:85.945 - System 7,848 2821-11-25 @6: INFO Windows Modules Installer 33  INFO Service Control M eventlo
82:47 HEHRECE SHEH BES & anager g

t _type EEE .

B @tmestam)

o 3 > Nov 25, 2021 @ 06:04:85.944 - System 16 2621-11-25 86: INFO CTEBRESE \77\C:\Windows\Sys  INFO Microsoft-Windows eventlo

t @version @82:47 tem324\SMT\Store\Machine\SCHEM -Kernel-General g

A.DAT FHERERTH  BEHT @
@ AccountDomain EBETETT 8 EENNER-

® AccountName W alTTO wek o,




>

vV v v v v Vv

A Y
] 1
=

=X Office 365 - #% -EFFE365MRSE, 5 2 [didpaiag (7] BIA1
1RH%E)

*.just.edu.tw => Wildcard SSL, RapidSSL, & (5K | )
FEMEEZER => . InkEERESE.

rPage, ePage

Google Workspace for edu (G suite for edu).......
BruteforceIZZE&F KX R - SSH/RDP....

ISMSTEISO 270013358 (2L E: B EEME R ERVEEZHFHEHEZRL 7
B AR RIDCIHEE 2 E3R)EE)) ; ISMSEHEAZ A..ISCBAHEE...2
BPE M. AR F R AR....

ZEPFEERAILL 23 ...(TWNIC RPZiE AR A A, R B 2 ZRPZ policy
blocklist zone, 2 weeks update)

ERNHEWEHIPSFHENE OB ERT - (B8 APASS/detect - {12
sBlock ° (Apache Log4j I EE 2 482K T)



/\IEJI

0 B2020 (L) B iS5 08 o H = FH
£ £ = "apache: Apache.Log4j.Error.Log.Remote.Code.Execution," ' Add Filter (v}

# ABE/IEE  =E\ID =g I BryIp Action FE WEEIZ

1 12-146 20:50 FG10E1TB20903352  critical 172.104.248.192 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
2 12-16 20:50 - FG1OE1TB20903352  critical 172.104.248.192 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
3 12-16 20:51 FG10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
4 12-14 20:51 FG10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
5 12-16 20:51 FG10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
G 12-14 20:51 FGI10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
7 12-16 20:51  FG10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
8 12-16 20:51  FG1OE1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
= 12-16 20:51 FG10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
10 12-16 20:51  FG10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
11 12-16 20:51 FG10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
12 12-14 20:51 FGI10E1TB20903352  critical 61.175.202.154 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
13 12-16 20:53  FG10E1TB20903352  critical 148.66.57.50 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
14 12-146 20:53 FGI10E1TB20903352  critical 148.66.57.50 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
15 12-146 20:58 FG10E1TB20903352  critical 139.59.70.13%9 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
16 12-16 20:58 < FG1OE1TB20903352  critical 139.59.70.139 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
17 12-16 21:20 FG10E1TB20903352  critical 34.80.118.173 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
18 12-14 21:20 FGI10E1TB20903352  critical 34.80.118.173 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
19 12-16 21:20 FG10E1TB20903352  critical 34.80.118.173 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
20 12-146 21:20 FGI10E1TB20903352  critical 34.80.118.173 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
21 12-146 21:20 FG10E1TB20903352  critical 34.80.118.173 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
22 12-16 21:20 - FGI1OE1TB20903352  critical 34.80.118.173 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
23 12-16 21:20 FG10E1TB20903352  critical 34.80.118.173 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
24 12-146 21:20 FG10E1TB20903352  critical 34.80.118.173 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
25 12-16 21:38  FG10E1TB20903352  critical 172.104.248.192 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
26 12-14 21:38 FGI10E1TB20903352  critical 172.104.248.192 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
27 12-14 21:38 FG10E1TB20903352  critical 172.104.248.192 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
28 12-16 21:38 - FG1OE1TB20903352  critical 172.104.248.192 dropped HTTP Apache.Log4j.Error.Log.Remote.Code.Execution
]
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