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of organizations of organizations of organizations

experienced publicly exposed at accept traffic to
potential account least one cloud Kubernetes pods
compromises storage service from any source
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Host Vulnerabilities Account Compromises Risky Configurations Container Security

source: https://start.paloaltonetworks.com/5-key-cloud-security-trends
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MAKSIM VIKTOROVICH YAKUBETS

Conspiracy; Conspiracy to Commit Fraud; Wire Fraud; Bank Fraud;
Intentional Damage to a Computer
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RIGNERYROWIILEEN

DESCRIPTION

Alasas: Maksim Yaubets, "AQUA"

Date(s) of Birth Used: May 20, 1987 Place of Birth: Usrane

Made | B, Cyes: Poiws

Medght: Approimately 510 Welght: Approsimately 170 pounds
Sen Maw Race: Wraoe

Citizenship: Hussan
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Jason Chan B ol coms @ 20WTMISE FFAOS(1IEM) W & ¢
WA bang 530 + Belngsi0

Hi there,
1 Came 10 yOou SINCe ry Cant’s Maching wirs encrypied Dy your ransomware Coupie hours 200 and | would Bue 10 know how much the prce is 10 dedrypt Sles.
We are in New Tapei Cry, Tawan

Locking forwied 10 haaring from you

Thanks,
Jason

_ Alive 7A1S8 M= FF81203KM) Y & i
o W43 3 - beijing520 ~

Hello. Your client lost 2 servers + network shared folders. So he has 2 IDs.

Price for 11D is 0.7BTC, price for 2 IDs is 1 BTC.

e
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Respond to incidents with speed
and scale

e 100s of product integrations
e 1000s of security actions
URL Reputation for: ‘ > B o IntUitive, ViSLIaI pIaYbOOk editor

.w3.0rg/TR/REC-htm140
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https://www.networkworld.com/article/2164139/network-security/how-to-blunt-spear-phishing-attacks.html
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Before After

E)\\ IP, domain, attachment

Check indicator
reputation

Manual triage

Threat Email
Intelligence ®
Ingest
Collect context
@]
Security
Analyst Threat Sandbox
Intelligence
Detonate file Enrich

Malware @
Analysis Respond

Quarantine

EDR Raise severity Open Ticket

Ticketing Severity Mail Inform
Analyst
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SASE - Secure Access Service Edge

2019 F Gartner £ #1E FZExHHY SASE (Secure Access

Service Edge) T35 - RIBIRS EEHRRBEAE LR

Tk - BEHEFET THRBEL (Architecture
transformation) s

Gartner 1R1E3IR S U B2 (Digital Business) FIFE K
mEEFEMENIERM@ZAR ST - EPHEE R Al
ZE MY ESK (Identity-Driven) ~ RERPE TS
(Cloud Native) * ZIK{E72BIZ1HE (Globally
Distributed) & < 321781 FHF (Supports All Edges) °

GartnerTE85T 22024 FE £/ D 40% Wt XS B RRER R
HE 3K FISASE - 5532018 RAVARI1% - ” SASERE %
EREOER AP ANERE  BRAERKENZ M

Wi HEEREZEFR N EIENZ T - #imE
BE  EBRAEXIAREBLUNRCE  ZH A8 LUE
AEERL M -
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94% of businesses
the cloud
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60% of enterprises will have
plemented SD-WAN

tner Magic Quadrant for WAN Edge
Infrastructure

2019 State of the Cloud Report



COVID-19

Coronavirus Dissase 2019
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DATA CENTER PUBLIC CLOUD
RETAIL
HTTP/HTTPS NEED MPLS
SECURE WEB
OUTBOUND e NO SECURITY APPLIED OR
ONLY IPSEC S2S
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ANZ Region Asia Region
Andorra Luxembourg Canada Central Argentina Australia East Bangladesh
Austria Moldova Canada East Bolivia Australia South Cambodia
Belarus Monaco Canada West Brazil Central Australia Southeast Hong Kong
Belgium Netherlands Central Costa Rica Brazil East New Zealand India North
Bulgaria Netherlands South Mexico Central Brazil South India South
Croatia Norway Mexico West Chile Egypt India West
Czech Republic Poland Panama Columbia Israel Indonesia
Denmark Portugal US Central Ecuador Jordan Malaysia
Finland Romania US East Paraguay Kuwait Myanmar
France North Russia Central US Northeast Peru Saudi Arabia Pakistan South
France South Russia Northwest US Northwest Venezuela Turkey Pakistan West
Germany Central Slovakia US South Africa Region United Arab Emirates Papua New Guinea
Germany North Slovenia US Southeast Kenya Japan Region Philippines
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@ Active Directory f
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m Enrich User Information L
* Retrieve user and manager accounts.
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= Ingest behavioral anomaly = Generate locaton map
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Enrich IP Information 1
Yes
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Adss - RAREFRAEIE - [ - 5oL
trReE LA AP %R Internet L
ERRBNRE -

ZERO TRUST
DEVICES

.E. ZERO TRUST
Inside =
trusted m .
ZERO ZERO TRUST
TRUST ® "4' NETWORKS
Zero Trust I:_l__ SECURITY
o ﬁh ZERO TRUST
A WORKLOAD

Users & Apps Inside Users & Apps Anywhere o P55 : Master Concept

All Equal Verify & Never Trust —
AR Axama

R ZERO TRUST
Full Network Access Application Specific Access™ e PEOPLE
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| web-browsing

| sharepoint-online

| youtube-streaming

| boxnet-editing

| dropbox-uploading
| google-docs-uploading

| netflix-streaming

| zippyshare
.| ms-update

ERHARATENARBEREAREZEI

internet-utility
social-business
photo-video
file-sharing

file-sharing
office-programs
photo-video

file-sharing
software-update [

+Add to Rule @ Create Cloned Rule & Match Usage
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530 : EniEfile-sharingfEFIIE

Applications & Usage - Allow www port 80 443

Apps Seen (376

O lesharing

| boxnet-editing file-sharing 3 216 B
| dropbox-uploading file-sharing 3 216 N
| zippyshare file-sharing 2 934.2M
| dropbox-base file-sharing 322M |
| boxnet-base file-sharing : 55M |

| ms-onedrive-base file-sharing 14M |

| gc-storage-download file-sharing 774.0K |
| dropbox-downloading file-sharing y 120K |
| dropbox-sharing file-sharing 9.9K
+Add to Rule Q@ Create Cloned Rule & Match Usage
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Applications & Usage - Allow www port 80 443

Apps Seen
o fleshaing b

|| boxnet-editing file-sharing
|y| dropbox-uploading file-sharing

216 A

216 N
9342M
4322M |
2267M i
118.4M |

57.1M |

233M |

14.3M

| zippyshare file-sharing
/| dropbox-base file-sharing

| boxnet-base file-sharing

| ms-onedrive-base file-sharing
| ge-storage-download file-sharing
|| dropbox-downloading file-sharing
|¢| dropbox-sharing file-sharing

BOOE

9
a
(1]

+Add to Rule @ Create Cloned Rule & Match Usage
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Name Source User Application Service Security Profile  Action

1 Sanctioned SaaS Apps corp-users boxnet application-default FIOIIEZH Allow
concur
confluence
dropbox

jira
ms-office365
slack

Policies

zer | :
Q Traffic (Bytes, 30 days) Hit Count

No App Specified 5240
Unused Apps 0
Rule Usage
Unused in 30 Days 5604
Unused in 90 Days 5602
Unused 5602
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o ENEFRPHNRE—(ETREEZAMERE - UNER - BAF TCESESEMBANEAIINIEE -
WREMNESEENERFER - REUKHERE CNAEREREEENEZAD -

o MEZMBEBUREZHIRFHBENBIBZIFEEER - ILBUBRERLEEMDE - BRENCHENS
DEEHEE - MERRIKENS - BolAERAMBENEEERENZE - Bt EESEM
N

AutoFocus RedLock Demisto MineMeld mAES
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