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TOP COUNTRIES THREAT TYPES
[703] SCAN

(8] <2

(8] sOT

\\ [3] TOR

»  [421] CHINA

EE [109] UNITED STATES

¥ [50] BRAZIL

W% [32] INDIA

W [29] FRANCE

*  [24] VIETNAM

K3 [21] JAPAN

#= [18] NETHERLANDS ¥

i [16] GERMANY o
™ [16] RUSSIA (™

& [15] INDONESIA ¥
E3 [13) SOUTH KOREA Ly
@ [12] CANADA (
B [10] UNITED KINGDOM i
3= [9] SOUTH AFRICA

EVENT FEED

" 115.159.186.223

§ [?] ROMANIA

" 115.159.147138
- (8] EGYPT
W (7] TALY -- W 185.234.217.72
= [7] THAILAND I " 112,133.246.115

R /

B (7] UKRAINE 1207722076
& 4 Swei - 193.169.252.77
ot imon & 193.15.16.4
™ (5] BULGARIA

BB 66.249.64.148
% (5] HONG KONG

= ;
I [5] IRELAND 157.55.39.89




A+ 3R

189.143.159.197
121.170.129.204
176.53.66.50
150.129.116.220
5.62.35.158
103.42.213.184

163.28.129.163

IRzt

W32/Kido.IH!tr

Zeus
MSOffice/CVE...2.Alexploit
Malware_Generic.PO
Riskware/CoinHive
Adware/KuaiZip

JS/ProxyChanger.ES!tr

Kelihos

plilad gz

177.38.225.66

160.242.192.120

113.161.38.51

Linux/ShellD...ader.RMF!tr

Riskware /Mimikatz

489,684,576 .

A+ Bttt

123.27.79.32
117.6.84.195
23.244.76.82
113.162.35.184
113.161.83.100
210.245.118.36
180.242.205.136
140.116.67.170

AIt&IPS

Malicious.Sh...e.Detection
MS.11S.WebD...er.Overflow
HTTP.URLSQL.Injection
MS.SMB.Serv....Execution
Telnet.Login.Brute,Force
Netcore.Neti...urity.Bypass
MS.SMB.Serv....Disclosure
SSH.Connect...rute.Force

Backdoor.DoublePulsar

176,566,700

AttsE

B+ 2B EER

United States

China
140.116.67.161

Korea, Republic of

Hong Kong

Latvia

Togo
140.116.67.165
Vietnam

Bi+#&Botnet

Pushdo.Botnet
Finkisher.Botnet
MinerGate.Cr...rency.Miner
Mariposa.Botnet
Chalubo.Botnet
Ghost.Rat.Botnet
Monera.Crypt...rency.Miner
Miral.Botnet

MS.RDP.Conn...rute.Force
Zeroaccess.Botnet

Taiwan

Netherlands

Brazil

Sora.Botnet
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[MITRE ATT&CK] Windows A..
[MITRE ATT&CK] Web Shell (..
[MITRE ATT&CK] Web Servic...
[MITRE ATT&CK] Video Capt...
[MITRE ATT&CK] Valid Accou...

See more in TTP

2019-01-15 23:09:03
2019-01-15 23:08:48
2019-01-15 23:08:28
2019-01-15 23:08:15
2019-01-15 23:07:50

California-Based VOIP Comp...
Magecart Group 12 Targets ...
Glasses Retailer Warby Park...
US Newspapers Affected by ..

See more in Incidents

2019-01-18 05:54:56
2019-01-18 05:54:16
2019-01-18 00:16:15
2019-01-04 01:07:08

YARA rule for detecting TROJ...

ComputraceAgent

CBDX Sofacy Office Persiste...

HIDDEN COBRA TA17-164A-1

See more in Sighatures

2018-11-13 02:28:39
2018-09-25 03:24:26
2018-09-04 23:00:57
2018-06-19 23:01:47

-
Threat Bulletins Actors Campaigns
10 v 1-100f 4,501 items 10 v 1-100f 183 items 10 v 1-10 of 38 items
N | AN
Name Last Updated ~ Name Last Updated & Name Last Updated o =/ 7]
Feedly News - "\u201cStole ... 2019-01-22 21:42:34 APT10 2019-01-16 01:07:35 Threat Group Steals Data fro... 2019-01-08 03:11:01
Feedly News - Hackers infect... 2019-01-22 21:33:52 DarkHydrus 2019-01-15 20:45:24 Threat Group Steals Data fro... 2019-01-08 03:10:55
Feedly News - Ukrainian Poli... 2019-01-22 21:33:07 Thrip 2019-01-15 20:41:00 BEC Scams Evolving to Targe... 2018-11-29 21:36:07
Anomali Community Threat ... 2019-01-22 21:32:05 APT19 2019-01-15 20:31:25 Linux Rabbit WorldWest Ca... 2018-11-19 17:22:41
EiTest campaign Hoefler Tex... 2019-01-22 14:02:03 Gorgon Group 2019-01-15 20:30:49 Outlaw 2018-11-06 01:36:40
See more in Threat Bulletins See more in Actors See more in Campaigns
TTP Incidents Signatures
10 v 1-100f 1,129 items 10 v 1-100f 109 items 10 v 1-100f 177 items
Name Last Updated v Name Last Updated v & Name Last Updated v &
AR i it Widely Used Online Booking... 2019-01-18 23:06:33 Linux Rabbit 2018-11-14 19:16:07
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NAR
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— = National Applied Research Laboratories
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{40 : Kali Linux
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e Exploit Database 3
S
The Exploit Database (EDB) is a CVE compliant archive of exploits and _- : :]
vulnerable software. A great resource for penetration testers, vulnerability ) ]
researchers, and security addicts alike. Qur goal is to collect exploits from D

various sources and concentrate them in one, easy to navigate database

Download the Exploit Database Archive - CVE Compliant ~ .\/—’

o) 1
cve.mitre.org

https://www.exploit-db.com/




I Google Hacking DB

Date

2017-11-30

2017-11-29

2017-11-29

2017-11-28

2017-11-28

2017-11-27

2017-11-27

2017-11-27

2017-11-27

2017-11-24

Title

intext:"/wp-content/uploads/wpsc/"

inurl:"/address/speeddial.html?start" and intext:"Please configure the password" and intitle:"Brother"

inurl:"nfs://www." "index of /"
intitle:index.of .bashrc
inurl:"ews/setting/setews.htm"
intext:"index of /userfiles/file/"

intext:"softperms.txt" ext:TXT

inurl:composer.json filetype:json -site:github.com
"Cake\Routing\Exception\" -site:github.com -site:stackoverflow.com -site:cakephp.arg"

"Use these fields to set or change the Administrator Password. When set, the Administrator Password is

https://www.exploit-db.com/google-hacking-database/

NARLab

National Applied Research Laboratories

National Center for
High-performance Computing

Category

Sensitive Directories
Various Online Devices
Sensitive Directories
Sensitive Directories
Various Online Devices
Sensitive Directories
Files Containing Juicy Info
Files Containing Juicy Info
Error Messages

Various Online Devices



NARLab

National Applied Research Laboratories
| National Center for
High-performance Computing

« National Vulnerability Database

NewCVEs ~ NewCVEs  Modified CVEs CVE Status Count NVD Contains
Received by Analyzed by Received by Modified CVEs Re-
NVD NVD NVD analyzed by NVD Total 98021 CVE Vulnerabilities 98021
Today 28 11 0 0 Received 38 Checklists 485
This Week 90 108 154 1 Awaiting Analysis 368 US-CERT Alerts 249
This Month 147 212 316 1 Undergoing Analysis 151 US-CERT Vuln Notes 4468
Modified 61417 OVAL Queries 10286
Last Month 1122 1100 2342 107
Deferred 2 CPE Names 126016
This Year 13746 13232 61432 766
Rejected 4349

https://nvd.nist.gov/general/nvd-dashboard
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x

Payment will be raised on

51672017 00:47:55

Left

Your files will be lost on

52012017 00:47:55

Time Left

Ho!

Contact Us

hul

Qoops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption servica.

Can I Recover My Files?

Sure. We guarantee that you can recover all your files safely and easily. But you have
not so encugh time.

You can decrypt some of your files for free. Try now by clicking <Decrypt>.

But if you want to decrypt all your files, you need to pay

You only have 3 days to submit the payment. After that the price will be doubled
Also, if you don't pay in 7 days, you won't be able to recover your files forever

We will have free events for users who are so poor that they couldn't pay in 6 months.

How Do I Pay?
Payment is accepted in Bitcoin only. For more information, click <About bitcoin>.
Please check the current price of Bitcoin and buy some bitcoins. For more information,
click <How to buy bitcoins>.

And send the correct amount to the address specified in this window.

After your payment, click <Chack Payment>. Best tima to chack: 9:00am - 11:00am

AT e AP daa. P

= " Send $300 worth of bitcoin to this addr
bitcoin
Pleas it | 12t9YDPgwueZ9NyMgwb19pTAA

NARLabs
Nationol Applied Research Loboratories

National Center for
High-performance Computing
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sinkhole.tech — where the bots party hard and the researchers harder.

https://dq.yam.com/post.php?id=8002
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http://iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com
http://iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com

I DNS&c#£EiWannaCry R

>

17/07/05
23:14:17.000

17/07/05
21:26:42.000

17/07/05
21:21:25.000

17/07/05
21:21:13.000

NARLab

Jul 05 15:14:17 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=LOG cat=sinkhole/Sinkhole.Te
ch cn1=65 cnllLabel=impact cn2=87026 cn2lLabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30fbe7df:665e1ca2 cs1
Label=detectionId cs2=https://user.enterprise.lastline.local/event#/2870691410/4107789788/14323232?event_time\=2017-07-05 cs2La
bel=EventDetaillink cs3=http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3Label=EventUrl
deviceExternalId=2870691410:4107789788 dpt=80 dst=104.17.38.137 end=Jul 05 2017 23:13:47 CST externalld=14323232 proto=TCP sour
ceDnsDomain=78-user127.cc.ncut.edu.tw src=140.128.78.127 start=Jul 05 2017 23:13:47 CST

host=10.0.1.28 = source = udp:666 = sourcetype = syslog-for-lastline

Jul 05 13:26:42 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=L0OG cat=sinkhole/Sinkhole.Te
ch cn1=65 cnllLabel=impact cn2=86756 cn2lLabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30fbe7df:665e1ca2 cs1
Label=detectionId cs2=https://user.enterprise.lastline.local/event#/2870691410/4107789788/14312974?event_time\=2017-07-05 cs2La
bel=EventDetaillink cs3=http://www.iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3Label=EventUrl
deviceExternalId=2870691410:4107789788 dpt=80 dst=104.17.37.137 end=Jul 05 2017 21:26:12 CST externalld=14312974 proto=TCP sour
ceDnsDomain=95-user169.1lib.ncut.edu.tw src=140.128.95.169 start=Jul 05 2017 21:26:12 CST

host=10.0.1.28 = source = udp:666 = sourcetype = syslog-for-lastline

Jul 05 13:21:25 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=L0OG cat=sinkhole/Sinkhole.Te
ch cn1=65 cnllLabel=impact cn2=87049 cn2lLabel=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30fbe7df:665e1ca2 cs1
Label=detectionId cs2=https://user.enterprise.lastline.local/event#/2870691410/4107789788/14312456%event_time\=2017-07-05 cs2La
bel=EventDetaillink cs3=http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergweascom/ cs3lLabel=EventUrl
deviceExternalId=2870691410:4107789788 dpt=80 dst=104.17.37.137 end=Jul 05 2017 21:20:48 CST externalIld=14312456 proto=TCP sour
ceDnsDomain=t2.ba.dep-appoint.static.012.ippool.cyut.edu.tw src=120.110.27.12 start=Jul 05 2017 21:20:48 CST

host=10.0.1.28 = source = udp:666 = sourcetype = syslog-for-lastline

Jul 05 13:21:13 10.0.1.18 CEF:0|Lastline|Enterprise|7.10|signature-match|IDS Signature Match|6|act=L0OG cat=sinkhole/Sinkhole.Te
ch cn1=65 cnllLabel=impact cn2=87049 cn2Label=IncidentId cn3=65 cn3Label=IncidentImpact cnt=1 cs1=e92b3400:30fbe7df:665e1ca2 cs1
Label=detectionId cs2=https://user.enterprise.lastline.local/event#/2870691410/4107789788/143124567event_time\=2017-07-05 cs2La
bel=EventDetaillink cs3=http://www.iugerfsodp9ifjaposdfjhgosurijfaewrwergwea.com/ cs3lLabel=EventUrl
deviceExternalIld=2870691410:4107789788 dpt=80 dst=104.17.37.137 end=Jul 05 2017 21:20:48 CST externalld=14312456 proto=TCP sour
ceDnsDomain=t2.ba.dep-appoint.static.012.ippool.cyut.edu.tw src=120.110.27.12 start=Jul 05 2017 21:20:48 CST

host=10.0.1.28 = source = udp:666 = sourcetype = syslog-for-lastline
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163.17
163.17
163.17
140.12
140.12
163.17
163.17
163.17
163.17
163.17

P00

[*))

¥R
467
316
289
278
268
264
241
233
224
203

5.285%
3.576%
3.271%
3.146%
3.033%
2.988%
2.727%
2.637%
2.535%
2.297%

May
Jun

Jul

Aug

NARLab
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National Center for
High-performance Computing
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5,105
1,570
1,430
731

%
57.775%
17.768%
16.184%
8.273%
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File Type File Size VirusTotal Result Malware Classification Download

03851982806a7046345e344b9738e170 Q Others 40.27KB

3127af9862ad50304b4e3076568d7b16 Q Others 238.13KB

be942500a467c2d9f8f2d8ead00f1970 Others 710.97KB ‘Backdoor| Bot
be9651c2602435c950bbae259428Fh70 Others 809.42KB ‘Backdoor  Bot
be96c99a684dfa2c61d2b65ecbd®7990 Others 852.77KB (Trojan| Backdoor Bot
be977993b7d29b2cBe4c220d45dadc4 Others 498.78KB ‘Backdoor| Bot

be9db2152b4193d0d865c142007b62e0® Others 772.48KB

be9dbef3b21f3bl1c13ed39195a8570 Others 744.00KB (Trojan) Backdoor Bot

be9e060c70addfb3eb5fe702381c6390 Others 712.50KB | Backdoor | Bot

bea3a90e441lac6a873fa9c39a2407ab0 Others 891.08KB (Trojan| Backdoor Bot

—
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File Type File Size VirusTotal Result Malware Classification Download
0000b9d2f15bd4eabf632a8122130e30 | Backdoor  Exploit/Root Kit - -

010e138cle508ccf704b1f58b96185c0 Q [Backdoor | Exploit/Root Kit ([¥Fojan] (Worm)
0111754c6f6eb1d883153e132e22ca20 Q Others 428.48KB ‘Backdoor [Trojan|
01126600c2c6083a37e48500d14da2fe Q Others [Backdoor | Exploit/Root Kit ([¥Fojan) (Worm)
011478aeeb82cb6014a30dc18b7¢c6220 Q Others (Backdoor | | Exploit/Root Kit ([Frojan)

011866f75079eb0ddfeb3027ab3601e® Q Others [Backdoor | Exploit/Root Kit ([¥Fojan] (Worm)

0128ab0d36ffa3f387d31f987b741edé Q Others [Backdoor | Exploit/Root Kit ([¥Fojan] (Worm)

0140e260b902ach433eeadbOb5e05fad Q Others ' Backdoor = [[Trojan)
016db3974761ce35F76696596fd51620 Q | Backdoor = [[Trojan)

0174eadch9d00208c5b83a3b5d939c0 Q Others ‘Backdoor  Exploit/Root Kit (TFojan) (Worm|




shodan.io-Default Password

Taiwan 11,544
Thailand 9,085
United States 6,257
Brazil 5,914
China 3,030

Taiwan No.1

‘; SHODAN

* Exploits *% Maps

TOTAL RESULTS

63,861

Taiwan 11,544
Thalland 9.085
United States 6,257
Brazil 59014
China 3,030
TOP SERVICES

HTTP (8080) 19,118
Telnet 17,433
Automated Tank G... 9,380
aoB1 4,805
HTTP 2,055

NARLabs

National Applied Research Laboraterics

National Center for
High-performance Computing

fault password” Q

Downloads Reports Enterprise Access Contact Us

&. Download Results Ll Create Repart

401 Unauthorized

Chief Telecom

Added on 2017-08-07 16:08:3
B —avan, Teiosi

Details

HTT?/".2 40° Unautherized

Date: Man, @7 Aug 2217 16:28:44 GMT

Server: Bea/@.94.14-c21

Accept-Ranges: bytes

Connectiion: Keep=Alive

Keen-Alive: timenut=18, nax=100a

Wim=Authentlicate: Baslc realr=" Default MName:acwin Password:1234 "
Content-Type: text/html

223.85.203.66
China Ma'H‘le Guaﬂﬂdﬁ"ﬂv

(

ed on 2017-08
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Top Services
10,7370 Top Cities

10,000.0

1. Taipei
2. Kaohsiung
8,000.0 . . | | | | | | . . | . | 3. Tainan

9,000.0

4, Taichung

5. Hsinchu

6,000.0 | ! ! ! ! | ! ! ! ! | | ] 6. Ta OyUa N
7. Caoya

5,000.0 | I I I I | I I I I ! ! |

8. Shulin

9. Hengchun

3,000.0 . I I S I N || , | | 10. Miaoli

7,000.0

4,000.0 -

2,000.0

1,000.0

8001 Webmin AndroMouse 9042 Splunk nn 9002
HTTP (8181) 8081 2000 FTP HTTPS (8443) 8009 Kerberos NAS Web Interfaces

9
— -

0.0
HTTP (8080) Telnet
HTTP



] NARLab |
shodan.io-Default Password i weslkr

Top Domains

seed.net.tw
catvisp.net.tw
savecom.net.iw
hinet.net
kbtelecom.net
tbcnet.net.tw
kbronet.com.tw
61-savecom.
totalbb.net.tw

alinx.com.tw

0.0 2000 400.0 600.0 800.0 1,000.0 1,200.0 1,400.0 1,600.0 1,800.0 2,000.0 2,200.0 2,448.0 31
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« |CT/SCADA
 Serial to Ethernet R

. :
* Printer Server e

" PS1205P LPR Prirtng. Bnatie
w-GNMP g YT 28321 ApplaTak Priving: Enable
» NetWare JLft RE(MAC 7L 0020 B4.CCCE0C NetMNare Priving Enatle

U33 P L Husiter . Mo sM8. Srlde
v SppleTalk 305 LPT Pot Nuroer 1 SNIF Enabile

AR : No Nel3EUI. Sne

nezathoms. 0 - & | & MineronWebTouze
N Main Menu . 2
. Welcame to MiiNePort web console
) Overview
#{] Basic Settings Model name MiiNePort £2
) Advanced Settings Serial No. 5622
# ] Malntenanca Device name MiiNePort_E2_5622
) Save and Restart Firmware version 1.3 Build 11110720
Ethernet IP address 163.20.78.164
Ethernet MAC address 00:90:E8:27:3F:7C
Up time 10 days 11h:02m:55s

Serial communication status Data Modse
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Insecam  Most popular  Manufacturers-  Countries - Places - Cities  Timezcnes New online cameras FAQ Contacts 2= pm Il

Network live IP video cameras directory Insecam.com

1. Project Management For MacOSX - DaPulse (Recommended) ( > =

I}

The Most Straight-Fenvard Project Management Taal of 2017. Try it Free! dapulse.comiProjeci/fanagement el

Welcome lo nsocam projecl. The world bigges! direclory of online survellarcs sacurily camerss. Scecl a country o walch live slroe!, tralfc, parking, oflice, road, bodch,
earth orline webcams. Now you can searcn live web cams arcund the werd. You can find here Axis, Panasonic, Linksys, Sony, TPLink, Foscam and & lot of other network
video cams available onlinc without a passwerd. Mozille Fircfox trowser is recommended 0 watch netwerk cameras.

The Tollowing aclions were made le Insscam or lhe proteclion of incividugl privacy:

Only filtered cameras arc available now. This way nene of the cameras on Insccam invade anyibody's private life.
- Any prvale or unethical camera will be removed immsdialely upon e-mal complaint. Pleaseprovids a dirscl link 1o nelp (acililale the prompl removal o lhe camera.
- If you do not want 10 contact us by e-mail, you can still remove your camera frem Insecam. The cnly thing you need 1o do is to sat the password ofyour camera.
You can add your camera to the directory by following next link. It will e availadle enly after admntrator's aoproval.

The cocrdinates of the cameras are approxingte. They point to the ISP address end not the physical address of the camcra. This information is accurate only to a fow
hundred miles. The coordnales are proviced orly 1o locale Ibe cily where the camera is localed, bul nol 1's exacl posilion or addrass.

Thark you for visiting Insccam cnling directory.

Insccam administrator.

http://www.insecam.org/
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DDOS ATTACK - Website takedown - 1 week

vendor [ ) (2 344/9131) (% 131111)
Price  0.0912 ($300)

IOT Botnet Setup for DDOS (Working)
Vendor [ (460:<) (2 1/0/2) @

Price 10.072 (€200) Ships to  Worldwide, Worldwide
Ships to  Worldwide, Worldwide Ships from  Worldwide
Ships from WW Escrow No

Escrow Yes

Product description

DDOS ANY WEBSITE FOR ONE WEEK . 100% Fucking Awesome

Product description WE CRACK FACEBOOK AND GMAIL PASSWORDS UPTO 15 CHARACTERS LONG INCLUDING
SPECIAL AND NUMBERS IN 48 hours !!

1 will setup IOT botnet for you: boom
yes this is a working IOT botnet edited by me.

1 use various hacking techniques based on the job requiwhite ,First stage is mostly a phising attack -
‘You will need : these attack are simple and leads to success more times than you would think.
2 or more VPS servers min 1GB ram Second stage of the attack is normally a brute force crack with my botnet. | can crack facebook,gmail
and other email passwords upto 15 characters long including special and numbers in less that 4 days.
Most of this work is done with a custom written version of hydra. For Servers and PC's an IP address

What i will do : ) or hostname is needed.For phones any info you have will do,number is importantemail
O s Vo DDOS attack start with basic stuf, buffer overflows & resource consuming techniques.Followed by
IS listing L upto a 5GBPS second attack from our BOTNET.We been in this is blackhat game along time , we
. . know our shit , Dont let the fact we made our webiste in notepad fool you.
Do not ask me stupid shit this service is for DDOS only. We do amazing phone hacking.Our team has some serious skills. We need details , phone model ,

number , network provider , Do you have physical access to the handset ? Does the phone connect to
your wifi ? any other information you have , no information is irreleverent.
XMPP : plaxis@jabb3r.org
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Anonymity Online
Protect your privacy. Defend yourself

against network surveillance and traffic
analysis.

Download Tor

What is Tor?

Tor is free software and an open network that
helps you defend against traffic analysis, a
form of network surveillance that threatens
personal freedom and privacy, confidential
business activities and relationships, and state
security.

Learn more about Tor »

= Tor prevents people from
learning your location or
browsing habits.

= Tor is for web browsers,
instant messaging clients,
and more.

= Tor is free and open
source for Windows, Mac,
Linux/Unix, and Android

Why Anonymity Matters
Tor protects you by bouncing your
communications around a distributed network
of relays run by valunteers all around the
world: it prevents somebody watching your
Internet connection from learning what sites
you visit, and it prevents the sites you visit from
learning your physical location.

Get involved with Tor »

National Center for
High-performance Computing

Tor (The Onion Router » ¥ HE K H
#3) e EIRERBNAE BHEEE -
Torg B _UFEARAN—EE

15 > AE#EiBETore] LATEAEPR A
LFETERRR °

R ZEXAERBSERRERE
EBf) - 2004F18HA > TorliABEF
AIEESE (EFF) N—EHEXE -

https://www.torproject.org/




Home Upgrade Search Members Help Follow Contact

Hack Forums / Site Offline

Site Offline

HackForums.net for one reason or another didn't load. We might be offline, we might have a
site error, or maybe just a serving error with our complex setup. In most cases wait a minute
and refresh and we'll be back online.

Web server is returning an unknown error

There is an unknown connection issue between Cloudflare and the origin web server. As a
result, the web page can not be displayed.

» Ray ID: 38bea222ce7f77f0

» Your IP address: 42.76.70.108

» Error reference number: 520

» Cloudflare Location: Los Angeles

Contact Us | Hack Forums Lite (Archive) Mode | Staff | Awards | Legal Policies

lgn

NARLabs g "' [¢1(:4}

National Center for
High-performance Computing

Welcome to HackForums.net Current time: 08-09-2017, 03:55 PM

v

Home Upgrade Search Members Extras Wiki Help Follow Contact
Hello There, Guest! (Login — Register)

Hack Forums

$100 Gift Card for $40

Uber & Uber Eats

common Hack Tech Code Game Groups Web GFX Market Money
Hack Forums Official Information
Forum Threads/Posts Last Post

ﬁ Rules, Announcements, News, and 65,291 Closing my account.
*  Feedback 1,074,821 Today 03:45 PM
This is where site rules and important vy temp_Obli
announcements about the site are made, Please
read caretully detora you join. Also you can leave
us leedback or ask site gquestions here,
Moderated By: Mentors
Suggestions and HF News
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« ©bitcoin
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|HQ| Twitter Database fSHARE|

=

b A I L\x |%- % gE,ﬁ\ﬁ W «/e\~ A GUEST NOV 18TH, 2017 2,281 NEVER | wTWEET
T

Meet the all-new Lightroom CC.

7 -
AY 4 IA—I 3 z > =
° }ﬁ% % *}E ? &y{t § ) Lr Edit, organize, store, and share your full-resolution
A\ */\"“/( [ " photos anywhere. Just Us$9.99/mo.

El\] 1< | im Not a member of Pastebin yet? Sign Up, it unlocks many cool features!
° E\&E 1@ A Bg *A :’5 text 9.84 KB raw download clone embed report print

/ = o - . TWITTER LEAKED DATABASE: 32 MILLION ACCOUNTS

LIRS — Z 2] = 2

[\\ N E N "\t u . Here is the link to this hacked database:

http://goo.gl/6cdKMV
MRARSF
XINT=

This leak includes the emails and passwords for every single Twitter account registered before 2815.

Just open up the database in your favorite text editor and Ctrl + F for the email or username you want to hack.

Proof of content, first 1008 lines of accounts:

(Format is email:password)

sexy com:glorial
.uk:1q2w3e4rs

https://pastebin.com/
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Have | been pwned?

in search Who's been pwned Passwords API About Donate B P

pwn » A1

THIE - —(EE

BEANERER :

S own" TS E22| [‘;-—have | been pwned?]

ll:l:ll ;E E/‘J Check if you have an account that has been compromised in a data breach

I sy [P VS

oo 8 E

th]@?fﬁz%*ljilz% email address or username
2 iR AFRRE
HFRMETEIZW
A&

4,823,641,843 ; 56,123,154

https://haveibeenpwned.com
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Fri Sat Sun Mon Tue Wed Thu Fri Sat
| N ¥i15 Hal

Internet => TANet 38470MbFh (38.5%) 17186 MbFh (17.2%)  2424.6 Mb/Fh (24.2%)
TANet==>Internet 1855.8 MbF} (18.6%) 802.8 MbFP (8.0%)  1108.0 Mb/Fb (11.1%)

5.2 6
3.96
2.606

il 3} (g

Bits per Second

0.0 G

8 10 12 14 16 18 20 22 0 2 4 6 8 10 12 14 16
| 7N 1 Hal

Internet => TANet 48924 Mb/FP (48.9%)  2040.6 MbFP (204%)  2136.5 Mb/FD (21.4%)
TANet=>Internet 32657 MbFP (32.7%)  1024.1 MbFP (10.2%) 811.5 Mb/FP (8.1%)
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Github DDoS Attack i

Large Scale DDoS Attack on github.com

March 27, 2015 #jnewland il Engineering

We are currently experiencing the largest DDoS (distributed denial of service) attack in
github.com's history. The attack began around 2AM UTC on Thursday, March 26, and
involves a wide combination of attack vectors. These include every vector we've seen in
previous attacks as well as some sophisticated new techniques that use the web browsers
of unsuspecting, uninvolved people to flood github.com with high levels of traffic. Based
on reports we've received, we believe the intent of this attack is to convince us to remove
a specific class of content.

We are completely focused on mitigating this attack. Our top priority is making sure
github.com is available to all our users while deflecting malicious traffic. Please watch our
status site or follow @githubstatus on Twitter for real-time updates.

https://status.github.com/




I Github DDoS Attack

March 27, 2015

23:49 CST

23:04 CST

22:45 CST

20:33 CST

18:00 GST

16:31 CST

We're aware that GitHub.com is intermittently unavailable for some users during
the ongoing DDoS. Restoring service for all users while deflecting attack traffic is
our number one priority.

We've deployed our volumetric attack defenses against an extiremely large
amount of traffic. Performance is stabilizing.

The attack has ramped up again, and we're evolving our mitigation strategies to
match.

The DDoS attack is still ongoing, but connectivity is back to normal as we

continue mitigation. We're keeping a close eye on our traffic for any abnormalities.

We continue to respond to an ongoing DDoS attack. Some users may experience
intermittent connectivity with git operations as we mitigate the problem.

At this time we're fully operational but we're still mitigating the ongoing DDoS
attack and there may be intermittent connectivity issues as we continue working
on the problem

NARLab

National Applied Research Laboratories

National Center for
High-performance Computing

* DDoS attack is
still ongoing
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» Invalid Packets

» |Pv4 Address Filter Lists

» |Pv4 Black/White Lists

» Packet Header Filtering

* |P Location Filter Lists

« Zombie Detection

« UDP Reflection/Amplification Protection
* Per Connection Flood Protection
« TCP SYN Authentication

* DNS Scoping

* DNS Authentication

« TCP Connection Limiting

» TCP Connection Reset

* Payload Regular Expression

National Center for
High-performance Computing

Protocol Baselines

DNS Malformed

DNS Rate Limiting

DNS NXDomain Rate Limiting
DNS Regular Expression
HTTP Malformed

HTTP Scoping

HTTP Rate Limiting

AIF and HTTP/URL Regular Expression
SSL Negotiation

SIP Malformed

SIP Request Limiting

Shaping

IP Location Policing

_



I Digital Attack Map

Digital Attack Map Map  Gallery - UnderstandingDDoS -~ FAQ -~ About  EREDED

June 28

Showing Al
Countries
Show Attacks @ Canada nomsia

i - i
tiacks on Vietnam and Saud # 30k 3 - B

Color Attacks By United States

e B o

= TS f 8
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@ TP (onnection
Volumetric N
@ fragmentatior
@ Application
) Brazil
Size (Bandwidth, in Gbps) NC

Shape (source + destination)

between two
countres

F internal

* either source or Attack Bandwidth (All Countries), Gbps  Dates are shown in GMT Data shown represents the top ~.1% of reported attacks

dest. unknown
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http://www.digitalattackmap.com/
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I Mirai Botnet

Mirair] LGB TLinuxBIaT B 2 A A BEIRIRIZN T8k, » MUEREIE)
FRARES AT A MR R B AV B I

Mirait) £ 2R E AIF IR HERETRE - fIREREE RIS
AR HERS -
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.jgamblin committed on GitHub Merge pull request #38 from Red84/patch-1

i dir Trying 10 Shrink Size

I loader Trying 1o Shrink Size

B miral Trying to Shrink Size

i scripts Transcribe post ta markdawn while preserving
= ForumPost.md Transcribe post ta markdown while preserving
= ForumPost.txt Update ForumPost.txt

= LICENSE.md Trying to Shrink Size

= README.md Fix a typo in README.md

.jgamblln Trying to Shrink Size

i bot Trying to Shrink Size
W cne Trying to Shrink Size
I tools Trying to Shrink Size
E) build.sh Trying to Shrink Size
E) prompt.txt Trying to Shrink Size

https://github.com/jgamblin/Mirai-Source-Code

NARLab

National Applied Research Laboratories

National Center for
High-performance Computing

Latest commit 3273843 24 days ago

10 months ago
10 months ago
10 months ago
10 months ago
10 months ago

9 months ago
10 months ago

24 days ago

Latest commit §779d43 on 25 Oct 2016

10 months ago
10 months ago
10 months ago
10 months ago

10 months ago
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Botnet Backlash

A3 notad by Infesacity Magazine, Mirgi iz d

n2d to everage cT by scanning the web “0- davices proectec

hy factery-cetaulr nasswoma or nar-coded aredentizlz, making them azsy th oomoromise and in‘ers. Cree
undar ta conTnl af malcinas acters, theas davieea are “Lmec Into A <ind of massive hotnat that ran spam-
NNS wnhates and quickly chut thom down

Thz Krebs on Security sitz, “or example, was recantly taneted oy & DLCS ateck using the Mia malware

T2 ca alsc reperiec € 1 Tops attack on Frerck weo host ZVH.

In bomn ceses, this tratfc is o2 07 Megritude Jraacer ther waat 1s reguied  kncck out a websitz. It was made
possiklz by & combination o the shesr numozsr of lol devices ncw connaczd 0 the intenat and The lackuster
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HTTP Flood, lasting 5 minutes roughly 150000 siteviews
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Thank you
for your attention!
Any questions?
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