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Flisense

Firewall -

Diagnostics

COMMUNITY EDITION

Status / Dashboard

+ 0

System Information Q0

Name tab-ap-TP.cute.edu.tw @wan (in) @ wan (out)
User admin@192.192.78.8 (Local Database)
20M
System Super Micro XG-1537
Serial: VM1855S028874 10M
Netgate Device ID: 2b7af24146df2d526a2f
R, —— L 0.0
BlOS Vendor: American Megatrends Inc. \ B - LA
Version: 1.3 { |'| B -10M
Release Date: Tue Feb 13 2018 \/ l'. r"
) = / -20M
Version 2.5.1-RELEASE (amd64) 12:33 18:20 26:40 32:23
built on Mon Apr 12 07:50:14 EDT 2021
Pzl e nilE Interface Statistics 00
Version 2.6.0 is available. &% WAN LAN V555 V556 V557
Version information updated at Sat Mar 26 13:58:07 CST 2022
e Bytes In 476 TiB 4044 GiB  173.38GiB 82.24 GiB 307.59 GiB
CPU Type Intel(R) Xeon(R) CPU D-1537 @ 1.70GHz Bytes Out  588.89 GiB 61.35 GiB 1.56TiB 704.01 GiB 2.52TiB
Current: 1700 MHz, Max: 1701 MHz
16 CPUs: 1 package(s) x 8 core(s) x 2 hardware threads pfBlockerNG f @0
AES-NI CPU Crypto: Yes (inactive) 1. [PfB_PRI1_v4 - Abuse_IPBL_v4 ] Download FAIL [03/26/22 12:0315] [ll]
2. [ pfB_PRI1_v4 - Abuse_IPBL_v4 ] Download FAIL [ 03/26/22 09:03:17 ]
Kernel PTI Enabled 3. [ pfB_PRI1_v4 - Abuse_IPBL_v4 | Download FAIL [ 03/26/22 06:02:29 |
Uptime 47 Days 22 Hours 31 Minutes 34 Seconds

Current date/time

DNS server(s)

Last config
change

State table size

MBUF Usage

Sat Mar 26 14:32:22 CST 2022

8888
* 168.95.1.1

Sat Mar 26 13:38:43 CST 2022

0% (10534/3260000) Show states
(N

Q9L (PR728/1NNNNANM

Traffic Graphs OO0
WAN

@wr X 4704 v o Yo =0
QonsBL Xo D 363110 %o g
Alias Count Packets @ Updated 1 I
DNSBL_Malicious 359,575 0 Mar 26 00:01:04 1
DNSBL_BBcan177 15,221 0 May 26 21:01:29 1
prB_PRIT_va4 14,924 4704 Mar 26 12:03:20 1o
DNSBL_Cryptojackers 5034 0 Mar 12 00:02:06 1



R ERIE - prtg

TANET

NCCU to EDU > Ping: 3 msec

EANCCU

NCCU RT > Ping: 3 msec /4

DNS_Hinet > to CUTe: 2 msec

DNS_Google > to CUTe: 8 msec

DNS-0 > DNS: 2 msec

Router > to-NCCU: 4.85 Mbit/s

convert-SW > Ping: 1 msec
e el ™

Te-GW > https: < 0.01 Mbit/s Router > TP-HK: 0.24 Mbit/s

TANET
ZANCTU

Router > ¢300M: 10 Mbit/s 161
Traffic In
wireless TP > CHT-300: < 0.07 Mbit/s

Proxy > CHT-300: 3.37 Mbit/s 215 Mbit/s E I

1G-2
Traffic In
Arch > PING: 0 msec 4 CIVIL > PING: 0 msec 14 o
MIS > PING: 14 msec .4 [ |Arch-Office > PING: 0 msec |4 1.27 Mbit/s
Even > PING: 2 msec |/ P-Dorm > Ping: 0 msec 4 Forti > outside: 2.94 Mbit/s
DNS > DNS: 2 msec
FT > PING: 0 msec [[4 KC1 > PING: 0 msec 4
DNS-HK > DNS: 5 msec
T >PING: 0 msec [ 4 KC3 > PING: 0 msec .4 . .
Mail > Ping: 0 msec
BA > PING: 8 msec [[4 KC5 > PING: 9 msec 4 WWW > HTTP: 68 msec 7
EIP > PING: O msec
JOE > PING: 2 msec 14 KC7 > PING: 12 msec 4 i
EIP-LDAP > Ping: 0 msec
KC8 > PING: 0 msec 4 SPAM > PING: 0 msec

Te-GW > 10G: 14 Mbit/s

|
Router > to-NCTU: 3.07 Mbit/s

-4A > PING: 3 msec |4

A
A1-2A1 > PING: 3 msec 4
A1-B1F > PING: 3 msec |4
A
A1-4B1 > PING: 2 msec |4

A1-2B > PING: 2 msec 14
Lib_B1 > PING: 3 msec 4

1
1-4B > PING: 3 msec [[4
1

A1-4A1 > PING: 6 msec 4

Prtg BNk, EERIF

. WhatsUp K/ESQLE

SPT-SW1 > PING: 3 msec |4
LIB-A3 > PING: 3 msec 4

A2-6B > PING: 2 msec 14
LIB-7F > PING: 3 msec [/

66 %
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™
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Cisco Networks Overview Inventory ¥ Auditv Switching v Routing ¥ i 1 y =T iR E-l Cisco Networks
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Switch to real-time mode

6 531 nique ew; evice ogms1 v;ogseveny istribution E 'ﬁﬁ/ﬂ\ﬁ-l—% Cisco device Iog% _ZEI
, Hitt=hlog BN gIRi

Events Unique devices Device logins

@
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SIEM-ELK free

Dashboard / ElastiFlow: Overview-2 Full screen Share Clone Edit Documentation C Auto-refresh € @ Last 15 minutes 2
> 38 *1 Options C Refresh

flow.input_ifname: "index: 42" EENGEIERITE 2 Actions »

Servers and Clients (bytes) IP Reputations (flow records) - tag cloud ElastiFlow: Sankey Src/Dst (flow records) - vega

wuwnt El K FnetflowE A
i wordpress OWncloud 2
142.251.43.4 . mailer dNS email modsec i .
192.192.78.8 bureftpd i B E B8
e SN « voip bruteforce jog” | mEHREL
192.192.81.18 p0p3 SSh http telnet cms : 1 ET1E§$...
163.28.5.17 - ddos bot apaChe ftp exim
112.99.120.192 20.202.42.110 proxy smtp - S|p nginx s Y .‘L/ \ —JX==L =
192.192.78.202 s doS\l/JeSCp(;EK‘)agSriSk EQE#}]:F A—\ E_ %}Eﬂﬁl _J:-
192.192.85.81 17253117202 *E }I_ ’%ﬁ Eﬁ I%H. g % ;:I:g %!
IP Versions and Protocols (bytes) Services (bytes) ooo  TOp Destinations
ICMP erver (TCP/3389) Packets ::\:,;rd

Destination  Bytes

http (TCP/80) ‘ |
192.192.78.8  237.405MB 267,434 617
https (TCP/443)

192.192.81.215 163.443MB 123,479 247
Tcp https (UDP/443)

192.192.78.248 39.546MB 31,232 379

NI RN SR F DR e

upP
192.192.81.161 35.045MB 30,282 154
103.153.254.110
192.192.83.66 29.845MB 25,220 113 =
192.192.82.141 25.456MB 17,861 20 LSS - =5
IPv4 d-Im (UDP/1810) 192.\19\2?.1

192.192.84.10 25.267MB 21,785 259
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