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2019 Top initial access vectors

Breakdown of the top 6 initial attack vectors in 2019, as a percent of the six access vectors shown (Source: IBM X-Force)

Phishing

Scan and exploit

Unauthorized use of
credentials

Brute force attack

Mobile device
compromise

Watering hole




2019 Top 10 Brands Spoofed in SPAM

Breakdown of the top 10 brands spoofed in spam in 2019, as a percentage of the 10 brands shown (Source: IBM X-Force)
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Phishing

IR ( Phishing - BAZEFEfishingZ8 & — 1% | XN BARAABAL - DU NEHEAR )
e 2 EEIEEFBEHT  BRARNEEEENZIAEREDESURARPRE - B1EH
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EANRE - AN BEEE Be-mailsl BRNGEHETT - BERBE5|HPRIURLEE T TE SN
e PRI EREBPEERIGARBAER - EFEARIUINZBRISSLE Rz 7058 -
ZENFEZEEHEER LI ERR - FNE—EFNATE LENIREFRAFNE -
EREFENEIRTHBZEZRNERME - EiEH T HESZHEPNZFNESUNEZEILE
EH - APElER  EEER - EfrEHEM/ER - From Wikipedia.
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e HZR: BEUIANNERZE

e Phishing
o &Y : email, SMS, LINE, WeChat, etc.

o HIR:IRRER, SHFEM, BAEM, F5..

o X :
o FHE:

o IS (URL) :
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it 2515 K [] & ( Endpoint Detection and Response: EDR ) R & A EEfk 215 Al 28

SHEIRTREIE ( Privileged Access Management: PAM ) TR A #EIERIIRIE K B = =18

2K+ E5:8 ( Multi-Factor Authentication: MFA ) E—2MEEE EACKERBET - ZEFEEE 1 BEME
RIRKZLZ=E

ZEENSBUHEIEZ4 ( Security information and event management: SIEM ) S ZSIEMEZE « 947 »
EEEZSH - B AKERHEAER

B K (NGFW) I 2B REE N FHm - ZEEHAIEARER - WiEEcac(olE

E A 17 (Data Backup) I @B EHERHMREF AR
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https://www.ithome.com.tw/article/124684
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Home > Technique Comparison Tool

1.A1 - User Execution
1.A2 - Masquerading
1.A3 - Uncommonly Used Port

1.A.4 - Standard Cryptographic
Protocol

1.8.1 - Command-Line Interface
1.8.2 - PowerShell

2A1 - File and Directory Discovery
2.A.2 - Automated Collection

2. A3 - Data from Local System

2 A4-Data Compressed
2A5-Data Staged

2.8.1 - Exfiltration Over Command
and Control Channel

https://www.ithome.com.tw/tech/119815
https://ithome.com.tw/news/137821

Operational Flow o '

Procedure: Spawned interactive powershell exe

General (Alert, Correlated) @ @
@

Bitdefender
Telemetry (Correlated) Q, e
& x
General (Alert, Correlated) @ @
@
CrowdStrike

Telemetry (Correlated) Q oo

Criteria: powershell pawning from cmd.exe
Vendor Detection Types Detection Notes
& x

JA General alert detection (yellow Indicator) was generated for powershell exe
Deing identified as suspicious The detection was correlated 10 a parent alert
on rcs. 3aka3 doc for the execution of a rogue unusual executable '

Telemetry showed powershell exe spawning from cmd exe. The detection was
jcorrelated 10 a parent alert on rcs 3aka3 doc for the execution of a rogue

Junusual executable 'l

A General alert detection (yellow iIndicator) was generated when

[powershell exe spawned from crmd exe. The detection was correlated 10 a

iparent alert for user execution of rcs. 3aka doc /'

Telemetry showed powershell exe spawning from cmd exe. The detection was
icorrelated 10 @ parent alert for user execution of rcs. 3aka doc
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%A?% n.E(MFA)

o Something you have : EARIREHEANBTBIENEG - MEBEBROUS - BITE - HLS

e Something you know : BAEIREFTAER - WA - SR F 2] - REINZRIRRFF

e Somethingyouare : EEREEEMEHFN - NIEA - REBIE - BAE
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l SGm EHEVEREHALBEENED - (398)

ZEERME (355 : Multi-factor authentication » 884 MFA) » XEZEFRE SEEBE SERRE > 212
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S TE 2 45 (SIEM)

e SIEMEBZ : BilmMSE AU EE S (connector) ~ PRI HFHEIE 4% (logger management) & Im A S 14 8
E M 2 (correlation)
o

AR SRR EM IR 2R - P EAEREAES 191 X » SEMUEBERMRAFFRENEBARE
all - EEITURMERIGEL e E W EBE B E R EZAIHIEBEE

SEEBEYEEIYHENSHETER  MUSIRENESET - BURSEHESES 1Ry
BRENEBELCREBLIERNET

HIES A wsmws Z2E® SHSE 2SS HEFN EXED

SIEMBERIMER FTBRFEHGAEMER

2017-09-01 » HRE ‘

B ASH FIF BB R IREBELLENE - BN XA A TENTE - Ziy - BYEERFEA » BEFREF
ZHEBATEZ (Al) -~ ZigiEH - B1E# (Blockchain)

\ DITREEAFRAM 0 UREBIFEE L
R ITIERE « BELIBIFTEEEE

https://www.netadmin.com.tw/netadmin/zh-tw/trend/FFD3ES89AED9E4345A0FE6355906A3E94
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E it 417 (Data Backup)
o BMFEMTEEMAI%EALIER - KRIBENIHEMEFEMEBHHFHENHER
- Wana Decrypt0r 2.0 x|

Ooops, your files have been encrypted!

What Happened to My Computer?
Your important files are encrypted.

Many of your documents, photos, videos, databases and other files are no longer
accessible because they have been encrypted. Maybe you are busy looking for a way to
recover your files, but do not waste your time. Nobody can recover your files without
our decryption service.

Payment will be raised on )
s Can I Recover My Files?

31672017 00:47:35 Sure. We guarantee that you can recover all your files safely and easily. But you have
not so enough time.
Time Left You can decrypt some of your files for free. Try now by clicking <Decrypt>.
T e o o But if you want to decrypt all your files, you need to pay.
¥ e B et You only have 3 days to submit the payment. After that the price will be doubled.
Also, if you don’t pay in 7 days, you won't be able to recover your files forever.
We will have free events for users who are so poor that they couldn’t pay in 6 months.

https://www.ithome.com.tw/voice/118514

https://www.ithome.com.tw/news/118046
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