(-] Check Point

“® SOFTWARE TECHNOLOGIES LTD

FAHE1E:
ITHFE "#hehs ) BNELZHLE

1% 288]l, Danny Yang | Cyber Security Evangelist



BARE 7T
#5324 Ell Danny Yang

Check Point EZ1ZZ( 1
Office of the CTO

-NREFITEZELSE  SEERRR - ED
BEREZEmEEHELNSERE
-BEE - SRIEE - EmAIEEEE
-8:8505% DL ERIIT T 2 E AR

-2016 L2 X [& “Threat Talent Pitch” TEEE
-2019 dbae (& ”SE of the Year”

-FEB B 2150 27001 LA, PIMS BS10012 LA
CCSE, CCSA, CCSBA, CCVSAS Z 23517

Check Point

SRS SOFTWARE TECHNOLOGIES

©2020 Check Point Software Technologies Ltd.



Agenda

o JRB ETFEFF 7V E %L EEE-Check Point Software

ABBBE THEE, 228

B ESE: Infinity Next

 ARE AR SR 2 BETS

e Let’s Kahoot!




| ™

- \"

)
ARE TECHNOLOGIES

KB L IERT

1 !



A& 5 Bl #r S 35 BY B SE R i 2 —
FHNZERITEZ I

BB EEEREATZ—
RN RHEASEAS

w2019 D BRI AETRE
Bl A FE#H 17 Gil Shwed

OOOOOOOOOOOOOOOOOOOO



FEBFEL CHNRENREESE

0B B PHEATLRETNNT

Y. A

SUEEFRIR

$2,000

== Sales Profits ===Employees

$1,600

$1,200

MILLIONS

$800 1,536,
1,355 -
1,137 5. & === linormi

—‘—_‘ D M
$425M7

G%

$400

N
(=}
o
\

”W

$279M

$221M

4 oo
P
$.B =’ S40M

$ o = ——

&%
o0
(e}
<
\
\

1994 1997 2000 2004

N
o
o
(e)}

(=] Check Point

- SOFTWARE TECHNOLOGIES

$320Mm

EFIBE

520085

(453 /B R

©

(e}

N

N

T N
=

5 (98]
(0]

2009

$668M

$766M

2015

BT

5,258
4

$933M

N
o
=
(\o]

5,000

4,000

3,000

2,000

1,000



/7

FRCyber SecurityBY BT f 85 22 5]

U ) ) EREZREREIR- HEL000000 LEFH, 882 KSR, 6,200+ BIFBH

Check Point: 55 52

~

@ WEERBENBRERZEN  REESWEIN RS
W) 2oz tnonis  BEESHE—El LWSRTRER

-—

ﬁ

}9 199680 FE i Nasdaq T L BT - 15 3%: CHKP(BR{EEAY USD 1204)

% 8785200+ E 1 - EEEIKIERITAA

BT ESo0 KX EELTEmAE

I Check Pomt kkkkk :

OOOOOOOOOO



— Y
R annn e T
o Yy
MAn s o SRR !

. l)\l\-\rl. =

VN A,

N
Aoy Maﬂ
ey ‘"

Y

P e I

S hhast s

L |

ARARES = BAR | AW <,

AALARAARA | 4 ﬂ.A LRA ¢

AbALA LALAAAALY
v L% AL v

244

LatAN

g

b Ny 4

-
P
{
-
B
Xl
' vy el
oAl
ATy
-—
S
>
s
. ." >
- . e E A,
. . -
- -
Tas b T, -
-y >4 .y(.\
e s XL e - Vg .
e e ’ :
- > LT TS
- IIJ.I o v ew
- > -~ :



e
EIKEFEME

EE=E

A
=]

- o ' »
N 5 ’
s | - !
) ’ 1
i .!}_1 i b
i ? -
o : - y - —

BB ZER E‘E%E],’JE h

T T # Y A 5 [ e
2%/;.? I‘E%DEET%EJZEJZ%”’

30 B8 W 78 ZE i B co
_%EE%EE@%%E@%TEE’\J%W;




SRBERELRABRARHERS
EX T 4B g A\ 8 B IRSRE = !

ARG HERERA - SR LRI

WEE_E= - BRRAMENBESR —EPE

EERFEURCUERENE,; BEEERNERAKRALE

(3 Check Point




e 2020 AAER

o b ook n“‘" o

[

WM




Check Point

RS RE B EZ T HIFEE
X WA BUSMEREMES - WEBA
EERERBNEREEZBHR - MU
RO INET B FERS RS
RAFEE o

AP PR
ol

ENOR EAERST e

¥ >

588 5 B T B iR




‘13 —

BEEEFHENRZTENEF
& - ABHBERACSE D F A B A I
BFARBRERREBZREEA
J BH - BREREEZRER - AEY
BB R FEEMNER - (LA
() PR BB & _ERVRN SIS

,,e,;|button|0b)¢‘_" ‘“, .md‘ mgﬂ

AT L) sERERA
st e,
y thi ;ie?c..u}r n“ Al-Based Y I 22
-t 3—@. =0( 11Dt e - |
& Check Point .“SName=L21 S'Cl,w“ _“.’::d "_.d:. -




Check Point

el
¥

e

= Hes

- FEEER

%éjﬁﬁﬁ“%ﬁgﬁﬁnﬁ% 0

ZRENREImMZEESE

- FAFBREBHRIBEER

POAIEREBRE R - WERES
(Hybrid Cloud) Z BJ1T14 -

W]EEJJEL %1 \HJT—J

MA__L—' e ws‘\»t"w ‘—

)\%T"“%U n

|




EFRITEE IS INEEIZN50% -
LB Apps NMEBEE R EZIRITIRP
PEINER - BRENEES - B

. FABEaZEERENE R
L A TEEERE - 15 - B
L ANBHEBERRAY BT

| BIREEAHERERERLLE

TEIRENREIBM

pr

fE TVt PR




Check Point

1 somEsE  REREET
',?J?;Kmﬁﬁm@ﬁo

}a TR

fE=SGAEESINRENE - loTE< %
BRERRANIBILZR  BEE5E8FX

~
R\
W
\
/
£

B SEBEBKE - 0TEE

REBENE RS RRZ 2 A E
3% - REBMDUEREEIR N
1 BHBSERSEMER - KR
FEE2EOTEZRASE -

DY

e 0TE BRI R R

.’:,~

-



Check Point 2020 4}

TERS:

Taiwan Avg.

Global Avg.

Mobile

4.0%

Banking

2.6%

Cryptominer

5.5%

Botnet

7.2%

InfoStealer

2.7%

(=] Check Point

- SOFTWARE TECHNOLOGIES

https://pages.checkpoint.com/cyber-attack-2020-trends.html Check Point Threat Report- Regional

17



https://pages.checkpoint.com/cyber-attack-2020-trends.html

LW F ¥y

_%IIII GAN WE IIHIHS'I'All 2020 AND IIEIHS'I'All I'i'@

fedio *®

,. i e ( Y
Q(Iﬁ ,



The past
there have been

coronavirus-related
attacks per week

18000

16000

14000

12000

10000

Coronavirus Domains Registered Weekly

cp<[E>

CHECK POINT RESEARCH

'19 PP r{? *19 '19
o 6‘) @' c? c:P Q’?‘ é” éﬁ c?’ cSﬂ d“ dﬂ éﬁ
\“’B pﬁ Py W 6‘9 S @’ﬂo D '\'3"
"

@

e‘, "o
oe
o.o

Weekly Coronavirus Related Cyber Attacks

250000
200000
150000
o
100000 /:)
50000 THREATCIOUD
0
I T T YR ~ YO S S SR S SR S S
N B R N N R R .
¥ 66‘ F & & & & ¢ u& & & 66” N d" Q?‘ d’ Q"
M F Y 4 FF N Y ";Q'

250000

200000

150000

100000

50000

Weekly Coronavirus Related Cyber Attacks

cp<[ip>

CHECK POINT RESEARCH

o
<o
)

(5]
§ & § &

A R v & B & & & & & ] W el

https://blog.checkpoint.com/2020/05/12/coronavirus-cyber-attacks-update-beware-of-the-phish/

(=] Check Point

SOFTWARE TECHNOLOGIES

19



https://blog.checkpoint.com/2020/05/12/coronavirus-cyber-attacks-update-beware-of-the-phish/

EIEREFREMERHERS
TR RR: MIE NARBER EMIREE

Flexing in March 2019 Flexing in March 2020

20




AlfE TRTERR . BHITEREEZ M E

1 bE L FE

ZEE S5

ARV S E AR AE

= Check Point

¥ SOFTWA ECHNOLOGIES




A ZIKEFE
1S B Z [E B ) 2 LUE ¥ ?

©2020 Check Point Software Technologies Ltd.



SELEHERRHE.
BEMAE




cp<E>

CHECK POINT RESEARCH&Q

= 4t {7 R 52
R



38 25 BT B 2 470 i i1l 5] B

=IEIEIN2.5F!

EMBER T
Eim AR TS, TR E BT

T4 REE =

(Source: CVE Details, maintained by MITRE)

2014 2016 2017 2018



IRRIMRIRE &5 2o E
ERERERS RS - AAEE SRR

B4 RS
S

PN BB ERE
B SR AN

= Check Point

% SOFTWA ECHNOLOGIES




ZEWEAMNAEZITTE

) 5sﬁznﬂ* ‘wnﬁm% 6*%%‘“ l TE%
VECTORS

SURFACES

)H]Ilﬂ

14 & O] @ [EBExchange | & [EB Exchange | (& [E& Exchange
o | 2REO WG SEloo
R | oo S | S ax & | & box & | &8 o B
BRI E J d J d
R AR 3 e D> e
TE9REEIN é Uﬁﬂ

(<) Check Point

OOOOOOOOOOOOOOOOOOOO

27



‘ CheCk POInt ©2020 Check Point Software Technologies Ltd. 28

SOFTWARE TECHNOLOGIES



Ji 1% % iﬁ- iﬁv E"J *?E F;_ 25: E Chezoinf

SOFTWARE TECHNOLOGIES LTD

o
|
Wl
[
Jt
)

ZHEFEMER

Gen 3[hEME O] Gen 6
/T

‘ Gen 5 Everythin7
Multi vector |

Gen4
IoTEIRKEFRELE
Gen 3 PAYLOAD i
Gen 2 2% B [H [o) it 7= Ph &
APPLICATIONS
EEfTASER
Gen1l NETWORKS ‘

AN RPEHEERZEINEIE(IPS/NGFW)

VIRUS

SR

1990 2000 2010 2015 2018 2020

(=] Check Point 29

- SOFTWARE TECHNOLOGIES




#3 - EHNEERHEATNEREZ

Advanced Threal Protection ICs + OT EndpoinL WAF & lication Security
o abiiln - = e avrionpro auTHeNTIC8 —— avast Avira I caa i F—
I AT T T e e ————r (T LU 120 ) ¢ g o Ahnlab AL Avecio A 9Barkiy @Boscor AID Carome: ASEETLS! AP S
i G @ommeence X e e cursy DTG : BEEEE  Ooomem Qoo Carbon Black.
JGCsearity JUNIPEM 3 lastline UMcAfee Bmeapcc mimecast opswwaT  [CEEy FE/ERSNG ,,E‘;'C';‘:.; & oi ip # CEQUENCE R cisco comobo ™ & cvocrark @ criANEE >+ CEQUENCE" CITRIX' _ , #%- CONTRAST cykioki v moasmling, @deryal
% SYORROD DRAGOS  endian . : <
SONICWALL SOPHOS €SP arinn sz = OO C TR e N DEEIANT Sdigico cepmstnct  ENDGAME.  sus oZericom  (@SER)  F-socuro ergon (7= reaminer _imperva & Bl srsparker LJONBpSIS

< @ Qualys. ¥ radware

SDN
[—
A Pkt CERTES R SHEPE
I ThreATx A TREN
waratek - .y

2§8 Nancsec SKYPORT

@eerecno portox-| | TRMPERED © W VERSA
I (2 o Dewe:

% Trustwave: zentera @Gpzscaler Seq

Network Fire e @ Nowseeure®

Daigosec 3 Sngsk Aing cawvister endian -+
S uinver O OPAS [ & oo Geccuciod SONI APIDF? BSitel ock
Deception OPSYS™ ¢}tenable

ACALVIO> /ttive o rar N — i
Fidells 22 iniusive Sistr y |—\—| }\ jj I\ = Detat o white
2 = FHEIR IR

IMese G cellrox
& atet eT@ < comrn | | €D i W s
o fcsc T W RESTE MEGAPIY 2 wnicn S

pradco PSafe
P ruseie GPTIV Secureworl sounonany | | @ebe — > @
' c RAl — eSign ATESKALABS
mantee % [rstw © oz mapID

= < - ‘wickr @ ZIMPERIUM.

A e A0 )Zi_._ /] :J:\ L 9+ 5o 2\ HO mm
EHEd
3o EBalbte 0 cavirin € coaliten E 7I< \ ﬁ Zq E 7K ZYB;NH ..c|.s.é.1°‘ ;

Soytegic FOELVE (fymum 15 & v o« EEESEC
onorsic ©) OPAG @ Outpost> Ml pan s
reatHorn -

riskrexcory Rigk enable @ UpGuar|

pe..m.....bcu,m,.s e — Source: Former CIA director Gen (Ret) David H. Petraeus, CyberTech, Jan 2018 S
Cobalt 3l Palgosec - secu Mw(m-s::i m(lmecfst

cveosnm ';....,E—r— D | [ MRESE TS I i i o oggie et e

Wecvsvs  WKUS  parOn Onspring RESOLVER TrEND e -

iSaleBreach  SYEROBIN 2 RSA  #sucwoan e voﬁuo

wickr Zix

Authenticatiq
$3 Autho @averon @ cciissee IO

=ls s=xosms &% OF

s RS RA fE B i E [
= 18 B &L 2 E e ——

& Centrify-
okta onelogin ORACLE
Privileged Manag| S e
(B BeyondTrust &) Centrify € CYBERARK
ManageEngine " MEETS LANE | DENT

Idenlily Gover:
. P o %
35 AXIOMATICS n«hfm @

‘ helpsystems el @omoner T e

- Consumer Ide e o

CGiamai T3 auno "= i

QeiRean &8 T " secure (@D

veriaro = @ Stacediox Sysdig Twistlock & . N €portsnire pfgg- it rac SKYFOSMATION e Stratokeu v/ symantec

Trulicx Fvchain veratc

Source: David DeWalt/General Petraeus

(= Check Point

SOFTWARE TECHNOLOGIES




AROFERENEMNTZEEERRE

? ?
? ?
? 2 ?
? ? Fﬁﬁ”kﬁi’—i ? 3 ?
? EZEEA > 2
» _ 7 7 SREEESY
_L: ? 2 [ 2 ? [ 2 0?2 | 2
> L 2| 2 | ? ? ?
? | 2 | 2 ? | 2 | ?




(-] Check Point

SOFTWARE TECHNOLOGIES LTD

THAT’S TAKE A 10 MINS BREAK!




SRS RIBER




I

oE =

M|
III

= ZE 7 RAE bE Pk E
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in improving security efficiency
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J

g 0
------------------------------------------------------------------------

HIKVISION

Hikvision Camera
DS-2CD9111-S

g *
------------------------------------------------------------------------

--------------------------------------------------------------------------

LJ&EP‘Heﬁi

Updates from: hkvs.updates.com on https
Protocol : ONVIF

-------------------------------------------------------------------------
o,

BIMS loT Policy

Manager

0y
g »
------------------------------------------------------------------------

v Smart Building (5-6) _ » v =
; v 5 IP CAM (= IPCAM * Any % Any §< IP CAM - NA % Policy Targets
51 IP CAM to BMS (= IPCAM = BMs *® ONVIF Protocol @ Accept @ Log * Policy Targets
52 Hikvision updates (= Manufacture=Hikvision ﬁ .hkvs.updates.com & nttps @ Accept @ Log % Policy Targets
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UPLINKS

zones, ‘EEL2EIE THE
¥ SmartDashboard,

WebUI, CLISH, £ -

DOWNLINKS

https://supportcenter.checkpoint.com/supportcenter/portal?eventSub

BaRE(10G)HEE
Maestroz% 1 (& 28 DAC)

mit doGoviewsolutiondetails=&solutionid=sk138233
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BREACH PREVENTION SYSTEM (BPS) TEST

Breach Prevention Systems (BPS) Test

i Al Mtk P52z

__ Aremge

RECOMMENDED

LABS

- -;ﬁ,;-,,.-x

d‘... etwares SHX1 508

! 100%
' Check Point’
1 Fortinet’
. [ J
: Trend Micro®
! . - TUU%
: |@ Palo Alto Networks! 5% ; ‘
E ’ ! Check Point"
i Palo Alto Networks?  Fortinet? (@) """ ! !
: Check Point? rdmos 1 . Fortinet’
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| Sphos? |
; Fortinet?
- ® 90% |
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____________________ 1
................ , ©
2 1
Palo Alto Networks'
i ; @ 95%
85% 8 !
5 I
z
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Check Point 15600
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"\ / @ sophos?
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Figure 1 —NSS Labs’ 2017 Security Value Map (SVM) for Breach Prevention Systems (BPS)
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2020 NSS LABS AEP TEST
CHECK POINT SBA -5R B G S AAF] S5

During Q1, 2020, NS5 Labs performed an
independent test of the Check Point Software
Technologies SandBlast Agent v81.20.7425.

Comprehensive, robust management. Overall
protection impressive; low false positive rate;
excellent resistance to evasion. Exceptional malware
protection; strong exploit protection; disappointing
protection against handcrafted (targeted) attacks.

Overview & Qutlook

Email Malware

HTTP Malware

Drive-by Exploits

Social Exploits

Handcrafted Attacks

0% 1085 208 305 4% 505 6 0%

7%

&0% 90 100%

Al 2
—No 1 ZESPIERE7](99.12%)
SHI B A2 1B IS Th 3% F AANGAV/EDRE AR

(=] Check Point
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M EZSH DT (B ERERESE D)

. 5[ :20205H
. IR PO E Zindicator AR E M AR E

.|I|n|

Indicator hash (SHA-256/SHA-1)

08677a3dac3609d13dc4a2a6868ee2f6c1334f4579356d162b706a03839bboff
75e49120a0238749827196cebb7559a37a2422f8

Ransom.PS1.COLDLOCK.YPAE-A
525 % 8 GPORERINNZR R 52 (Powershell F8)%)
(ArE))

c5108344e8a6dabl7aflc4a7fd8924a64130b4c86fa0f6d6225bb75534a80a35

Ransom.MSIL.COLDLOCK.YPAE-A

a2046f17ec4f5517636ea331141a4b5423d534f0

§2% %38 GPOIRZEMINZR X §E (Powershell 58)%)
(BAE])

5B9B7FB59F0613C32650E8A3B91067079BCB2FC2

§2%= 3548 GPOIRZER N 258X B2 (Powershell 58)%)
(CrE])

e7aa8f55148b4548ef1ab9744bc3d0e67588d5b7

ransom.exe -Powershell 1712 DropRJtE =

2051f0a253eced030539a10ebc3e6869b727b8a9

Powershell #1712 & DropHITE 3

29cc0ff619f54068ceOab34e8ed3919d13fa5ee9

readme.tmp -Powershell #1178 = DropfItE =

(=] Check Point
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BB EZ _Ransom.PS1.COLDLOCK.YPAE-A
(08677a3dac3609d13dc4a2a6868ee2f6c1334f4579356d162b706a03839bb9ff)

ER) CHECK POINT

) INFINITY sOC Z CheckPointSESAPAC v ., (s [

AL LTl A AV S LS VAV AT R AT L (& A S LWL L LI LN ey LWL W R L, J e SR

56d162b706a03839bb9off Q E

Indicator Risk Classification Confidence Family

08677a3dac3609d13dc4a2a6868ee26¢ 1 334f4579356d162b706... [ 100 ) [ Malware High N/A

1 Indicator

® tyecution parents - bhoff

INDICATOR TIMELINE DISTRIBUTION  Delivery Method
® Archive parents
® Source URLs
® trmail Subjects 4
® Campaign Files

)

= 2

0 N
May Wet
Check Point )

- SOFTWARE TECHNOLOGIES



2 Z BN EEZ_Ransom.MSIL.COLDLOCK.YPAE-A
c5108344e8a6dabl17af1c4a7fd8924a64130b4c86fa0f6d6225bb75534a80a35

8 INFINITY sOC Z] Check Point SESAPAC

E2§ CHECK POINT

it INFINITY PORTAL

€5108344e8abda617af1c4a7fd8924a64130b4c86fa0 Q E

Risk Classification Confidence Family

Indicator

(5108344e8a6da617af1c4a7fd8924a64130b4c86fa0f6d6225bb7... &&» [ Malware ] High N/A

1 Indicator
® tyecution parents - o wkERE] wkEkRnFD]| d]]
[ ] ; INDICATOR TIMELINE DISTRIBUTION  Delivery Method
= Archive parents “ | & ¢5108344e8a6da617af c4a7fd8924
@ Source URLs - a64130b4c86falf6d6225bh75534a8
® tmail Subjects - 0a35 4
® (Campaign Files
n
= 2
0 | —
May Wek
81
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B ZREX g2 -Ic.tmp
(a2046f17ec4f5517636ea331141a4b5423d534f0)

CHECK POINT

) INFINITY sOC Z CheckPoint SESAPAC v e Rt aL

a2046f17ec4f5517636ea331141a4b5423d534f0 Q E

Indicator Risk Classification Confidence Family

a2046f17ec4f5517636ea331141a4b5423d534f0 &» [ Malware ] High N/A

1 Indicator
INDICATOR INFORMATION GEOLOCATION CHECK POINT RESEARCH ~ REFERENCES (0) TWEETS(0) = GOOGLE (3)
MD5  7aab677263be856a668dc3d38334fcds
SHA-1  a2046f17ec4f5517636ea331141a4b5423d534f0 Targeted Ransomware Attacks in
SHA-256 2a51d33fb9458f9d5b8cb6720e01c060b841c9c1974b504228979ae47- Taiwan
https://blog.cyberint.com/targeted-ransomware-attacks-in-
Tags text taiwan
May 14, 2020 ...
a2046f17ec4f5517636ea331141a4b5423d534f0.
File Type Size FirstSeen | LastSeen | VirusTotal | SandBlast 2a51d33fb9458f9d5h8ch6720e01c060b841c9c1974b50422897
Mot available 67 KB 06-05-2020 | 06-05-2020 31/59 Mot available Oaed74e57F33.
c.tmp.
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B ZREX g2 -Ic.tmp
(5B9B7FB59F0613C32650E8A3B91067079BCB2FC2)

E2) CHECK POINT

&) INFINITY sOC Z] CheckPoint SESAPAC v Y Ty PORTAL

S5B9B7FB59F0613C32650E8A3B91067079BCB2FC2 Q E
Indicator Risk Classification Confidence Family
5b9b7fb59f0613c32650e8a3b91067079bcb2fc2 High N/A
1 Indicator

INDICATOR INFORMATION GEOLOCATION CHECK POINT RESEARCH ~ REFERENCES (0) TWEETS (0) GOOGLE (3)

MD5 Not available

SHA-1  5b9b7fb59f0613c32650e8a3b91067079bch2fc2 Atk # 44 1 Network Systems Division

[en.malllng.announcement

SHA-256 Not available
https://net.nthu.edu.tw/2009/en:mailing:announcement:20200519_01

Tags
May 15, 2020 ...
5B9B7FB59F0613C32650E8A3B91067079BCB2FC2
5ce619790d42d49453dbb479074d5a5ae294eele
File Type Size First Seen Last Seen | Virus Tota SandBlast
Not Mot MNot Mot Not Mot
available available available available available available [ |)[‘E'it T' [MC] [ ')L ﬁ[u'_]; }n_.'- +l\|u| /}ﬁ /1?‘} i&l uH.] JJ”

)-LIII
o JJ 2 Il-)'\ |JL; ; [ s 1|IJJJ|| gl ﬁlf‘)h ™
https://tp2rc.tanet.edu.tw/node/352
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Bl ZX BN A2 -ransom.exe-
(e72a8f55148b4548ef1ab9744bc3d0e67588d5b7)

8 INFINITY sOC Z CheckPoint SESAPAC v , | A R e

INFINITY PORTAL

e7aag8f55148b4548ef1ab9744bc3d0e67588d5b7 Q E

Indicator Risk Classification Confidence Family

e72a8f55148b4548ef1ab9744bc3d0e67588d5b7 [ 100 ) [ Malware ] High N/A

1 Indicator
S
INDICATOR INFORMATION GEQLOCATION CHECK POINT RESEARCH  REFERENCES (0) TWEETS (0) GOOGLE (4)
MD5 0998f695ddd72f1ed0f8937929f1afdd
W 2 4254
SHA-1  e7aa8f55148b4548ef1ab9744bc3d0e67588d5h7 ik Z %4 1 Network Systems Division
SHA-256 ebfaBe951a38d370fe8150e754cda572a30d25984f6c98558c5be7036k [en'malllng'announcement e
https://net.nthu.edu.tw/2009/en:mailing:announcement:20200519_01
Tags assembly pedll
May 19, 2020 ...
e7aa8f55148b4548ef1ab9744bc3d0e67588d5b7
ec7a59279be688928d6c2441ec5c8295532619cf
File Type Size First Seen Last Seen | Virus Tota SandBlast
DLL S50 KB 07-05-2020 | 07-05-2020 48 /71 Not available
oy B i A S B e R G S
[ eI CE PO v e A I e D)
i
» No data found JJ Py j\)llh; I i (s II|JJ.”J gl fla/'JL. e
https.Htp2rc.tanet.edu.twfnodeBSZ
( .. [NETHEA] EZFEEEM s ER S0
RESEARCH 20205 R19H ... (ME ] BREFESHENAFRHATTLE

SFEN B EE A NS A AN A ININNG.
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NI
(2051f0a253eced030539a10ebc3e6869b727b8a9)

®) INFINITY sOC 2] CheckPoint SESAPAC v Ry e CRTAL

g2} CHECK POINT

Search... Q =R

ndicator Risk Classification Confidence Family

2051f0a253eced030539a10ebc3e6869b727b8a9 High N/A

1 Indicator

CHECK POINT RESEARCH  REFERENCES (0) TWEETS (0) GOOGLE(5)

INDICATOR INFORMATION GEOLOCATION
MD5 Not available
SHA-1  2051f0a253eced030539a10ebc3e6869b727b8a% I R K S AR
SHA-256 Not available https://hisecure.hinet.net/secureinfo/popup.php?cert_id=HiNet-
Tags 2020-0046
2020F5H6H .. ..
9e3alfdcdfb3aeafc66d289b02d8b0dd23328bfc.
Ransom.MSIL.COLDLOCK.
File Type slze FirstSeen | LastSeen | MirusTotal | SandBlast YPAE-A / 2051f0a253eced030539a10ebc3e6869h727b8a0.
Not Mot Not Not Not Not
available available available available available available
» found 4% 7 44 1 Network Systems Division
[en.malllng.announcement
RESEARCH https://net.nthu.edu.tw/2009/en:mailing:announcement:20200519_01
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5] XN g5 -readme.tmp
(29¢cc0ff619f54068ceOab34e8ed3919d13fa5ee9)

) INFINITY SOC Z] CheckPoint SESAPAC v ‘ e e  RTAL

B2} CHECK POINT

29cc0ff619f54068ce0ab34e8ed3919d13fa5ee9 Q =R
Indicator Risk Classification Confidence Family
29cc0ff619f54068celab34eB8ed3919d13fa5ee9 High N/A
1 Indicator

INDICATOR INFORMATION GEQLOCATION CHECK POINT RESEARCH  REFERENCES (0) TWEETS (0) GOOGLE (6)

MD5 Not available

,‘ Jd.lll
SHA-1  29cc0ffe19f54068cel0ab34e8ed3919d13fa5ee9 J”l iy JJ £ J\ IJt;

https.thsecure.h|net.netfsecureinfofpopup.php?cert_id=HiNet-
2020-0046

SHA-256 Not available

Tags
20204 5H6H ... YPAE-A /
29cc0ff619f54068ce0ab34e8ed3919d13fa5ee. 18R BH/SHAT.
C.
File Type slee FirstSeen | LastSeen | VirusTotal | SandBlast tmp / a2046F17ec4f5517636ea331141a4b5423d53450. Ic.tmp
Mot Not Not Not Not Mot /o
available available available available available available
ound
Atk 7 4i4 / Network Systems Division
RESEARCH [en.malllng.announcement
https://net.nthu.edu.tw/2009/en:mailing:announcement:20200519_01
May 19, 2020 ... 29cc0ff619f54068ce0ab34e8ed3919d13fa5eed
® File Names = I J i i 4 e e

Check Point
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MEFNHE R

99

TRICKBOT MALWARE

99

ADWARE

30«

EXTERNAL THREAT

10«

MOBILE THREAT
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C BaHEAREE

@ Host #1

99% pEERe might be infected with Trickbot (High probability)

@E Host #2

99% RTINS might be infected with Adware (High probability)

@ Lookalike URL

Lookalike URL impersonating your website (Low probability)

& Mobile Device

Mobile Device might be infected with Trojan Horse (Low probability)
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SHERER/IME

+
< X ~ ]

DORMANT Wannacry CRITICAL Endpoint Behavioral Guard
status malware family triggered by

HHH ATTACK STATS What sort of connections and processes were involved?

0 Malicious Script
Processes Processes

9 ATTACK TYPES What were the attacks types seen or prevented?

bot

° ENTRY POINT

How did it enter the system?

®——@€

dave was logged in. Incident started with network access in chrome.exe

b MITRE ATT&CK™

= Tactics and technigues seen as defined by the MITRE ATTRCK™ framework

Initial Access i Persistence Privilege Escalation Defense Evasion

Command Line Imerface. Hidden Files and Directories File Deletion

Excution through AP Registry Run Keys / Startup File Permissions
Folder

Modification

Execution through Module | Shortcut Modification Hidden Files and Directories
d

Loa

Modfy Registry

c:\users\dave\downloads\wcry.exe ransomware.wit

trigger protection ng

‘ BUSINESS IMPACT What was the potential damage done?

@ 247 e

Were all incident created elements removed?

R reveoianion

4% terminated proc

Discovery Lateral Movement

Browser Bookmark
Discovery

Third party Software
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MEEELTR9.9%MIBFEE - 158
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xR AV EE

o ThreatCloud KEUIE D HTEAE R &R
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‘GOOGLE SEARCH’ {E{olioCcES o] 5 (&
IR AN SR B B 1 E R

THREATCLNUD

earch... Q

Paste here any suspicious Domain URLs IPs or Hashes.  Search for up to 20 indicators in a single search.

HIRESR

TRICKBOT

NDICATOR INFORMATION GEOLOCATION
0bbf25412b4dc63e5bb137d0ed782393 Q Malware Family
SHA1  150detic Ahaasolizes0asdas ands Trickbot is a modular Banking Trojan that targets the Windows platform, mostly delivered
Q gz H F ﬁ EE T }'Jl}i SHARZS “3:::{12’ m-ﬁ:uas@:f it;i:;o::vr.acaaiu—:.umq:sy:eserce ’ via spam campaigns or other malware families such as Emotet. Trickbot sends
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Trickbot is a modular Banking Trojan that targets the Windows platform, mostly delivered via spam campaigns or other
malware families such as Emotet. Trickbot sends information about the infected system and can also download and
execute arbitrary modules from a large array of available modules: from a VNC module for remote control, to an SMB
module for spreading within a compromised network. Once a machine is infected, the Trickbot gang, the threat actors
behind this malware, utilize this wide array of modules not only to steal banking credentials from the target PC, but also for
lateral movement and reconnaissance on the targeted organization itself, prior to delivering a company-wide targeted
ransomware attack.
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Incident Response Framework

Info Source: NIST Computer Security Incident Handling Guide
Picture: blog.elearninsecurity.com
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Let’s Kahoot! https://kahoot.it/ or google “Kahoot!”
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THANK YOU

Danny Yang | Cyber Security Evangelist
dannyy@checkpoint.com
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