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Introduction

* A blockchain system
— Consists of a network of interconnected peer nodes
— Each node maintains a replicated and identical copy of ledger

— The “canonical” ledger is derived using “consensus” mechanism

] o

A peer (a.k.a node)
The ledger in the distributed
ledger network




Introduction

* A blockchain system = a p2p distributed ledger
— Cryptographically secure #&{E3C 73 RI#E
— Append-only ;g

— Writable only via consensus among peers ZERILERIZ BN K AR

—0

The ledger is replicated and
stored in each node

\ g O

A peer (a.k.a node)
The ledger in the distributed

ledger network




Transaction and State

e The blockchain is a transactions-based state machine

T L r i
ITransac:llcrns | Transaction 5l
y 1'
L
transition transition
L B B

e State
— {Efalgg7FEdistributed ledgerdh &
e Transaction
— B statepy B A Transaction
— Transactiont Fr B ENFHIER1R @ (ST SRIER



Transaction and State

 The transactions (and its results) are grouped into “blocks.”
— MinergnEYAERZE I ZEblocks @ i PRENBEESE Y TransactionsH A 3%

— The blocks are chained together (by pointing to the previous block)

p——— Block N

e Header

Block 1 Block 2

Header - Header -

. . " BN .
Transactions Transactions Transactions
— .

— B{E&TFE=FHE —{Eblockchain /




Blockchain Endpoint (Node)

g

Processing
Logic

EVM | Tx Pool

Storage

API



Smart Contract

e Concept pioneered by Nick Szabo in early 1990s

« To code contracts
in computer languages

* From text contracts
written in legal lanquages

j_-.;_ X

Y
¥

contract Escrow { /= B4IRE

<]

.

AR R A

¢ received delivery of a 1996 Mazda

'TRA

I (The Buyer) hereby deposit $10,000
with Bob (the Agent) who will store it
securely in his bank account until such a
time that the Buyer verifies that he has

.

Protegé (the Car) from Alice (the Seller)

at which point he authorizes the Agent to
disburse the entirety of the funds to the

Seller. If the Seller does not deliver the _
Car to the Buyer by April 1st the Agent t,%
will return the entirety of his funds to the }31
Buyer. L5

}

address buyer;
address seller;
address agent;
function Escrow(address _agent, address _seller) {

function release() {
if (msg.sender == agent)
suicide(seller); // Send all funds to seller
else throw;
}
function cancel() {
if (msg.sender == agent)
suicide(buyer);
// Cancel escrow and return all funds to buyer
else throw;

}

N




Smart Contract Example

contract Testl

{

uint x=2;

function addition(uint x) returns (uint y) {
y=X+2;

}

}

Bytecode (in readable form)

Opcodes PUSH1 0x60 PUSH1 0x40 MSTORE PUSH1 0x2 PUSH1 0x0 SSTORE CALLVALUE
PUSH1 0x0 JUMPI JUMPDEST PUSH1 0x45 DUP1 PUSH1 Ox1A PUSH1 O0x0O CODECOPY
PUSH1 OxO RETURN PUSH1 0x60 PUSH1 0x40 MSTORE PUSH1 OxEO PUSH1 0x2 EXP
PUSH1 OxO CALLDATALOAD DIV PUSH4 0x989E1731 DUP2 EQ PUSH1 0x1C JUMPI
JUMPDEST PUSH1 0x0 JUMP JUMPDEST CALLVALUE PUSH1 0x0 JUMPI PUSH1 0x29
PUSH1 Ox4 CALLDATALOAD PUSH1 0x3B JUMP JUMPDEST PUSH1 0x40 DUP1 MLOAD
SWAP2 DUP3 MSTORE MLOAD SWAP1 DUP2 SWAP1 SUB PUSH1 0x20 ADD SWAP1
RETURN JUMPDEST PUSH1 0x2 DUP2 ADD JUMPDEST SWAP2 SWAP1 POP JUMP



Ethereum Virtual Machine (EVM)

 Asimple VM that runs bytecodes of a contract
— All full nodes have EVMSs
— 256-bit word, 1024 entries stack

— Turing complete but limited by gas

h CODECOPY lCODE Hash
pus
- ADD < smart
i — PUSH 1 contracts in
POP the tx pool
1024 - . PC U0

256-bit EVM instructions

256-bit Word

EVM stack "



PRF Accounts

TR

® N —

— {EZ& (Externally owned account, EOA)
- HiEWERAEBR{FrYaccount
- O]7FE2 H oJeE (W) (7€) 5 —{Eaccount
o OJEICEAIFNI S 4
— %3 (Contract Account, CA)
- REHIFRIEHIRYaccount
- O]7FE2 H oJeE (W) (7€) 5 —{Eaccount

11
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2% Transactions

— EH#FJEF Message call transactions

- B
SEBITE SR EENE R

1 5% Contract creation transactions

-

L

e (5AQS Note: Gas is the not a mining fee (block creation fee)

- ETEMRZABFZ(INFES

o EHRZGMNEN _E—ZGas fee; NEIIEIAEER
FEE A ER - X5 F#Hrollback

FEEASHE M THNEERZNITRERE

12



Inside the Shared Ledger

Q O

Processing
Logic

| AP

Storage EVM || Tx Pool




Inside the Shared Ledger

Block N - 1 .
World States (Trie)
[ Account State (Trie) ]
Block N e | Account State (Trie) |
Header / \ | Account State (Trie) |
*previousBlock //
*worldStatesRoot = Transactions (Trie)
*transactionsRoot — | =
*receiptsRoot — ] 74
A — Receipts (Trie)
*transactions (in this block) \
Other info
Level DB (A key-value store)

The key is the hash
The value is the tries

Exploring Ethereum'’s state trie with Node.js



http://wanderer.github.io/ethereum/nodejs/code/2014/05/21/using-ethereums-tries-with-node/

Account State and World State

| Account State (Trie) |
Ii Account State {Trie)

Account Sme!hie‘!

World States (Trie)

Transactions (Trie)

Receipts (Trie) J

==

World States (Trie)

Nonce

4 Account States

Storage Root Hash

Code Hash: Y[]BR Econtract account » BlJ&Smart
Contractfihash » B BIFLEEZ=F R hash

Balance

Code Hash

T
) )
' State Storage
/

[ Account States ]

[ Account States ]

[ Account States ]

N~—

Contract Code
Repository

Account nonce: incremented when this account sends a transaction

15
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Blockchain Application

Blockchain Network



—EHEgBlockchain fEFHZR LT

Google > >

Browser Web Server Database

The local
blockchain node

External blockchain nodes
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—EHEgBlockchain fEFHZR LT

S —— @
Google > >

Browser Web Server Database
FHHR G
EGE ~ Histate ~ {HEE H/E 4
AL M Sstate ,, PR A AV
o
al
The local

blockchain node
External blockchain nodes
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—EHEgBlockchain fEFHZR LT

Google > >

Chorme Node.js + Express MySQL
(JavaScript) | T

Web3.js

External blockchain nodes

19



BlockchainZz 3 R85 12

Google "
Browser Web Server
‘ TX
(execute a contract method) 4

Transaction
DY & #E 5 —{E Message Call Transaction » %
ZEENU BN (Contract) Account3RA&TO

u;uuu%ﬂ%@)\%;mmansactionE«Jdata\ﬂ
segmentf

\ INIT (contract creation)
\




Blockchain3Zz S EE IR

Google g

Browser Web Server

\ Tx | (execute a contract method)

Processing
Logic

Storage

External blockchain nodes

The local blockchain node

21



Blockchain3Zz S EE IR

2R i EmEE 1% 1Y block 7 48 L as A I ~
New block JAFmain chain Eijﬂ%}%f{n%ﬁ

API (JSON-RPC)

A 4
Z Processing
: /: Logic
\Vat T
Storage EVM | Tx Pool

Miner node %
blockchain nodes

22
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Blockchain FERR#BE S tHRRZEE

» Topics of interests

— Engineering/ management
* Agile and Lean processes for Blockchain software development
» DevOps for Blockchain software
» Tools for Blockchain software distributed development
— Design
« Smart Contract formal specification and verification
« Smart Contract refactoring/ security /testing
— Architecture
» Blockchain software architecture, design and meta-models
» Architecture for Blockchain and Internet of Things

24



Our Focus

« DevOps support for blockchain applications
— BDD-style develop/testing tool for smart contract

— Middleware for streamlined contract deployment,
monitoring, and analyzing

« Blockchain and IoT integration

— From a software architecture perspective



BDD-style Develop/Testing Tool for
Smart Contracts

e Challenges of Smart Contract development

— Development burdens

* Must go through a complex installation and configuration process

— Setup the infrastructure; Create an account (key pairs); Execute
miners; Generate and deploy bytecodes

— Hard to verify the contract logic
* Must have deep understanding of domain knowledge

* Whether the contracts accurately reflect the business logic

26



Approach:
Behavior-Driven Development

« Popular in the Agile community

— Based on executable specifications

* Spec. derived from domain knowledge

» Specify the expected behaviors in a structured way

o Complement TDD (Test-Driven Development)

« Validates both “requirement” and “functions”
— Building the right software (What)
— Building the software right (How )

27



Executable Specification

— X5 "What, mIE "How,
TSy EER
EmEHRNARS - BZREREB—HH KRB
- RIFEMNHRBIMECode: (BEFEAE ' REZEBFRATHREE
« BIrEfm—fword or I EERMBRITHEE
— Executable Specification
- LBAZSEF AEPIERESEREETER
- KIETEf(Examples) 3R BEE);AIz
* p#&Living documentation (/z BREFThRASTNEERYVRR BHSZH)

) . |




HEfl: RABIARIR

alp=100
blp=100

alp=0
blp=150

1alp=0.5blp

B

alp=100
blp=100

l A Z£100alpF1BAZ #iblp

1alp=0.5blp

alp=200
blp=50

29



Runnable Specification (Gherkin)

Feature: Exchange loyalty points between two parties Feature name
In order to exchange loyalty points between company A and company B
As a loyalty point user Feature description
I want to exchange loyalty points of A (alp) for loyalty points of B (blp) or —

exchange loyalty points of B (alp) for loyalty points of A (blp) (free form)
according to corresponding preset exchanging rate and rules.

Scenario name (a feature consists of 5-20 scns)

Scenario Outline: Company A exchanges alp for blp
Given the exchange rate is 1alp=0.5blp
And original alp account of A is 100
And original blp account of A is 100
And original alp account of B is 100
And original blp account of B is 100
When A want to exchange 100 alp for blp with B
Then alp account of A should be ©
And blp account of A should be 150
And alp account of B should be 200
And blp account of B should be 50

30



Runnable Specification

Feature: Exchange loyalty points between two parties
In order to exchange loyalty points between company A and company B
As a loyalty point user
I want to exchange loyalty points of A (alp) for loyalty points of B (blp) or
exchange loyalty points of B (alp) for loyalty points of A (blp)
according to corresponding preset exchanging rate and rules.

Scenario Outline: Company A exchange alp for blp
Given the exchange rate is 1alp=0.5blp
And original alp account of A is <alp account orig>
And original blp account of A is Ablp account orig>
When A want to exchange <alp to/exchange> alp for b
Then alp account of hould <alp account new>
And blp account of A should be <blp accsunt new>

Example 1 DIFRAR F2 LGB

Examples:

| alp to exchange | alp account orig | alp account new | blp account orig | blp account new |
| 100 | 100 | o | 100 | 150 |
| 20 | 100 | se | 100 | 110 |
| 110 | 100 | 100 | 100 | 100 |

31



Specification Yol tiEN 1T

Feature

!

Scenario

i

Step Step Defination

|

|

|
A4

Support Library

I

I

I
%

Test Target

-~

~
Feature Feature | Feature
* Scenario * Scenario * Scenario
* Scenario = Scenario = Scenario
* Scenario * Scenario * Scenario
J
+ | Specification layer
. _G_I'_"fr!"_"_ ________________________ Scenario + Examples |
Cucumber expressed in steps
| # Automation layer
~
Step definition Step definition Step definition
Automation code Automation code Automation code
J

32



Implementation

 Web Ul

— BDD-style on-line contract development
— Guiding the developer through the steps of the process

 Web API

— Project, Testing and Contract management
— Adapter to the baseline frameworks
Infrastructure

— Baseline frameworks (cucumber/mocha/solc/Web3.js)
— Ethereum node

33



Implementation

o Target platform

— Ethereum

— Contract Language: Solidity

— Integration: Web3.|s
Baseline testing frameworks
— Unit Test: Mocha

— Integration Test: Cucumber.js
Implementation platform

— Node.js (LTS)

— EXpress 4.x

34



Implementation

Web-based BDD&4YEE & Fe e MEIRE

Integration Unit Testing

Dev. Services : : :
Testing Services Service

Contract Management Service
(GasZH{ZeifiB) ~ abi/binELE /&4IMGT - FHEANTIL)

BDD &4V S hHs M

lfﬁﬁlﬁé—ﬁ%ﬁ%ﬁi

Ethereum
Blockchain
Network
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Note: to make it concrete, in this talk, we use terms and designs of Ethereum when
discussing the blockchain concepts .



Smart Things
e Smart Things
- BRsTRENINHEY M
- BfE "STHEEEND . R

R&AIEET]
~
IL‘J\lI\IJ ﬁb
= SN
—_— Ed ’ ' . Environments
ﬁ:- ﬁb . Machines
Tags Devices
sorm == . /rh-Ab
— EEAE S
"‘EH I\LEEE
I
1 =
NFC/RFID tag Arduino Philips Hue Smart building
Of% 0] o}
% OB [
[=]¢3 r
QR code iBeacon/BLE Raspberry Pi Smart car Smart city

e

Computational power and complexity

B/ 3k;E: D.D. Guinard & V. M. Trifa, Building the Web of Things, Manning, 2015 32



Internet of Things

* =
- FhIEERERENHRE—% ' EEBHREE
* EBE

— —PtEnE I (Smart Things) » &1
+ BREREREIZIL  AEBEARRIE
e OJiFEBInternetHiE
- TIEBICTRMIMRBIR - BE - 58




lOT Reference Architecture

e oneM2M
— ETSI M2M Technical committee (2008)

loT Reference Model

— AIoTWF (loT World Forum) standardized Architecture

Core loT
Functional Stack

Applications

Communications
Network

Things: Sensors and
Actuators

A simplified loT ref. architecture suggested by Hanes et al. (2017)

>

Security

\/

loT Data Management
and Compute Stack

Cloud

Fog

Edge

40



10T 3521 =< FR T i 3 .

e Success only in high-value applications
— Jet engine monitoring
— Smart metering
— Healthcare management

e Demands are slow to take off in other areas

— Not so good: heavy industrial and home automation
— Failed: consumer electronic

« smart toothbrushes and refrigerators

 The market expects 10-20 times revenue!



10T 3521 =< FR T i 3 .

* Cost of maintenance and network connectivity

— Software/ frmware updates

e Ensure privacy and security in loT

— Perfect trust is not possible in current Internet
» “security through transparency” better than

“security through obscurity”



P2P and Trustless IoT

 Device democracy
— Trustless p2p messaging
— Secure distributed data sharing
— Robust and scalable form of consensus

Before 2005 2025 and beyond
[—
X o o
K5, 8
] alsjmm} . -
LUk -
Closed and centralized Open access loT networks, Open access loT networks,

loT networks centralized cloud distributed cloud



Blockchain-based IoT Services
(B-loT)
* Unlocking excess capacity of physical assets
— loT

« Enables the digitization of sell and deliver of physical assets

— Blockchalin

» Facilitates distributed and secured transactions

e Creating liquid, transparent marketplaces

— Three key elements of e-commerce became instant
and comprehensive : search ~ use ~ pay

« Radical re-pricing of credit and risk
— personalized risk and credit profiles

44



Case GSlock.it

* —{&

Contract

Contract {
Owner_address
User_address

deposit
price

open()
close()
rent()
returnLock()

FYBlockchainEldSmart ContractfEEFE R E

Owner address @ & fHAY#E Zaddress -
User_address : fH{E A (RE#H2H #HAY A )HY

address

deposit © 745 % oK {E A = AR TROC T BT o
price : 5 1%

open() : FTHH#H (£ E {F FH )
close() : $EA$H(E PR HE)

rent(address) : {2t FHEAYaddressEdff &
ACFHEEH - SRS HY 2 e R RS A
Rl -

returnLock() : & $HEVHEA R &G A 7 (1ER
[ERF)

45



Owner Create Contract

A A(EIHEA & )Rt H CHY
addressEA—{[EFHAVE %
. Contract( A_address ) 777 —([& Contract - (JFEASAY

% FfE AHLZAZA)

Lock
In
Owner_address = A_address

User_address = A_address



User Rent Lock

B(ZFHAEAY N ) IE AT EI#H
fJContract -

P  rent(B_address) TEFRfE H CHYaddress Bl 5
% > BEE z}ﬂZUser’$@JTﬁé

% HYFZEHIRE - IERFBEE A L&
AppR{EdH o

Owner_address

User_address

deposit
price

open()
close()

B
rent()
open () / close()
User_address = B_address

returnLock()




User Return Lock

returnLock()

%

Contract {
Owner_address
User_address

deposit
price

open()
close()

rent()
returnLock()

B FH5E1% > Al LLE#EAppi&F
SHIR4AEA 0 ialFContract@ i
Ao R ] BB AR H BhE T 5B
FEETHAVER R e
frEHZRIERERIES B > FF
B4 A o [FIGRUserSE kA
TR HFERRIEETA -

User_address = A_address



Example: EgEfHEE

 Internet of Things Renting Platform based on

Smart Contracts on Blockchain

Smart Contract

Device Owner

1.Set renting price g
f‘i?

5b. The owner -
‘ received the payment

2. Scan and deposit

5a. Settlement and pay

I 3. The car 1s unlocked

https://www.youtube.com/watch?v=CbsAFStbyBg
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Main Issues of B-loT

e Burdens after becoming a blockchain endpoint

— Storage

» Blockchain endpoints store entire global states and their history!

— Bandwidth

e Must continuously keep track of global states

— Power consumption

» A blockchain endpoint does no have time to sleep

51



Summary

e “Things” Democracy

— Trustless p2p messaging
— Secure distributed data sharing

— Robust and scalable form of consensus

B-loTHEHRENSI0TE—TEEINBERG R
- RIETSEMRZ (Bef&PavKserver)

- IRRZREH[EFL (DDos)

— BHEEBIlling layer

52



Ongoing Works
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Ongoing Works

RERES AR -~ MEBHEEERIPITENRS

AGENEEEESANRE
AEEMLS S HEHHE]

l Admin Console J [ Web API| ]\‘

- — P e
BUENE? poment )
7\ - —H B Deployment
Contract B
Management

FirstTimeScanner

—

BlocksTxListener

Development
Task Queue Blockchain |

NEEES o
J
J
J

[ LostDataCollector

5,908,620  7,602,058.323 \

.............

Network

S'ZEi

https //www youtube com/watch?v 1Es80FCHQ14
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