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98% of WannaCry Victims Running Windows 7
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EternalBlue
On Windows 10
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FireEye Mandiant M-Trend Report 2017

Initial

Establish Escalate Internal Complete
Foothold L Privileges Recon Mission

Initial

Recon Compromise

Indentify exploitable Gain initial access Strenghten position Steal valid user Identify target Package and steal
vulnerabilities into target within target credentials data target data
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Vulnerability Policy
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Version 2.2: To leam about Cisco security

Vs vulnerabiity disclosure
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FIRELAS (Open Source)

OPEN SOURCE SECURITY Average
ANALYSIS 2016 REPORT Seensones

application.
Recent Black Duck On-Demand security audits
of 200 commercial applications confirm the
importance of opern source in application
development, and also highlight the persistent

challenges organizations face in effecti lrhome B8 ESSEH Hft HZ Al&BigData Cloud DevOps GDPR &EF Hefg -

securing and f?)’CJ.’?CJg!I'}“’_—.."" their open sou

S Gitﬁﬁ%ﬁiﬁﬁﬁﬂﬁﬁﬁ . FMBERAEERTE!

reviewed contained
known open source
security vulnerabilities

(o EERINISUSRT I . n sos [ IS

On average hy e A A et .
the companies Git is a free and open source distributed version control system

Wemcl-:'z.no%ego = : designed to handle everything from small to very large projects with

source than they SO : hd speed and efficiency. I\

originally believed

Git is easy to learn and has a tiny footprint with lightning fast ; \
&R Black Duck Software performance. It outclasses SCM tools like Subversion, CVS, Perforce,  ° J——

and ClearCase with features like cheap local branching, convenient %%& \

staging areas, and multiple workflows. \
=y

9 Learn Git in your browser for free with Try Git.

Uniforce Technology Corporation 2018. ALL RIGHTS RESERVED. U N I FO R CE

www.uniforcetech.com.tw g a8 # R



ZEREBE - RFBE—(E1E#EAIZS

poj = EB Hfy vs. P B EETE

_%mﬁﬁ

Uniforce Technology Corporation 2018. ALL RIGHTS RESERVED. U N IL_F/O R CE

www.uniforcetech.com.tw gl 3L Fl ﬁ



BE: RTE—EZiFH

B T H FRIHE

S 2&: Firewall, IPS, Anti-Virus, Content Security Gate, Endpoint Security, WAF, NAC, ... etc

F#H APT, Sandbox, Code review, ...etc.

4797 Log Analysis management, SIEM, SOC, ...etc.

=44 PCI-DSS, 1SO-27001, HIPPA, ... etc

&7 Vulnerability Scan, Penetration Test, .

(B#FLELZE]
ZEE  NVELE - ITEEF
FHBAHC - EZE L5
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Vulnerability Scanning ‘\

2 &l
Penetration Testing
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5 Best Practices for Building an Effective Vulnerability Management

1 2 3 4 5

SCAN PLAN PRIORITIZE VALIDATE DEPLOY
Perform weekly Develop and Make patches and Test and Apply validated
external and implement an fixes a high validate patches patches and
internal network  alert mitigation priorty and fixes before fixes as soon as

SCans plan deployment possible

BRI https://www.acacompliancegroup.com/blog/5-best-practices-building-effective-vulnerability-management-program
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- REHIE%5T(Bad Design)
o Bl: fER %%, BRAEI, o, &il...

« REREE(Bad Implementation)
o . EEIREN, ZAIREN, FHUEH...

- RERI#HREERRE (Bad Configuration)
o fl: FARRZREE, RIKTBEFREBECK. ..

- BSR4 ARER E (Stale Configuratior
- Bl RBEMHEERN...

« IAANA

- f5l: Bypass, MZE:N, HBE
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Zero-Day Attack ZHHNZERHE

Window of Vulnerability

The vendor Security tools are
Vulnerabil is
Y I notifiesits  updated (IDS
t venda clients signatures, new
A security | e

ulnerabilty is
discoyered  _

RISK
LEVEL

he patch is
installed in
all systems

RATRH BT EmwE

BRI https://www.owasp.org/index.php/Testing_Guide_Introduction
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Source: https://www.infosecurity-magazine.com/news/companies-average-120-days-patch/
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All Vulnerabilities

(Critical, High, Medium, Low, Info)
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® 2016 @ 2007

#i#F * SAINT Corporation
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« BEARKM£REEK
« BRERMOASEREEHFIRET

O 4&15%: Domain Knowledge, Know-how
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* Certified Information

CISA systems Auitor

An ISACA! Ceriification

i,

https:]/www.kali.org/
Kali Linux 2018.2 Release BERKEXR REANEE  RERMEESE

H R
AR

Kali- E?ﬁﬁﬁ
Linux sz

= e

HFAF
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# 4 H# Tumor Markers

- <1:2 mlU/ml
i E Radiology Examination
TAIEEIE Chest Yray RERK
BETHEARELFHEEL BD  0.88 (/02
REENEAREZTERT IR DD 87 (%)
BETAERAEZSE DD % % %k (T-score : -1. 1)
EMBEHELRREFHLEL B 0.85 (g/CH2)
ERATHELRE2TERENL 0
AREERERRE2ES B &4 (T-scare : -0.6) >==1.10
#i e EH b 06
F—BEcEmRE 12 lead G ERCoIA R © GoR/ )
B ##4 % Abdominal Ultrasound
m Tiver BRmmE | TREAER AT
| g 4rn 5 3 (R E) Gallbladder BAK
BEIER EF2%H 5124 5/25 5/26 5/29 = 6/24
WBC 4-10 10%/ 11 L. 1.8 17.1 1.6 - 7.5
[ RBC 4.5-5.9 10" 1 L 4.41 3.88 3.53 wo| 4.09
Platelet 150-440 10°/ u L 467 397 359 A 296
Hgb 1418 g/dL 14.2 12.2 1.2 B 13.1
BUN 7-20 mg/dL 16 19 12
Creatine 0.7~1.5 mg/dL 1.2 1.1 1.13
CK <171 U/L 1526 | 4550 | 3080
CK-MB <16.0 U/L 207 490 197
C.R.P <3.0 mg/LL 1.5 97.3 154.9
Cholesterol =200 mg/dL 204
TG =150 mg/dL 301
HDL-C =40 mg/dL 39
LDL-C <130 me/dL 122
PT 8~12 sec 9.5 10,0 10
APTT 23.9~34.9 27.5 32.0 374 28.5
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BESFRSHERLF

® NIFAYERY
.« REBR (AR ERRURR, REEE, BB, AERTE %)
. BUEHR (ABR, AEERSR, BHERE %)

e SEiFTHEGEA
« ERZ#51R ILE: Tenable/Nessus, Nmap/Zenmap, OpenVAS &
o  IFHI AIRIEE S BECRE)RHE.

® WERERFRT
« CVE (33354R5I%)
CVSS (5334 R 7)
Severity (B FREAR)
Exploit Available (55%5 T %)
Solution (B R R EE)
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Information

B RS WP ER
RIFERIFDBEAE

o THEFAEIRAVEEN
« EFETE, fl: Google Chrome BAEEIE
« ¥=TH, 4l Google Search
o SSELAAEAERNABLL, B: CVE Details, Vuldb, Exploit-db, Tenable £
o« BZNEMABEALL, B iThome security, TW-CERT, TACERT £

1B

Intelligence
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https://www.cvedetails.com/
https://vuldb.com/?
https://www.exploit-db.com/
https://www.tenable.com/plugins
https://www.ithome.com.tw/security
https://www.twcert.org.tw/Default.aspx
http://tacert.tanet.edu.tw/prog/index.php

201759022 Messus Scan Report

2017/9/22 Nessus Scan Report

Nessus @)

Nessus @)

Nessus Scan Report
Fri, 14 Jul 2017 14:45:49 Eastern Standard Time

Table Of Contents

Vulnerabilities By Host (ﬁ“) LXE*%(HOS'[’.) ;;H?H:_Et

192.168.15.72
| |
. 1921681585
o 192.168.15.112
192.168.15.113
Remediations

Suggested Remediations

Vulnerabilities By Host
[-] Callapse All

[+] Expand All

Nessus Scan Report

Fri, 14 Jul 2017 14:45:49 Eastern Standard Time

Table Of Contents

Vulnerabilities By Plugin

97833 (2) - MS17-010: £
(40133809) (ETERNALBI

(ETERNALSYNERGY

Vulnerabilities By Plug

[-] Collapse All

[+] Expand All

192.168.15.43

Scan Information

Start time: Fri Jul 14 13:26:16 2017
End time: Fri Jul 14 13:48:20 2017
Host Information

DNS Name: fedora25.localhost.local
IP: 192.168.15.43

MAC Address: 00:15:5d:0f:c6:af
Results Summary
Critical High Medium Low Info Total

0 0 4] 24 27

97833 (2) - MS17-010: Secu
(ETERNALBLUE) (ETERNA

(WannaCry) (EternalRocks)

Synopsis

The remote Windows host is afi
Description

The remote Windows host is afl

- Multiple remote code executio
(SMBv1) due to improper handl
exploit these vulnerabilities, via
0143, CVE-2017-0144, CVE-2C

- An information disclosure vuln
due to improper handling of cer
this, via a specially crafted pack

(Bl) AssREHEFR A =

ETERMALBLUE, ETERNALCHAMPION, ETERMALROMAMNCE, and ETERNALSYNERGY are
fows of multiple Equation Group vulnerabiities and explaits disclosed on 201770414 by a group
known as the Shadow Brokers. WannaCry ! WannaCrypt & & ransomware program utilizing the
ETERMALBLUE exploit. and EternalRiocks is a worm that utilizes seven Eguation Group
wulnerabilities. Pelya & a ransormware program thal first utilizes CVE-2017-0189, a vulnerability
in Microsoft Office, and then spreads via ETERNALELUE.

See Also

hitpsitechnet. microscft, 1 it S 7010

hitpsiblogs technet microsoff G0 3L i b1i

hittes-isunpart microsoft Ven-uskb/2E0E54 7

hitgdiwne nessus.oru PSR I0T2

hittp:liwwew nesses orgluP4cTelcld

EtemalRocks!

Solution

Microsall has released a sel of palches for Windows Vista, 2008, 7, 2008 R2, 2012, 81, RT 81,
2012 R2, 10, and 2016. Microsoft has also relessed emergency patches for Windows operating
eyetems that are no longer supported. including Windows XF, 2003, and 8.

For unsupported Windows operating systems, e.g. Windows XF, Microsoft recommends that
ueers discontinue the use of SMBv1. SMBv1 lacks sscurity features that were included in later
SMB versions, SMBv1 can be disabked by following the: vendor instruclions provided in Microsoft
KE2696547. Additionally, US-CERT recornmends that users block SMB directly by blocking TCP
port 445 on all network boundary devices. For SMB over the NetBIOS AP block TCP ports 137
#1139 and UDP ports 137 ¢ 128 on all network boundary devices
Risk Factor
Critical
CV5S v3.0 Base Score
0.8 (CVSS3.NAVNIAC LIPRMAULNIS: VG HIHIAH)
CVSS5 v3.0 Temporal Score
B.8 (CVSS:3.0/E:PRL:.O/RC:C)
CV55 Base Score
10.0 (CWES AN NIAC LA NIC:
CVS5 Temporal Score
7.8 (CVESZHE POCRLOFRCC)

)
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A Table of Contents
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MBESEERR | . 00
= Ji
IFIRERNE  s—massmre
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=M BERZER ISR AEN

Critical

Microsoft

Office
56998 Unsupported Windows
Version
Detection

10.8.13.186 TCP

Plugin Text:
Plugin Output:
Installed product : Office 2007
End of support date : Ociober 10, 2017
Supported versions : Office 2010 / 2013/ 2016
Synopsis: The remote host contains an unsupported version of Microsoft Office.

Description: According to its version, the installation of Microsoft Office on the remote Windows host is no longer supported.

Lack of support implies that no new security patches for the product will be released by the vendor. As a result, it is likely to contain security vulnera
bilities.

Upgrade to a version of Microsoft Office that is currently supported.

BENE(kERE)

SSEEBUE (M)

IP Address

10.8.13.185
10.8.13.186

FREER S EEE

10.8.13.186

E_H

IP Address: 10.8.13.186

MAC Address: 34:99:71:00:fce2

Total: 35

Vulnerabilities: Critical: 0, High: 0, Medium: 3, Low: 0, Info: 32

EHERBL N

Critical
High
Medium
Low
Info

‘See Also: http://supportmicrosoft.comigpliifeoffice

CVE:
HEMEIREN
m ':::::: Family Severity IP Address Protocol Port Exploit?
M315-124:
Cumulative:
Security
87253 Update for Windows : Microsoft Bulletins High 10.8.13.186 TCP 445 Yes
Internet
Explorer
(3116180)
Plugin Text:
Plugin Output:

ASLR hardening settings for Intemet Explorer in KB3125869

have not been applied. The following DWORD keys must be

created with a value of 1:

= HKLM\SOF TWAREMicrosoffiintemet ExploreMAIN\FeatureContro\FEATURE _ALLOW_USER32_EXCEPTION_HANDLER_HARDENING\
iexplore.exe

= HKLM\SOF TWARE\Wow6432Node\Microsoftiinternet ExploreriMAIN\FeatureContro\FEATURE_ALLOW_USER32_EXCEPTION_HANDLER_
HARDENINGliexplore.exe

Synopsis: The remote host has a web browser installed that is affected by multiple vulnerabilities.

Description: The version of Internet Explorer installed on the remote host is missing Cumulative Security Update 3116180. It is, therefore, affected by
multiple vulnerabiliies, the majority of which are remote code ion vulr ilities. An i remote attacker can exploit these issues by
convincing a user to visit a specially crafted website, resulting in the execution of arbitrary code in the context of the current user.

Solution: Microsoft has released a set of patches for Windows Vista, 2008, 7, 2008 R2, 8, RT, 2012, 8.1, RT 8.1, 2012 R2, and 10.
See Also: hitps:/technet. microsoft. com/library/security/MS15-124

CVE: CVE-2015-6083,CVE-2015-6134,CVE-2015-6135,CVE-2015-6136,CVE-2015-6 138, CVE-2015-6139,CVE-2015-6140,CVE-2015-6141,CVE-
2015-6142 CVE-2015-6143,CVE~-2015-6144, CVE~-2015-6145,CVE-2015-6146, CVE-2015-6 147, CVE-2015-6148, CVE-2015-6149, CVE-2015-6150,
‘CVE-2015-6151,CVE-2015-6152,CVE-2015-6153,CVE-2015-6154,CVE-2015-6155,CVE-2015-6156,CVE-2015-6157, CVE-2015-6158,CVE-2015-
6159, CVE-2015-6160,CVE-2015-6161,CVE-2015-6162,CVE-2015-6164
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Common Vulnerabilities and Exposures
CVE (GEFIS5R35 1K ) "

CVE REKEEZRITFIER MEEH

CVE IRHR=EIZFEFH

_1EI%§§CVEEEWUE/J?J?J,.\\ﬁj:&ﬂ%%ﬁ Eﬁt%
CVE 53 EMBIRS EIKFI A

#MITREFTERINational Cybersecurity FFRDCFTE &4
BEEBHARTE(IETI0 : CVE-YYYY-NNNN) -

B WEREELZ L

INGNECERE S e

\ OO

/N ATA

Wi T ARIELUER A RER

A

g

-
o2\ ffor
s Vi

Cammon Vulnerahilities ard Exposures

CNA Participation Growing Worldwide

e

CVE Numbering Authorities {CNAs)

CVE Entrie

scription,

Search CVE List Download CVE

st of entries—each containing an identification number, a

CVE® is a
leas t one public reference—far publicly known cybersecurity

and at

are used in numerous ¢
including the U.S.

ersecurity R ervice

National Vulnerability Da abase (NVD).

Latest CVE News

Minutes from CVE Board Teleconference Mesting an July 25 Now Tweets . i .
rabllity Data Used in 2018 Vulnerability
@ CVE

Mare =
CVE Blog
CNA Processes Documentation Now on GitHub

We have updaLad the collection of processes documentation for CVL
L ritigs (CMAS) on our CVEPraject Documentation

The purpose of the collection is Lo provide training and assistance o
CMAs so that they can carrectly fulfill their responsibilities for properly
writing and completing the information required for each CVE Entry
they submit to the Primary CNA to be added to the CVE List, as defined
by the CNA Rules, Version 2.0.

Data Feeds

vulnerabllities.

from around the werld,

Newest CVE Entries

Request CVE IDs Update a CVE Entry

TOTAL CVE Entries: 105419

CVE-2018-8032 Apache Axis 1.x up to and
Including 1.4 is vuinerable to a cross-site
scripting (X55) attack in the default
senvlet’services. bit.ly/2Mafjmx

[VIRNES 4

CVE

CVE-2018-12448 Whale Browser before
1.3.48.4 displays no URL information but only a
tile of a web page on the browser's address bar
when visiting a non-http page, which allows an
anacker to dl;pla; a malicious web page with a

Luoon

https://cve.mitre.org/
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CVE HEREIR

CVEAEE— R ERIAR! (A BE RS A, Bl TWERMS)
‘T”Dl o ZENHIFITE ZKBCVEAMBHEN - ummmilsz  BEXRNA
—— EAEAMEE.
o FHIBRNFHA—EEBCVERT! (MJREE2 3R EFENER B8 12 R 5T il b
rebE B - INOlfR A T RAELEUnknow Threat s ).
BRI AZBCVEAMERBERERE - 724 TCVERT.
Z HJmlE(Zero-day exploit 3¢ 0-Day) BE&E1s " E2BE®EN T ENRE . .
B —SEEEZ O EEEZECVE - FRIEMmERES LT MhEMN.
oED
SMB&5 |'j> CVE-2047-0144 Leam more at National Vulnerabilty Database (VD)

+ CVSS Severity Rating # Fix Information « Vulnerable Software Versions « SCAP Mappings « CPE Information

The SMBv1 server in M|crosof't Wmdows Vista SP2; Windows Server 2008 SP2 and R2 SP1: Wmdows 7 SP1: Windows 8.1; Windows Server 2012 Gold and R2; Windows RT 8.1; and Windows 10 Gold,

acraftted packets, aka "Windows SMB Remote Code Execution Vulnerability." This vulnerability is
d\fferent from those descnbed in CVE 2017 0143 CVE- 2017 0145 CVE- 2017 0146 and CVE-2017-0148.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is not intended to be complete.
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CVSS (B3R 7

24%)

ommon Vulnerability Scoring System

NIST

General
Vulnerabilities

Vulnerability Metrics

+ + + +

Products
Configurations |CCE)
Contact NVD

Other Sites

Search +

= support for L5, g

Using CVSS support within NVD

:bili'.;-'d itail Ip ; t2 custamize that sc
mn

ctseores bazsed an CIPS 199 system ratings.

=NVD MENU

e

ity atabase (VD provide:

I standards. The MVD provi

15ing tampore! and enpvironmental matrics,

NVD Vulnerability Severity Ratings

https //nvd.nist.gov/vuln- metr|cs/cv55/

CVSS v2.0 Ratings CVSS v3.0 Ratings/
Severity Base Score Range Severity Base Score Range
[ None 0.0 )
Low 0.0-3.9 Low 0.1-3.9
Medium  4.0-6.9 Medium  4.0-6.9
High 7.0-10.0 High 7.0-8.9
L Critical 9'0‘10'%

Uniforce Technology Corporation 2018. ALL RIGHTS RESERVED.
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CVSS HEEI B X 25
B8 (NIAC) ZFEHIFE.
MERIEIXEZN [T DIRE -
CVSSHRF IR B 2 S EIHHE FTR]
HISRRER DB -

CVSS 107 2107, 0fSFRI=
£IRS9F - MIORINRESER -
CVSS V3REMBIF DT - 1553

2R A Al 22

wn ELPR 0 Bl A (E =

591F LB CVSSPI AT & 1{E 59 R5RY
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Exploit-DB (1 F 5384 ) 5)

WERB ZIKABIRRAS

S8R At = AR R ACHES -

Exploit-db BEIXKFEMJHNIHSHERE - AHBREZIIRABOensive Security#:E.

o ERATEIHEANE: Remote Exploits, Web Application Exploits, Local & Privilege

Escalation Exploits, Denial of Service & PoC Exploits.

EXPLOIT »~

fome Expl
DATABASE |

Offensive Security’s Exploi

The Exploit Database - ultimate archive of Exploits, Shellcode, and Sec

Web Application Exploits

23,077 total entries

<< prev n 2345678910 next >
p Date v
The Exploit Database (EDB) is a CVE compliant archive ¢ 2018-08-02
vulnerable software. A great resource for penetration tes
researchers, and security addicts alike. Our goal is to co 2018-08-02 &
various sources and concentrate them In one, easy 1o na
e i 2018-08-02 ¢
2018-08-02
2018-08-02 |
H 2018-08-02 & [[@ (C
Remote Exploits
2018-08-02
ry includes exploils for remole services or application:
2018-07-30 [A (@ H2Database 1.4.1Information Disclosure
Date Added D A V Title
2018-08-1 - o SonicWall Global Management System - XMLRPC set_time_zone Command Injection Linux Metasploit

{Metasploit)

e noh el et mobe DO ey

https://www.exploit-db.com/
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XML Chris Moberly
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 OHAENSEY BREEARSEIREI !

iThome 5z =:7s #% =% Bgbm Clowd DevOps 3 Video EifEr - e

tEWannaCrysEiR | #hi{gigiEsaEternalRocksiRE | Eigﬂmﬂi
NSAEEIEI&EWmdowsm

HEABRRR . B7HREIWannaCny 25  5HHRS g%ﬁ?ﬂuEtemalF{o:ks FR i ESMBTR EER
BEE . B2 BHNRISHOLIEA R E SR B8 S EtermalRocks B AR

WannaCryFiE fiIEternalBluefDoublePulsarfERETE 25 - EFERTE

T )
|
hMSARESERMSHEE TR - EfFEternalChampion - EternalRomance - EXp|O|t db ﬁﬁj*JﬁﬁCOde&H/i

" < Date = D Title
EternalSynergy - ArchiTouch®5MBTouch% - - s p .
2017-08-01 4§ [Hebrew] Digital Whisper Security Magazine #85

2017-08-01 4§ [Hebrew] Digital Whisper Security Magazine #34

+ If l:. T f:ey =
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ETERNALBLUE, ETERNALCHAMPION, ETERNALROMANCE, and ETERNALSYNERGY are fou
vulnerabilities and exploits disclosed on 2017 4 by a group known as the Shadal
WannaCrypt is a ransomware program utilizing the ETERNALBLUE exploit, and Fternal
saven Fguation Group ities, Petya is a i
in Microsoft Office, and then spreads via CTCRNALBLUE.

Solution

for Windows Vista, 2008, 7, 2008 RZ, 2012, 8.1,

Microsoft has released a set of patches
4 cy patches for Wi : tems that

Microsoft has
including Windows XP, 2003, and 8.

See Also

AXCVE-2017-0143 Detail

RCUILILD QUICK INFO

/lgithub.com/stampar

CVE Dictlonary Entry:
0113

?59db5b5h This wulnerability has been modified since it was |ast analyzed by the MYD. It is awaliting reanalysis which may result in further changes to

the information provided.

NVD Published Date:
03/16/2017
Current Description NVD Last Modifled:
The SMBv1 serverin Microsoft Wind Wista 512 Windows S 2008 5P and B2 5P Windows ¢ 5 Vindows B.1; Windows Server 2012 06/70/7018
Gold and RE; Windows RT £.1; and Wind. 0 Gold, 1511, and 1607, and Windows Server 2016 allows remote attackers to execute arbitrary
code via cralled packels, aka “Window temuots jon Vulnerability” This vulnerability is dilferent lrem those deseribed in CV0
Z0NT-0144, CVE-2017-0145, CVE-2017-01

Source: MITEF
Description Last Modified: 0

BID: 56
MSFT: M517-010
MSKE:

, G026, 401201

LAVA: 7017-A-0065

EDB-ID: 41891, 41987

Uniforce Technology Corporation 2018. ALL RIGHTS RESERVED. U N I FO R CE

www.uniforcetech.com.tw gl 3L Fl ﬁ



=R IR E T

2 B b HE REFE
(Network Scan) (Credentlal Scan)

Y obtainin
lnformat:

Dackage

Uniforce Technology Corporation 2018. ALL RIGHTS RESERVED. U N IL_F/O R CE

www.uniforcetech.com.tw g Ak B



= R eorhtFin o U 4AigwH (Network Scan)

1. @R BRARTEERAVEEEETRAELEYH
2. g "BARiFHE"
3. Fi ARy EETE M E

Vulnerabilities

Weak Configurations
(eg. S ST fiF#brute-force)

75 Kl

D
T
' 1B
1. HRHGSE TP P
2. FEAFFITAHTPort (UDP/TCP) fat B 24
3. T AEMJPort Scans K Sessions
4.  FERHYYRSEHEHE

63

Saim £

VYVYVYY

VVVYVYYVYY

Uniforce Technology Corporation 2018. ALL RIGHTS RESERVED. U N IL.F/O R CE

www.uniforcetech.com.tw a1 38k ﬂ_ ﬁ



w ResmniEE A TV RERE (Credential Scan)
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2. 1 "RERE"
3. B&E EIRINE ; HRIBR A

i R
version

Host connected with botnet
(Compromised)

Credential Scan Running Process Known Good Software
Agentless
Or . Comp'are Agalpst ey OUt of Compliance System
Security Baseline
Agent based - —
_ ompare Agains :
S | Out of Compliance System
N  Find out file with System Configuration
Sensitive Pattern Verification
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Host Information

IP Address: 10 88 61.12 { BeaT
Repository: 157

BREATTE.

Risk Factor: Crifical
STIG Sevenity: |

CV5S Base Score: 100

CVSS Vector: AVN/AC LAY NIC G/l CIA C/E FIRL OF/RC:ND
CVSS Temporal Score: & 3

L RS
2. AR e

Exploit Information

Links:

Patch Published: Nov 13, 2015
Exploit Available:
Exploitability Ease: Exploits are avallabie

Plugm%mﬂﬁgﬁ% Plugin Details

Plugin ID: 87

Plugin Output

\ A Bﬂﬁ“é*éiﬁ%%ﬁ%%ﬁ
AR EE RS

Vulnerability Information
Published: Jan 28, 2013
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Host Dizcovery
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Faolloy Compllance Auditing

PEI Quarterly Extmrnal Scan
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Basic Metwork Scan Credentaled Patch Audit

web Application Tests

Internal PCI Network Scan

SCAF and OVAL Auditing
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Dash Shelizhock Detection
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Malware Scan
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GHOST [(glibc) Detection
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SecurityCenter @

lanakita 5C PlayHoom

Add Dashboard Template

Dashboard =

Analysis»  Scansv  Reporting~  Assets  Workflow=  Users=

WannaCry#ZFRaHEL
/\"—‘%\

& Jim Huang =

Q € Back

Al = shadow
=24 & =
T FIREBME S AR
e R
Shadow Brokers Vulnerability Detection
B ====== Theinformation published by the Shadow Brokers hacking group Identified many major vulnerabllities In common operating systems and servicss, Faliure
i to remediate impacte stems could leave the network susceptible fo infrusion or exploitation, The Shadow Brokers Vulnerability Detection dashboard
- —_— dispiays detailed information about the vulnerabililies and exploits discovered by the Shadow Brokers hacking group.
\ J
N b =
WannaCry K EternalRocks{ERI & AR 1E 4.
e R
Detecting WannaCry and EternalRocks
s==— == CFES e ey ransomware that is sweeping the planel, called WannaCry and the successor EtemalRocks, Is causing many organizations much pain as they
e determine if their network is at risk. Organizations that practice Continuous Vulnerability management can use this data to identify vulnerable systems:
This dashboard heips to show how SecurityCenter can identify vulnerabilities using active, passive and event logs fo assist customers.
\ J
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Secu rityCe nter @" Dashboard - Analysis ~ Scans - Reporting ~

Tanabia S0 Play Room

Detecting WannaCry and EternalRocks

WannaCry - Suspected and Confirmed Vulnerabilities Shadow Brokers - Codenamed Vulnerabilities and Exploits

WannaCry&EternaIRocks
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WannaCry - Connection Summary Shadow Brokers - Unsupported and Outdated Products

Source P Destination 1B Count Windows 2000 Windows XP Windows Server 20 Windows Visla
Microsoft Exchange SMBwv1 s Lotus Domino

17216 132 183 216215 112 149 336

172.16.132.1832 212.441.64.202 336 Last Updatad: Lass than a minuta ago

33.4 172.16.133.1 180

Executive Summary - Outstanding Patches by Operating

172 16.132 183 172 18.132 185 28 S

17216133 21 17216 ; ramily Sc. I Low H A T
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B Eﬂ%ﬁﬁWannaCry*ﬁ ]
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) Install Policy %, 3SmariConsole~ € 593/593 2 Check Point

SmartDashboard:

b, Data Loss Threat Anti-Spam Mabile ‘e 0
Ha Prevention L Prevention ﬁ & Mail ‘. Arcess ‘e = IPSec VPN @ Compliance Qo5 More ~

¢ Protections 00: 0

Look for: MS17010 'w: Al - [ Profiles... ] ’F'rotectionﬂd.ions... ] ’ View... ]
ow additional fiters

ZE0 B Defaut_Protection | £ Recommended]l

Protection E Corfide.. &% Perf.. Industry Refers.. Relea. = ¥ 2. 3.
Y Microsoft Windows SMB Remote Code Execution (MS517-010: CVE-2017-0143) E Medium |y Med...| CVE-2017-0143 | 3/14/2017 | # R.. ' Frevent ' Prevent
Y Microsoft Windows SMB Remote Code Execution (MS17-010: CVE-2017-0144) E Medium |48 Med...| CVE-2017-0144 | 311472017 | # R.. ' Prevent ' Prevent
Y/ Microsoft Windows SMB Remote Code Execution (M517-010: CVE-2017-0145) E Medium |48 Med...| CVE-2017-0145 | 311472017 | # R.. ' Prevent ' Prevent
\/ Microsoft Windows SMB Remote Code Execution (MS17-010: CVE-2017-0146) | Medum ¢ Med.. |CVE20170145 | 3/1472017 & [0 |R.. | Frevent W Prevert
V/ Microsoft Windows SMB Information Disclosure (MS17-010: CVE-2017-0147) | Medum | Med.. |CVE20170147 | 31472017  # [0 R. || Frevent W Prevert
V Microsoft Windows SMB Remote Code Execution (MS17-010: CVE-2017-0148) | Medum | Med.. | CVEZ0170148 | 5/162017 # [0 R. | Prevent W Prevent
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