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« Opennebula (EE)
— Server:29 node
— CPU:1016 /0
— MEMORY: 1792 G
— EXHI:512M 15008

* OpenStack

— 6 node

— CPU:288 %l

— MEMORY:384 G
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Simplicity

{ OpenNebula }
= \

Hypervisor Hyperwsor

‘Physical Hardware‘ Physical Hardware ‘

Host Host
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 hypervisor H KVM ~ VMware - virtuxlbox - XENZE
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Reference Architecture

Front-end
Storage oned
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System DS Scheduler

MySQL DB

Service/Storage Network
e—

Public Network
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Cyber Defense Exercise

EMHR Fa@dEN

K‘Zg CYBER DEFENSE EXERGISE 3 % 1

B

2018-02-27

2018-02-06

2017-07-10

2017-06-15

&) CDX X g

H=00 9PECcOodAREY 3

(® & https://cdx.nche.org.tw/index.php B  90% AR\ @DE 1 S »

EEBER @ XHEMRB P 5% B ERTR SEEEH WRBEM

WORKSHOP &

£

>

A2

[EEEA) HIRFHERBR 2 FFIM - ZFEEVPNERER 21884 (Port:10443) » ERFEZIEENHR443 - B EHNHTHBRE - Fs
cdx_support@narlabs.org.tw °

,. 3
-

[FFEHEEIISRE : Cyber Defense eXercise @ih/A% » EIfE. 0 COX ERE 47 » AERFTFRRMRENBES A - §2018/02/12 00:00 #£ » F&
TEEITRAMAERAR - = 2018/02/21 10:00 Lk - RERLMEIE - ERIRE - BAINE - [RVPN 140.110.112.1 125815 10443 (BB RHRHGEIRVME
BEERERESER - LMFRRERST - WARBRERRNOTRFREEN - SFEBMRIBRIE  AIRESH - BEEFIENEHLEHE -

[FaiE) HiRFERRERE - FAMER7/15% () L 9:00 ~ T4 2:00 ETHEMREENFE - BEDIASERINRERBENMRR 2
4 BHEAEFEEBRNUISERIERR - ERTERERR - NB R RIEFEIS cdx_support@narlabs.org.tw
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Compliance
L Not Participating

Remote Access
No VPN Connected

Vulnerability Scan
Vulnerability Scan Enabled

[ Click the lock to make changes

VPN Name

Username

Password

Save Credentials

FortiClient

NCHC CDX

dany

Auto Connect

Connect

Add a new connection
Edit the selected connection
Delete the selected connection




FortiClient

VPN » Edit Connection Settings

VPN Type
Connection Name
Description

Remote Gateway

Client Certificate

Authentication

Username

NCHC CDX

140.110.112.1

Customize Port 443
None

Save Login

dany

<>

Cancel

Apply

[ Click the lock to make changes
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« VPN &4
— remote gateway:140.110.112.1
— MR3R:student01@cdx.training

— RS npa@cdx
- F— VPN E4F
~ A1 E A COX BAEBEA CDX F4
- A2:EEEACDX &5
 http://192.168.66.160:9869/
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Medium - a place to read an X

h) O & 192.168.66.160:9869

X Yf?“/ Cyber Defense Exercise Login X

110%

"2/ CDX

Cyber Defense Exercise

Username
studentO1@cdx.training ]
Password
t.......| ]

‘ Login J

Keep me logged in

Cyber Defense Exercise Power with Ezilla.

D % ¥ IN®
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%/ CDX @ pashboard

Cyber Defen

Virtual Machines

2

TOTAL

& ] =

Quotas
(0 %

2=
RUNNING VMS

(40

TWCSIRT

M%<~ @ x N9 O & 1 5 »

& Q@
studentO1@cdx.training OpenNebula

2 0 0 0

RUNNING ~ DEPLOYING OFF ERROR

( Visk MB hours

(0 K% 0«

4/- 6GB /-
CPU MEMORY
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Uj“/ Cyber Defense Exercise : Clouc X

c @ (@ 192.168.66.160:9869 Mm% e+ @t X N W Oe 1 8 » =
2/ CDX 35 vMs : =
L UL UG L studentO1@cdx.training OpenNebula
~ B .
= Virtual Machines ALL v
Topmso of Kali Linux [ ] CDX of Metasploitable2-33782 B
2017.1-33800 O %2 2GB - 100 of
[ x2-4GB - Kali Linux 2017 VNC Metasploitable2 v1
@ 172166746 Q 172.16.67.27
o O | | |
@ siudentOl@cdx.training o & studentOl@cdx.training 1 Jur
6 v 1
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- C @ () 192.168.66.160:9869 Mm% e @ % L IN B D e 1 8 » =

2/CDX 323 VMs 2 o

LI ED L studentO1@cdx.training OpenNebula

= Topmso of Kali Linux 2017.1-33800 » s

RUNNING ) L ‘

O x2- 4GB - Kali Linux 2017 VNC Mm .
(o

@ 172.16.67.46
&'»1 dentO1@cdx.training @4,‘ n Net TX Net Download Speec Net Upload Spee

=2
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() 192.168.66.160:9869

473
n\l:l

Pl 7 Cyber Defense Exercise : Clou

encrypted) to: QE!

Sun, 11:16

Cancel

X IEE

n ®« @ O & 1 8§ » =

Send CtrlAltDel
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TWCSIRT
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Medium - a place to read an 2% CDX 2 Cyber Defense Exercise : Clouc X

- C @ () 192.168.66.160:9869 Mm% e @ % L IN B D e 1 8 » =

2/CDX 323 VMs 2 o

LI ED L studentO1@cdx.training OpenNebula

= Topmso of Kali Linux 2017.1-33800 » s

RUNNING ) L ‘

O x2- 4GB - Kali Linux 2017 VNC Mm .
(o

@ 172.16.67.46
&'»1 dentO1@cdx.training @4,‘ n Net TX Net Download Speec Net Upload Spee
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M Medium - a place to read an Y@l "5/ Cyber Defense Exercise : Clouc X

& C @ () 192.168.66.160:9869

2/CDX 222 VMs

Cyber Defense Exercise

110% e @ XN @D e 1 8 »
) Q

studentO1@cdx.training OpenNebula

= Topmso of Kali Linux 2017.1-33800 » EX3

This action will power off this Virtual Machine. The Virtual Machine will remain in the poweroff state, and can be powered on
later

You can send the power off signal Lo the Virtual Machine (this is equivalent to execute the command from the console). If that

doesn't affect your Virtual Machine, try to Power off the machine (this is equivalent tc pressing the power off button in a physical
computer).

% Power off the machine @ ® Send Lhe power off signal

( Iy Net R
RUNNING [ 1

0 x2- 4GB - Kali Linux 2017 VNC . MMW !
Gl

@ 172.16.67.46




(N N M Medium - a place toread and v X \"fj Cyber Defense Exercise : Clouc X +

é

ITEZRENTAE

C @

(0 192.168.66.160:9869

arning: Never expose this UM to an untrusted network?

contact: msfdevlatlmetasploit.com

ogin with msfadmin/msfadmin to get started

etasploitable login: »* Stopping web server apache2
» Stopping Tomcat servlet engine tomcat5.5
stopping Samba daemons: nmbd smbd.
mot implemented
» Stopping NFS common utilities
* Stopping Postfix Mail Transport Agent postfix
* Stopping internet superserver xinetd
Stopping MySQL database server mysqld
Stopping PostgreSQL 8.3 database server
Saving the system clock
Stopping firewall: ufw
Stopping ftp server proftpd
Unmounting any overflow tmpfs from /tmp...
Stopping NFS kernel daemon
Unexporting directories for NFS kernel daemon...
Stopping domain name service... bind
Terminating all remaining processes...

110%

e @

in % @ @

TWCSIRT



ITEZRENTAE

M Medium - a place to read an X W Cyber Defense Exercise : Clouc X

& c @ (D 192.168.66.160:9869 110% e @Y L N B O e 1 8§ »
29 CDX 538 VMs s o
Gydar Detense Exsrcise studentO1@cdx.training OpenNebula

= Topmso of Kali Linux 2017.1-33800 » EQ

Be careful, this action will shutdown and destroy your Virtual Machine

Terminate

OFF [ \

0 x2-4GB - Kali Linux 2017 VNC : MMW :
f

@ 172.16.67.46

& studentOl@cdx.training @ 4 Jun- DN atS e Net Upload Speed

86| >
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M Medium - a place to read an X @' Cyber Defense Exercise : Clouc X
¢ cC B () 192.168.66.160:9869 Mm% e @ % X IN B D e 1 8 » -
2/ CDX 253 VMs a o

Cyber Defense Exercise

studentO1@cdx.training OpenNebula

Z Virtual Machines ALL .

CDX of Metasploitable2-33782 @
0] x2-2GB - 100 of

Metasploitable2 v1

D 172.16.67.27




473
n\l:l

ITEZRIENT

M Medium

B cox

% Cyber Defense Exercise : Clouc X

a place to read an X

cC o ® 192.168.66.160:9869 Mm% e @t L I\ @ Oe 1 8§ » =
\?ﬁ CDX Templates & Q
et studentO1@cdx.training OpenNebula
~ '
2 Templates | caxof] ALL .

CDX of WarGame_Puzzle_2017

[ x2-2GB - WarGame-Puzzle-v1

)

CDX of SIFT

An international team of forensics
experts, led by SANS Faculty Fellow Rob
Lee, created the SANS Incident Forensic
Toolkit (SIFT) Woerkstation for incident
response and digital forensics use and
made it available to the whole
community as a public service. The free
SIFT toolkit, that can match any modern
incident response and forensic tool suite,
is also featured in SANS' Advanced
Incident Response course (FOR 508). IL
demonstrales that advanced
investigations and responding to
intrusions can be accomplished using
cutting-edge open-source tools that are
freely available and frequently updated.
Login "sansforensics" Password
"forensics" $ sudo su - Use Lo elevale

nrivilecec to root while morintine dick

CDX of Kali Linux 2018.2

Kali Linux is an open source project that
is maintained and funded by Offensive
Security, a provider of world-class
information security training and
penetration testing services. In addition
to Kali Linux, Offensive Security also
maintains the Exploit Database and the
free online course, Metasploit
Unleashed. username:root and
password:toorVNC
password:password VNC Porl:5900
L x2-4GB - Kali Linux 2018.2-fix-
disk-1

W

& oneadmi 3 May
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M Medium - a place to read an X @ CDX @ Cyber Defense Exercise : Clouc X

C () 192.168.66.160:9869 110% | eoe & v I % O 1 8 » =

@cnx Templates & Q
L LI O studentOl1l@cdx.training OpenNebula
7~ .
=~ Templates cve ALL v
CDX of CVE-2017-239 CDX of CVE-2008-4250-dhcp CDX of CVE-2015-1701
0 x2-4GB - CVE-2017-239-v1 username:Administrator username:user password:user
@ password:1gaz@WSX L] x2-2GB- 100 of
O i L x1-2GB - CVE-2008-4250-dhcp CVE-2015-1701_v1
Ty w
&‘HmM n & am U e
CDX of CVE-2015-1635 CDX of CVE-2017-2641 CDX of Forensic-HFS-
username:user password:user username:cdxuser password:password CVE-2014-6287-42-59

LI x2-2GB - 100 of CVE-2015-1635 L] x1-1GB- 100 0of CVE-2017-2641 [ x1-2GB - Forensic-HFS

iis vl CVE-2014-6287-v1-42-59
T} T}

& ) i oD 01 &‘w'u\ n & dm

CDX of CVE-2015-2208 CDX of CVE-2017-5638
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M Medium - a place to read an X @ CDX

C () 192.168.66.160:9869

2 CDX

Cyber Defense Exercise

— Templates

CDX of Ubuntu 16.04-Desktop

cdxuser/password

L] x1-768MB-

- 0 ni Al

training of CDX of ubuntu-NONE-
script

username:cdxuser password:password
L0 x2-2GB - 100 of ubunlu-NONE-
script-vl

@I

2/ Cyber Defense Exercise : Clou

Templates

X

Mm% - @ X IN® @D @ 1 8§ » =

& Q
studentO1@cdx.training OpenNebula

‘ubud

ALL v

Ubuntu12.04_Desktop

username:cdxuser password:password
] x2-2GB - Ubuntu12.04-Desktop-
V1

]

CDX of ubuntu-NONE-script

username:cdxuser password:password
[ x1-2GB - 100 of ubuntu-NONE
scripb-vl

a

-:H"M I

Contest- VulnUbuntuServer

username:cdxuser password:password

L] x2-2GB - Contest-
VulnUbuntuServer_v1-0528

w

CDX of Docker-Ubuntu

username:cdxuser password:password
0] x1-1GB - 100 of
Docker Ubuntu14.04 Server-disk-O

w
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ITEZRENTAE

M Medium

B cox

() 192.168.66.160:9869

a place to read an X

2/ CDX

Cyber Defense Exercise

— Templates

Topmso of Metasploitable2

Metasploitable is an intentionally
vulnerable Linux virtual machine. This
VM can be used to conduct security
training, test security tools. and practice
common penetration testing techniques.
username:msfadmin and
password:msfadmin

0 x0.5- 768MB - 100 of
Metasploitable2_v1

CDX of Forensic-metasploitable3-
v1-42-55

L x1-2GB - Cantest- Windows-
Honeypot-disk-42-97

2 Cyber Defense Exercise : Clou

Templates

X

110% e D X IN B D &
& Q
studentO1@cdx.training OpenNebula
‘ met] ALL v

CDX of Forensic-metasploitable3-
v1-42-134

L x2-2GB - Forensic-
metasploitable3-v1-42-134

o Oneadmin

CDX-Metasploitable2-Demo

Metasploitable is an intentionally
vulnerable Linux virtual machine. This

VM can be used to conduct security

L R N N [ R I

CDX of Forensic-metasploitable3-
v1-42-117

windowsServer2008 use ubnutu
changed cmd.exe to osk.exe and osk.exe
to osk-001.exe

L) x1-2GB - Forensic-
metasploitable3-v1-42-117

& oncadm

CDX of Metasploitable3

username:vagrant password:vagrant
L] x2-4GB - 100 of cdx-

melasploitable3-v1-disk-0

I

=5 »
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< - C @ (D 192.168.66.160:9869/# 110% 9 ¥ N % O e 1 5 »

2/ CDX 382 VMs 2 o

Cyber Defense Exercise studentO1@cdx.training OpenNebula

Create Virtual Machine

Template
ALL M ® Labels ~
oS
CDX of IE8 on Win7 Q Forensic CDX of owasp-bwa-
Si ‘ ) Vi
3 W Penetration Testing OS
Mobile Security E)
. ) ¥ VulnoS OWASP Broken Web
-, )l SC‘CLff Honeypot Applicalions Projeclis a
dis Contest-CDX collection of vulnerable
de ® VulnHub_CTF web applications that is
secu W Vulnerability Scanners distributed on a Virtual
log Machine. username:root
¢ and includes exclusive & system

contains Snort, Suricata,
Bro, OSSEC, Sguil,
Squert, ELSA, Xplico,
NetworkMiner, and o system

custom-made Lools

created by AppSec Labs.
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I CDX FHF B

« VM EREERTE
— BRM&RTE

— cpu + memory + network

- TEESTHED KVM 28]
- VM AREEE

« FiE cdrom BREIEFZ AVMIA
- BREENEED-BERENE
- TERE-ZEEFE CHNMRIESRE
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« VM WO BV 4R Uim i ?
— KVIVH:I_LEL\
— frontend #&Ei® vnc-proxy 1ZZ|EH KVMAEEIVM
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Which came first, the chicken or the egg
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« Access Control fZEXZH
- FEUEH] 2 EREE R
« AMEAE R 2 FHUEF|
- NMREAIRE R47
« HERTFEUE ] Z 51T
- B{nhlElERE

DynamiCode
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- RSA SecurlD® I



I BilZETAKAE
« Application Security [EFRfERZ 2
- EEETVHEIEE
« ERESRRETE It
- EREZEE
» SQL Injection
- ML RALEE

SQL injection T Shirts
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« Cryptography Z3H5E2

- RSB E
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BB BT
« /RS
« IRE DA
* Rainbow Table

. &AL IR : The Davinci Code .
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Government Configuration

Baseline
. HIF4EEEE % (Government Configuration Baseline » E578
GCB)BRIENMREE RBNRInsEmI— L EHE » M
[FEMAZEANREE » EM5BELSHLZERE °
— https://www.nccst.nat.gov.tw/GCB?lang=zh

— https://csrc.nist.gov/Projects/United-States-
Government-Configuration-Baseline/fags

.



Hardening Wiki

* In computing, hardening is usually the process of
securing a system by reducing its surface of vulnerability,
which is larger when a system performs more functions;
in principle a single-function system is more secure than
a multipurpose one. Reducing available ways of attack
typically includes changing default passwords, the
removal of unnecessary software, unnecessary
usernames or logins, and the disabling or removal of
unnecessary services.
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Hardening

* Hardening activities include:
— Keeping security patches updated
— Installing firewall
— Closing certain ports
— Not allowing file sharing among programs
— Installing virus and spyware protection
— Using containers or virtual machines
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Hardening

— Creating strong passwords

— Keeping a backup

— Disabling cookies

— Using encryption when possible
— Disabling weak encryption
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Hardening Framework

Logging / ‘ User Patch-

rati g
Operations Monitoring Management management

SSH Hardening

Operating System Hardening

Network Intrusion Detection Firewall

https://dev-sec.io/




Hardentools

« Hardentools is a collection of simple utilities designed to
disable a number of "features" exposed by operating
systems , and primary consumer applications. These
features, commonly thought for Enterprise customers, are
generally useless to regular users and rather pose as
dangers as they are very commonly abused by attackers
to execute malicious code on a victim's computer.

.



Hardentools

* The intent of this tool is to simply reduce the attack
surface by disabling the low-hanging fruit. Hardentools is
intended for individuals at risk, who might want an extra
level of security at the price of some usability. It is not
intended for corporate environments.

 https://github.com/securitywithoutborders/hardentools
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Ready to harden some features of your system?

Harden!

Hardening by disabling Windows Script Host

Hardening by disabling Office Packager Objects

Hardening by disabling Office Macros

Hardening by disabling ActiveX in Office

Hardening by disabling Office DDE Links

Hardening by disabling Acrobat Rp=desdsusCering

Hardening by disabling embedded Done! X
Hardening by enabling Acrobat Ri
Hardening by enabling Acrobat Ri
Hardening by enabling Acrobat R
Hardening by disabling AutoRun
Hardening by disabling Powershel
Hardening by setting UAC to pron
Hardening by disabling potentially

n | have hardened all risky features!

For all changes to take effect please restart Windows.

0K
Expert Settings - change only if you now what you are doing!
Windows Script Host Office Packager Objects (OLE) Office Macros
Office ActiveX Office DDE Links Acrobat Reader JavaScript
Acrobat Reader Embedded Objects [/] Acrobat Reader ProtectedMode [v] Acrobat Reader ProtectedView
Acrobat Reader Enhanced Security [/] AutoRun and AutoPlay UAC Prompt
File associations Powershell and cmd
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* Lynis
 Nessus
* NXxpose
* Vulns
 OpenVAS
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Lynis

* Lynis is a security auditing tool for systems running Linux,
macOS, or Unix. It can be used for security assessments
and configuration audits.

 https://cisofy.com/lynis/

CISOrFY

AUDITING-HARDENING-COMPLIANCE
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Lynis
. BARUAR IS

* ./lynis —check-all

root@msfadmin-virtual-machine:/home/msfadmin/lynis-2.4.0#|./lynis --check-all

B : Usage of option -c is deprecated. Please use: lynis audit system [options]

[ Lynis 2.4.0 ]

B B B B e e g
Lynis comes with ABSOLUTELY NO WARRANTY. This is free software, and you are
welcome to redistribute it under the terms of the GNU General Public License.
See the LICENSE file for details about using this software.

2007-2016, CISOfy - https://cisofy.com/lynis/
Enterprise support available (compliance, plugins, interface and tools)
e B




Lynis

wget https://downloads.cisofy.com/lynis/lynis-2.6.6.tar.gz
tar -zxvf lynis-2.6.6.tar.gz

sudo chown -R 0:0 lynis

cd lynis/

Jlynis audit system




Results

1. root@msfadmin-virtual-machine: fhome/msfadmin/lynis-2.4.0 (ssh)

-[ Lynis 2.4.0 Results ]-
Warnings (3):

! Found one or more vulnerable packages. [PKGS-7392]
https://cisofy.com/controls/PKGS-7392/

! Couldn't find 2 responsive nameservers [NETW-2705]
https://cisofy.com/controls/NETW-2705/

! PHP option expose_php is possibly turned on, which can reveal useful information for attackers. [PHP-2372]
https://cisofy.com/controls/PHP-2372/

Suggestions (48):

* Set a password on GRUB bootloader to prevent altering boot configuration (e.g. boot in single user mode withou

t password) [BOOT-5122]
https://cisofy.com/controls/BO0T-5122/

* Install a PAM module for password strength testing like pam_cracklib or pam_passwdqc [AUTH-9262]
https://cisofy.com/controls/AUTH-9262/

* Configure minimum password age in /etc/login.defs [AUTH-9286]
https://cisofy.com/controls/AUTH-9286/

* Configure maximum password age in /etc/login.defs [AUTH-9286]
https://cisofy.com/controls/AUTH-9286/




Nessus

* Nessus is a proprietary vulnerability scanner developed
by Tenable Network Security. It is free of charge for
personal use in a non-enterprise environment.

« According to surveys done in 2009 by sectools.org,
Nessus is the world's most popular vulnerability scanner,
taking first place in the 2000, 2003, and 2006 security
tools survey. Tenable Network Security estimated in 2005
that it was used by over 75,000 organizations worldwide.

Nessus @)

.




Nexpose

 Rapid7 Nexpose is a vulnerability scanner which aims to
support the entire vulnerability management lifecycle,
including discovery, detection, verification, risk
classification, impact analysis, reporting and mitigation. It
integrates with Rapid7's Metasploit for vulnerability
exploitation. It is sold as standalone software, an
appliance, virtual machine, or as a managed service or
private cloud deployment. User interaction is through a
web browser.

X NEXpPose
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Vuls: VULnerability Scanner

* Vuls is a tool created to solve the problems listed above.
It has the following characteristics.

— Informs users of the vulnerabilities that are related to
the system.

— Informs users of the servers that are affected.

— Vulnerability detection is done automatically to prevent
any oversight.

— Report is generated on regular basis using CRON or
other methods to manage vulnerability.

.



OpenVAS

 OpenVAS is a framework of several services and tools
offering a comprehensive and powerful vulnerability
scanning and vulnerability management solution. The
framework is part of Greenbone Networks' commercial
vulnerability management solution from which
developments are contributed to the Open Source
community since 2009.

€.0penVAS
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Greenbone

No auta-refresh

v Logged in as Admin admin | Lcgout
Thu Jan 4 00:38:14 2018 CST
Configuration
?] %

Administration
Filter:

apply_cverrides=1 rows=10 first=1 sort—=name
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(Applied filter: apply_overrides=1 rows=10 first=1 sort=name)

VApply to page contents ~ | (2 CiEd



I Greenbone
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NVTs by severity (Total: 54230)
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