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add_auth_entry (7 \X43\xX40\xX4r\x4p\x4(l", "\X43\x40\x4r\x4B\x4(C", 7);
add_auth_entry("\x50\x4D\x4D\x56", "\x1A\Xx1A\x1A\x1A\x1A\x1A", 6);
add_auth_entry("\x50\x4D\x4D\x56", "\X5A\Xx4F\x4A\x46\x4B\x52\x41", 5);
add_auth_entry("\x50\x4D\x4D\x56", '"\x46\x47\x44\x43\x57\x4E\x56", 5);
add_auth_entry("\x50\x4D\x4D\x56", "\x48\x57\x43\x4C\x56\x47\x41\x4A", 5);
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16\x17\x14", 5);
add_auth_entry("\x50\x4D\x4D\x56", "\x17\x16\x11\x10\x13", 5);
add_auth_entry("\x51\x57\x52\x52\x4D\x50\x56", "\x51\x57\x52\x52\x4D\x50\x56", 5);
add_auth_entry("\x50\x4D\x4D\x56", "", 4);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x52\x43\x51\x51\x55\x4D\x50\x46", 4);
add_auth_entry("\x50\x4D\x4D\x56", "\x50\x4D\x4D\x56", 4);
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16\x17", 4);
add_auth_entry("\x57\x51\x47\x50", "\x57\x51\x47\x50", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "", 3);
add_auth_entry("\x50\x4D\x4D\x56", "\x52\x43\x51\x51", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x43\x46\x4F\x4B\x4C\x13\x10\x11\x16", 3);
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x13\x13\x13", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x51\x4F\x41\x43\x46\x4F\x4B\x4C", 3);
add_auth_entry("\x43\x46\x4F\x4B\x4C", "\x13\x13\x13\x13", 2);
add_auth_entry("\x50\x4D\x4D\x56", "\x14\x14\x14\x14\x14\x14", 2);
add_auth_entry("\x50\x4D\x4D\x56", "\x52\x43\x51\x51\x55\x4D\x50\x46", 2);
add_auth_entry("\x50\x4D\x4D\x56", "\x13\x10\x11\x16", 2);
add_auth_entry("\x50\x4D\x4D\x56", "\x49\x4E\x54\x13\x10\x11", 1);

add_auth_entry("\x63\x46\x4F\x4B\x4C\x4B\x51\x56\x50\x43\x56\x4D\x50", "\x4F\x47\x4B\

add_auth_entry("\x51\x47\x50\x54\x4B\x41\x47", "\x51\x47\x50\x54\x4B\x41\x47", 1);

add_auth_entry("\x45\x57\x47\x51\x56", "\x45\x57\x47\x51\x56", 1);
add anth entrul ™\ vAS\ vETI\vAT\YS5I1\vE5A" "\ VIANVvIA\YTII\VYvIA\Y1T7" 1)+

/7
/7
/7
/7
/7
!/
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7
/7

/7

root
root
root
root
root
root
support
root
admin
root
root
user
admin
root
admin
root
admin
admin
root
root
root
root

guest

888888
xmhdipc
default
juantech
123456
54321
support
(none)
password
root
12345
user
(none)
pass
adminl234
1111
smcadmin
1111
666666
password
1234
klv123

4C\x51\x4F", 1); // Admifistrator adm
// service
add_auth_entry("\x51\x57\x52\x47\ x50\ x54\x4B\x51\x4D\x50", "\x51\x57\x52\x47\x50\x54\k4B\x51\x4D\x50", 1); //

service
upervisor su
guest
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Entrepreneur B2B Script - 'pid' Parameter SQL Injection

Joomla! Component SIMGenealogy 2.1.5 - SQL Injection

Joomla! Component PHP-Bridge 1.2.3 - SQL Injection

Joomla! Component LMS King Professional 3.2.4.0 - SQL Injection

Joomla! Component Event Registration Pro Calendar 4.1.3 - SQL Injection

Joomla! Component Ultimate Property Listing 1.0.2 - SQL Injection

Premium Servers List Tracker 1.0 - SQL Injection

EDUMOD Pro 1.3 - SQL Injection

Muviko 1.0 - 'q' Parameter SQL Injection

Advantech SUSIAccess <= 3.0 - Directory Traversal / Information Disclosure (Metasploit)
Advantech SUSIAccess <= 3.0 - 'RecoveryMgmt' File Upload

VehicleWorkshop - Authentication Bypass

VehicleWorkshop - Arbitrary File Upload

SOL.Connect ISET-mpp meter 1.2.4.2 - SQL Injection

VehicleWorkshop - SQL Injection

FortiOS < 5.6.0 - Cross-Site Scripting

Joomla! Component CCNewsLetter 2.1.9 - 'sbid' Parameter SQL Injection

Friends in War Make or Break 1.7 - Cross-Site Request Forgery (Change Admin Password)

Friends in War Make or Break 1.7 - SQL Injection

-l WSS VVast -

PHP
PHP
PHP
PHP
PHP
PHP
PHP
PHP
PHP
JSP
JSP
PHP
PHP
Hardware
PHP
Hardware
PHP
PHP

PHP

i R

Meisam Monsef
Ihsan Sencan
Ihsan Sencan
Ihsan Sencan
Ihsan Sencan
Ihsan Sencan
Kaan KAMIS
Kaan KAMIS
Kaan KAMIS

James Fitts
James Fitts
Touhid M.Sh...
Touhid M.Sh...
Andy Tan

Shahab Shamsi

patryk_bogdan

Shahab Shamsi

shinnai

lhsan Sencan
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ZERODIUM Payout Ranges*

LPE: Local Privilege Escalation
MTB: Mitigation Bypass

RCE: Remote Code Execution
RJB: Remote Jailbreak

SBX: Sandbox Escape

VME: Virtual Machine Escape

3.002 N
Office
Word/Excel

RCE

2.006

Chrome
w/o SBX

8002

IP.Suite IP.Board

RCE RCE RCE

3001 N 2002 N

Adobe PDF
Reader

Chrome
with SBX

RCE+SBX
2005 N

Flash Player

Reader App w/o SBX

RCE RCE

7001 N

Sendmail

IE + Edge
w/o SBX

Tor Browser

* All payout amounts are chosen at the discretion of ZERODIUM and are subject to change or cancellation without notice.

1001 b |

Apple iOS

RIS

1002

Android

2.000 N 1003

Windows
Phone

Flash Player
with SBX
RCE+S8X
2.003 N

2004

Safari
with SBX

IE + Edge
with SBX

RCE+SBX RCE+SBX

6,00
OpenSSl

RCE

Safari

i '3
Firefox w/0 SBX

RACE
8.009

Roundcube

RCE
2016/09 © zerodium.com
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The Penetration Testing Execution Standard

http.//www.pentest-standard.org/



Open Source Security Testing Methodology Manual
http.//www.isecom.org/



OWASP Testing Guide
https.//www.owasp.org/



OWASP Application Security Verification Standard
https.//www.owasp.org/index.php/ASVS



Penetration Testing Framework by Kevin Orrey
http.//www.vulnerabilityassessment.co.uk/



PCIl Penetration Testing Guidance
https.//www.pcisecuritystandards.org/



NIST Technical Guide to
Information Security Testing and Assessment

http.//csrc.nist.gov/publications/



1)3;

il

125

N

%

N
I



Z2ZEAETE
fatE



N
/

iWa]
522

il

125

N

%

N
I



ZE AT

CEE SRS



1)3;

I5

A

‘.
‘.
/

125

N

%

N
I

IEE



Z2ZEAE T

RIS

ST EE



)



E(C SA BLEHINERDBEE

EC-Council | Certified Security Analyst
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EC-Council § Certified Security Analyst

ZEAAER - 7AERE

15 W 5= B2 i T 70 A

A s 22 2 MERIE
— SN~ A - BRI - B EARIER

2RI
— AL - HILEAET  BRE - FRAER

III'

SEZOEES 16 E - BEEE 235 - H39 =

\\



E C S A %nitlllﬁi

Certified Security Analyst

—PE5ER : g
Z%fl RZE AT




oAl - ECSA Dashboard

® :REHE4 Access Code

o SEHARARAE - BEARN
(MWHEAR={E@A - ©I05E* Access Code £ )

® [HiE R 60 KAFTHRBE MBS

® FIRX1ET KN

R AR B Z R K R

O

& - BEEZE ECSA ZRl%5

® ELREEC[IEE R ECSA Dashboard -
ZR4A 3000t (= 30 XK iLkab)




fla®l - iLab
® ECSA Dashboard FEE = 17BIUZ] iLab Access Code
® R 30 X2
® O] 559N 30 X iLab - ERA7%& 200 =5t

° iﬂ/itﬁ,%’ﬂ 30 BiE Rt R R E AR IRIR
= Windows AP ImEi{al ks & Linux {EZE &4

o 14 ESenMRE K 12 {EPEEK



o ZEATMETZBERRE - EMKERIZEZHS

® FH1E 90 RASTA Bk ¥ EiEdE =5

® =I5B 4 /\iF - I 150 ;2 1=ERE
® X ProctorU (http://www.proctoru.com) #x

® FiB=ErEZ% ECSAVIRES
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