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Ooops, your files have been encrypted!

FTEOWREH T e ?
EH—ENEXFHRENERET .

BE. BF. 8. BEC. #8. HHEXH. xeX 7%, BT ANES
XHEENET, AETRERITM.

Af—RXHAETFRLOES, FXTEREEERECFNTE, x|
Payment will be raised on R, ERARGEIRS, HREXMRT ETFREEOLIEE, 1

IS0 T 23:-41:55 %ﬁﬁﬁmﬁ&xﬁwﬁm ?
Tim ERAAREGAE. ARRARMOBERST R, BUAGRE, &
~ o T e R MG AR,
{830 B Ay, TREMIIIEIHE,
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o,
BN (01 B A, MEARERA,
5/4972017 23:41:55 AEMBSTLETSWAR, REREHW, AT, HESREMOLR
SRR .
Jme L ) BEFIEZAHTRA, AT =FRAKTHE,
2 SRS, — AR AR, SEAERETT,
$17, ETERE, HESUERRUBROBA, §RAHIRTE, HESH -

Send $300 worth of bitcoin to this address:

Your files will be lost on

bitcoin

e [1219YDPgwueZ9NyMgw519pT AABIS|re SMw m
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WannaCry Ransomware
Attack distribution by country - top 20

SEEEKNo.4 FWannaCry#) RERRS IR 32 i B K.

Bl JE: Securelist.
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https://securelist.com/blog/incidents/78351/wannacry-ransomware-used-in-widespread-attacks-all-over-the-world/
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iThome ::: = HFE BigData Cloud DevOps
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tb’l‘#ﬁ%ﬁ—iﬂﬁiiﬁ? BEREELEATR | ARXERE |, HiE 31’]\JEEl
IR EARE

HERAEIFPNSEOWEIESEEE  BSETEMCEY  FiE3810MESRER - it - 1558 *— “ Eﬂﬁ m ﬂﬂ-ﬁ' *Elﬁ.‘ﬁ

AABEFENIEEREE - EEHRESOERNARIPREEEE - @AS#EAE5 -
R | 2017-02-2 RE O 7 | EmnAiThometiti® FEIEER 77| 6w s

1086, k2, 21
H AR AR S TR WA A ] o 38 58 0TS A M T Ep B & RS
W OES - RER SRR RN AT AN - 202 168k
28384 AR S R MR T P (TACERT) + 65 5% W5 W £ il Ao T 54
SRR T PN Y
AL ERTRRUHBEENL - HEAHAMAZA0DERIA
BWNEE - HTH PREANFLY - ABEAFHMSLRET P
o (TACERT ) lifik ik 4, + S 02 25 & KA A E T s i + A& MEEPSE T
TN - MRS Ep P B AR R K R o B A st

2
1. Bl S SEEEP Je > S N B TG i) 08 -

EEBNE IR UNERNEE 2. T N w s £ HF SR & LB (16 3028 Port)
3 FEASRNAAREEE P (e 140 112« x)ee M £ 8 [P e

ﬁign, Codo 10,1 3% %)« oo fl 9 o O N RE N ES (ot SOl B 1R ARy
hgrien -
= m i =RU 42 "
. 5/(2‘% /\NE ..ﬂi’t ED%#& ? 4. PG PSRN S Fp & R P A D100 B ) -

1
2. E*ﬂﬂ"]FﬂﬂFﬁEégﬁéiﬁ,Jﬂ_”,,%,?fﬁ%i—:ﬁ ? b it EATHESER T WE AWML S THRE -

3. EEQ?EEFUFEVEE" ﬂyt*ﬁlﬁl%" ? 6. HMAEMYHMMEN SRR FE—HRELTHTE
4

5

W A W ERT RN -

° Q * Eﬁ-l-g‘j*ﬁ?i% E&Eﬁ%ﬂﬁ?%? % # - ;-»!F" HE PR R W e Py 0 0N B ho TR W S AN - S

?&ﬁﬁn Q%Akil\" E,J?;ﬂti? %ﬁ&'—z\i&ﬂﬁ-##d'f PEES B E R S-S E RS

Uniforce Technology Corporation 2017. ALL RIGHTS RESERVED. U N I(_F/ORCE

www.uniforcetech.com.tw EU 31\ ﬂ H
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FireEye Mandiant M-Trend Report 2017

Initial

Compromise

Indentify exploitable Gain Initial access
vulnerabilities into target

EAERAEXSHOS

Establish
Foothold

Escalate Internal
Privileges Recon

Strenghten position Steal valid user Identify target
within target credentials data
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Window of Vulnerability

The vendor Security tools are
Vulnerability is
Y notifiesits updated (IDS
signatures, new
modules for VA

[The patch is
installed in
all systems

KA i

BRI https://www.owasp.org/index.php/Testing_Guide_Introduction
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Average
armount of
open source
code in each
application.

OPEN SOURCE SECURITY
ANALYSIS 2016 REPORT

Recent Black Duck On-Demand security audits
of 200 commercial applications confirm the
importance of open source in application
development, and also highlight the persistent
challenges organizations face in effectively
securing and managing their open source.

~_of applications

reviewed contained

known open source
security vulnerabilities

22.5 or the

On average

the companies applications
were using 100% Average number of included the
more open known open source Heartbleed
source than they security vulnerabilities vulnerability

originally believed in each application
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ELEEH T ?

* Firewall, IPS, Anti-Virus, Content Security Gate, Endpoint Security, WAF, NAC, ... etc.

e APT, Sandbox, Code review, ...etc.
* Log Analysis management, SIEM, SOC, ...etc.
e PCI-DSS, ISO-27001, HIPPA, ... etc.

Vulnerability Scan, Penetration Test, ... etc.

rrrrrr
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Vulnerability Scanning k
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Penetration Testing
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CVE (Common Vulnerabilities and Exposures, 8 i )i E Y £2)

ﬂétﬂi%gggﬁﬁ ++EE q&§§é§ﬁ£: %%%;ZQJ%ATJEND

SR g5 Rh A
TémaE LA

LR o
NN

([ Ed

ﬁ##%fﬁﬁ%ﬂ?[i%%u&ﬂ%ﬁmITREﬁﬁJ%E’\jNatlonal Cybersecurity FFRDCH/= 4 -

B AR B A T — (E BB RST > BT

CVE-YYYY-NNNN -

Become a CNA

il s CVE Mumbering

ity (CNAY

CVE Mumbering

Authorities, or "CNAs,” are how the CVE List is built,

e Meeting on July 26 Now

Saarch CVE List | Download C4E | Wpdata an 102 | Baquest 2 CVE 10 | Data Feed
A "\/.r Common Vulnerabilities and Exposures
L g I Y A - i -itnr 15 eafyiline A
Dl By The Standard for Information Security Vilnerability Names ol MD m
Home | CVE IDs | About CVE | CVE in Use | Community & Partners | Blog | News | Site Search
TOTAL CVE IDs: 88416
Request a Update info CVE List CVE content Become
CVE ID ina CVEID downloads data feed a CNA
Click for CNAs, MITRE request form, Click tor MITRE request torm, guidelines & twallable in xml, CVRF, fxf, & comma- flable via Click tar process,
guldelines, & more mare separated [T Twitter Feed decumentation & maore

CVE Biog Latest CVE News Focuson |

CVE Now on LinkedIn and Twitter

Please fallow us on Twitter for the latest from CVE:

Every CVI

1D added o the list is assigned by a CNA.

As of teday, there are 9 fotal
from around the world with L

Mas participating in the CVE program
ountrizs now represented.

e + REMIMDER: "REIECT" Is Mot Always a Permanent State for a CVEID
Please consider joining us as a CNA ... ains Tuly 27, 2017

More >>

rage Last Updated or Reviewed: fugust 03, 2017

and v

NVE) List and the associated references from this website are subject to the terms of use, Far more information, pleasa contact us
s al the S, Department of Homeland Security. Copyright @ 1993-2017, The MITRE Corporation, CVE and the CVE logo are registered

+ ECVEnew - feed of the latest CVE IDs
« ®CVEannounce - news and announcements about CVE

lease also visit us on LinkedIn to comment on our news ar

More ==

https://cve.mitre.org/
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« CVSS (Common Vulnerability Scoring System, Jm a8 22 4t) HH 3= X
ZB8g (NIAC) Z:ER1F - B—EAFRMNESTE -

o CVSSEEHEBRENRATHEHNE  SEMADSRERIINY

- CVSSWHIERZ®E  SZEBNEREY  BnfHKEEREREELRE - FA
BEESEREEATEELRBES - BWIIAGTLL -

o CVSSHRER D EIE0N R0 - ONFRLARIRGE, - MBI RERS AR

(5 897~ 100FRBE ; BHE4~6.92E: PHRFF ; §HE0~3927 M8 EARER)

RENE

.\.}-L-\.-[-'_\.
an:u =]

£

AdEEEaRs - W

@ Common Vulnerability Scoring System Calculator version 3

Computer Security Resource Center

NVD

National Vulnerability Database

hett R B SR S N Bl LG S e Temporal Score and the Temporal Score is used to calculate the Environmental Score.
Visnesatity Memcs » CVSS:
Base Scores Temporal Environmental Overall
1.0 -
NVD CVSS Support

The Comman Vulnerability Scoring System (CVES) provides an open framework for communicating the characler

I Its model ensures repeatable accurate measurement while enabling users to see the u
characterisfics that were used to generate the scores. Thus, CVSS is well suited as a standard measurement systj
ofganizations, and governments that nead accurate and consistent vulnesability impact scores. Two common use:
remediation activities and in calculating the severity of vulnerabililies discoverad on one's systems, The National |
for almest all known vulnerabilities.

CVSS Vector

'm particular, NV sapports the Commaon Vanerabilty Scor AN

uinesabiity. W do ot curenty prosde '

VSS) version 2 standard ko af reratilties. NV provides CVSS b
hange over lime due B evenis. & i e v nerabilty). However, NyD
niped fo reflect ihet impact of the vulnerability on your organization). This caiculator of

UPRLUENIS:UICNAELIACH

e Metrics

et Scope (S)"
Exploitability Metrics _
Ine RN Changed (5:C)
calnalor Attack Vector (AV)" Unchanged (S:U) ged (5:C)
e hal soore for your environment Y
3 Downicad CVSS szores tee 3 neratittiss from e NVD XL feedf LRGN Adjacent Network (AV:A) | Local (MWL) | Physical (AV:P) Impact Metrics
Attack Complexity (AC)" Confidentiality Impact (C)*

High (AC:H)
Privileges Required (PR)"
Naone (PRN) High (PR:H)
User Interaction (Ulj
Required (ULR)

[EYEET] Low (C:L)  High (C:H)

Integrity Impact (1)*

CVSS standards information

High (1:H4)

J'w-allahllltmr Impact (A)"

Hone (AN} Low (AL) JETLTEE)]

This page shows the components of the CVSS score for example and allows you to refine the CVSS base score. Please read the CVSS standards guide to fully
understand how to score C\VSS vulnerabilities and to interpret CVSS scores. The scores are computed in sequence such that the Base Score is used to calculate the

CVSS Base Score: 7.1
Impact Subscore: 4.2
Exploitability Subscore; 2.8
CVSS Temporal Score: NA

CVSS Environmental Score: NA
Modified Impact Subscore: NA

Ovaerall CVSS Score: 7.1

https://nvd.nist.gov/vuln-metrics/cvss

* - Al base metrics are required 1o generate a base score.
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« Exploits Database ( https://www.exploit-db.com/ ) SEHEZEIKTREE - AILWE TREE
KAEEEXNZ RO RANAH - K5 EBHLZETREHE -

- ERHEBEIFEANEE: Remote Exploits, Web Application Exploits, Local & Privilege
Escalation Exploits, Denial of Service & PoC Exploits.

Elnprllnnlxs*i Home Exploits Shellcode Papers Google Hacking Database Submit Search
Date » Platform Author
OffenSive Securityfs EXp 2017-08-01 Papers cpT7fkdr &...
2017-08-01 I loit) JSP James Fitts
The Exploit Database - ultimate archive of Exploits, Shellcode, 3 V . fi Ca t i O n
2017-08-01 erl JSP James Fitts

The Exploit Datak geias

The Exploit Database (EDB) Is a CVE compliant ar 2017-08-01
vulnerable software, A greal resource for penelra\

Download Vulnerable Application

Vo sowces e comcerarate e i e, oo [REAER pTIfr &..
o] B B RN Delni 20170801 §  i0S/mac0s - xpc_data Objects SandhoxEscape Pri\ Download EXplCIt COde Google Secu...
2017-08-01 - (9 SOL.Connect ISET-mpp meter 1.2.4.2 - SQL Injection Hardware Andy Tan
Remote EXp|OitS 2017-08-01 - (@ libmad 0.15.1b - 'mp3' Memory Corruption Linux qflb.wu
his explort category ncludes exploits for remore services or apol | 2017-07-31 - (9 DivFix++0.34 - Denial of Service Linux aflb.wu
TN L 20170731 § (@ Vorbis Tools oggenc 1.4.0 - 'wav' Denial of Service Linux gfibwu
0170413 & - @ CsroCatahyst29601S 12255581 | 9017.07.31 § - (@ Sound eXchange (SoX) 14.4.2 - Multiple Vulnerabilities Linux gflb.wu
2017-0412 B - (@ Cisco Catalyst 2960 105 12.2(55)5E11
2017-04-11 @ @ Quest Priviege Manager 6.0.0- Arbin] ~ 2017-07-31 & - (9 libvorbis 1.3.5 - Multiple Vulnerabilities Linux aflb.wu
2017-07-31 3 libao 1.2.0 - Denial of Service Linux gflb.wu

https://www.exploit-db.com/
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w9 A —ESBH KA E - WREBRESNRET BEERFIRA -
B oA HH (Exploitable) {5584 IRE E B0l 1IBN{EARIERETS WK D Z=RHEE2Z
ZHIE R TE S (EXp'Oit KitS) °

2015F & 2ETHMZ#ZM A LR: Angler

HHY CVEERSE FRAWEMRTE SRIHH F-ELEaHy  EawEEsHH
All Vulnerabilities " e

(Critical, High, Medium, Low, Info) CVE-2015-8651 Adobe Flash 2016-01-26 Angler 2015-12-28

CVE-2015-8446 Adobe Flash 2015-12-15 Angler 2015-12-08

CVE-2015-7645 Adobe Flash 2015-10-29 Angler 2015-10-16

BT T #) €50 35 Ransomware (2510 fﬁ”'”ruJH J_]'E"-'——]m'%bf
ProofpointdTH/F7¢ A Bl 444 r\‘TWFl’ankRUIZ"H%I”H”‘T o S —MEEEiE S

CryptXXX | AYFETH#hZHES » IR IR L 812§ 3EReveton T IH YA

Exploitable

= Yes #2773 Ransomware & {{BEDEP B IR ITACE - 15 44 RMBIBR = /8 15 A

Skt - AR CHSATL | AMBlerT B /145 5 BEDEP AU 4 4R
Dridex 222 | - :=Z {0 Angler s A I B E i FHACHUECryptxXX = LIS =
T ARIKIABEDEP < A7 IL EEITETR ) - Coptoorblm—sa
TS » A A HIDLULR « 501562/ HoA A - 1B
fiiZi Ransomwareffl#fi#{T + EENIFREEIN || cryptEl[fi -

=)

Uniforce Technology Corporation 2017. ALL RIGHTS RESERVED. U N IL_F/OR CE

www.uniforcetech.com.tw =l ﬂ_ ﬁ



.rhon'e i HEE BigDhata Cloud DevOps

tBWannaCryEQE %ﬁﬂﬁ]ﬂﬁﬁﬁEternalRocksIﬁ% Eigﬂﬁiﬁi
NSABZZETHIIEWindowsEfg

MAAERIR - BRT7BEFHEWannaCry 25k - SHYERFHEEEEEternalRocks » FREESMBRENE
PHE . B . BHES O LIEAEthEEHIEEE S EternalRocks B AI S

WannaCryFfifE fff1EternalBluefIDoublePulsarEEETE 274 - EEATE
fttNSABR 28578 R = 1T B - BfEEternalChampion - EternalRomance
EternalSynergy ~ ArchiTouchSMBTouch% -

Epr0|t db oA FHcode K 737% )

Date ~ D Title
2017-08-01 4§ [Hebrew] Digital Whisper Security Magazine #85
2017-08-01 4§ [Hebrew] Digital Whisper Security Magazine #84

E7RE TRER3MEARNARE - $— - EternalBlue - EternalChampion I 2017-07-16 & How to exploit ETERNALROMANCE/SYNERGY on Windows Server 2016 |

Eterna|RomanceﬁlEternalSynergy?—iiF’qu¥SMBﬁi@ « ZF " -~ ArchiTouch#n 2017-07-12  § Hidden Network: Detecting Hidden Networks created with USB Devices
2017-07-03 @ [French] SYN FLOOD ATTACK for IP CISCO Phone

SMBTouch Rl 21681 B S 2 EF £ SMBIRE - £= - =FIMDoublePulsar - -~ —

2017-06-29 § How to Exploit ETERNALBLUE on Windows Server 2012 R2

EiEE 2252 TASMBRENWindowsEf -

2017-06-29 § [Spanish] How to Exploit ETERNALBLUE on Windows Server 2012 R2

2017-06-28 § [Persian] Xpath Injection

*E%Bleeping Computerﬁ/_ﬁ » EternalRocks O] AEZ 42 A BAEFH S 824V A - 2017-06-26 @ How to Write Fully Undetectable Malware - English Translation
EASEEFSRBEAR - MA - SRARBKl switchiT8E - RIEEHHE L 20170551 | & | rasol iisaion A

2017-06-19 & [italian] How to write Fully Undetectable malware

FHZENENEMEP - EHREENE - L&l - B=s50F]FEternalRocksH
HhEZEREREs  FETE - RT7AS - RATsTIEMEEEL -

2017-06-15 & Web Application Penetration Testing Technigues

Uniforce Technology Corporation 2017. ALL RIGHTS RESERVED. U N I(_F/ORCE

www.uniforcetech.com.tw EU 31\ ﬂ- H



" .
CVE Details IT Security Database
e ultivate security vulnerasility dotosparce 'l."‘-._|'|\gr{[i;l"fffu me(l-\ ahd cgmp,‘.’ame dataspurce
g dn Angizer Vulnerahility Fors & Widgetstic [RTEIRE)
B - Fome Hep o Sedr ‘lnerability Oy oy
o Fnter a CVE id, product, vendor, vulnerability type. .. Search Brouse o
bl i L Dsnts What is this site ?
inereh e By e ChAL Sources
Reporls E‘—w =
455 e Repat Current £VSS Score Distributicn Far Al Vulnerabilities This site collects QWAL Open Vulnerability and Assessment Larguage] definticrs frem severl sources Bke Mitre, Rec Hat, Suse, MWD, Apache efc and prowides 2
C5S Soore Dhetbutin: OVAL Definitians unified, easy to use web interface to all IT securty relabed items ircluding patches, vulnerabilities and compliance checklists.
Search ¢ Tistrisurtien of 2k wineohBitles by CUSS Srers Wireratilty Cistriuton By CVES Scomes Wi
[ S umber Orvulmaﬂ!s fercentooe :.\l'i\iim e Compliznce “eu can view full details of oval definitons, which is nt possible at ary other public web ste, Other similar web sites just display comments about the cefinibans but
i % hera you can view exactly what you should look for to verify a vulnerability ar  patch. Without itzecch.com it is almest impessibla to view details of an OWAL definitian
ey \winerabilitizs withaut getiing last in several xml files, defiritior documertatior, xml schemas exc.
2 ] LnixLirs
- [ Complisnge itsacdh is fully inteqrated to waw.coadetails.com 5o yeu can 2asity ravigats hetween CVE, procuct and aval definition details. Most of the definitians, whenever cpa ar
=;‘; l}mR;rJEH sculnerability mapongs are possible, are mapped to products defined by cvedatails com Lo increase usabilty.
L=
N [ E) L
an wi‘i"" E RT":—::':""” “ou can ako browse or search for items used ir oval defiritiors Bhe file names, rpm packages, ALK patch numbers etc, so you can easily fird all patches ar
{3 Mt | VISINES
e - Susli \E igoriee wwulnarabilities related tc any file. For example you can view list of all patches, vulnerabilities and compliance checks relatec to mshtm!dll bere.
Lg
kit

https://www.cvedetails.com/ http://www.itsecdb.com/oval/

Login or Pegie

f:i:‘;)\tenable Cyber Cxposure  Products Services  Company  Partners  Blog

ble to Heartbleed
Plugins

Top Countries

1. United States

2. China

Newest Plugins Obtain an Activation Code View All Plugins Search

There are B9382 plugins, sering 39781 unique CVE 105 and 26050 unique Bugtrang 1Ds

rea, Republic of
. Brazil
apan

'_, P
http://www.tenable.com/plugins/index.php?view=all https://www.shodan.io/
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(Network Scan)
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(Credentlal Scan)
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2. g "BARiFHE"
3. Fi ARy EETE M E

Vulnerabilities

Weak Configurations
(eg. KBS S fiF#brute-force)

75 Kl

__ S
g T
i
1. HREGSE TP P
2. FEAFFITAHTPort (UDP/TCP) fat B 24
3.  FETTAEMJPort Scans K Sessions
4.  FERHYYRSEHEHE

lﬁ""
] |
S5 Tk
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2
3.

. BFERZEABRZAETEA
i "REREE"
FiE BIRING ; SAIBREH

Programs and DLLs
version
—_—

Established Connections —— [EEeINTeEIRN-CILES
Botnet Database

—_—
Credential Scan Running Process Known Good Software

Unknown Process |
Agentless _
or —
Security Baseline
Agent based _
SR Compare Against
B

N  Find out file with
Sensitive Pattern

Uniforce Technology Corporation 2017. ALL RIGHTS RESERVED.
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Vulnerabilities
Unwanted Service

Host connected with botnet
(Compromised)

Compromised Host

Verification
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BENGEEEHEREELNHELER it AESEFIFT - STHEFNEZRFIER
RENFAETREND @ B RELY2RBTRENEHANEETH - (By #EBH)

[
pmn s

A -

o [ A& ogef AR
o [BEHEAGFNABRNELERE
o S IE{EELE

5 iEm

® OSSTMM

® OWASP Testing Guide
® SSDLC

YAk

o L7 It "WHBEZE, WEME  AEEHEERA  BERLERPEE -
o EF REM "wAHEZ,  HEFAEEBTRIE  EREEREE -

® xF5: it " EREMAI  ERESHABENHAEL -

o X WESIZNWIPLELR -
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KALI LINUX NEWS

Kali Drones, Portable CTF
Builds, Raspberry Pi
Craziness and More!

Kali Linux 20171 Reldase &

Kali Linux 20171 Release

APRIL 25, 2017

READ MORE

https://www.kali.org/
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® Q&A
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Figure 1. Gradual Risk Reduction and Imminant Threat Elimination

AR
sughy | o
Wahgm 5

Hlﬂh Marrow EG!BPG Hw

1

2 Months 3 Months dMonths 5 Month

: Urgency Probability
1 Months
Gradual Risk
Reduction
Low Wide Scope Lew

Source: Gartner (Soptember 2016
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o /EZE 24 ATHE (Windows, Linux, UNIX, A7)
o [ FH 75 HIRE (Web Application, Database, VM, A7)
o ZLEHREAI (Server, Network, IP Camera, NAS, Printer, ELAtf)
o BLZAEFFAIRE (RS I, X5 2400, & B 447, HAth)

BRI

o BRAH: QURES(AYER) ~ T - 448 - BEEH.

o FEFR: M bR ~ EHEERE - 99fRedT - EfeE
g9 B L
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Host Data:
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A

MEEE/ D EEEE

can: B ERERL - F9RREHI

BE /&~

Eah SRR - £

n

BEENER

SCADLA - POS/
ATN

HY) ||

0o ||

Sniff: EERRE
Botnet:E431=A1

..
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SRS ERH 25
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EHEAHRERENSAREAFNEE -
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ZEEEh - BERARENRAFAVREATBFFEN

RZI9mhAn RACHERR A T ERA L B TRRIER .

SRMIEREGREAIRG
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Vulnerability Analysis
Fiters ¢ | il ¥
 #lagn Typm M gD Pughtens Fardy Sl
i 11 @ Mieplay Ut Cori P fanin ceecke
— . T @ 55L e o 3 roord D Sece deeris |l
sl =1 0 4 g esh Hasting Ao oy
{Gencra
¥ Eeverity L
enera 1268 ] ]
L i, g
G N o0 o
¥ 2dness
e B oo o
M
i B ecie o

dEiatma~

4 Cpors +

&y ineal
Tota Resuits: §

Coost

Aiainin

0 dptoes »

& JE T
Total Results: 34
OHS WA A Papriy
B fend @

HI0ASRIEE TopN HET
Plugin ID Name Family
51192 SE(EIT SoLEE General
57582 SELEBHNESSE General
57608 EECMEEE Mise.
85332 MS15-082: Vulnerabllity in RDP Could Allow Remote Windows @M.
A0EIPTIE
|P Address Score Repository Total Vulherabilities
192168315 12 DMZ 715 “
192168312 2046 DMZ 285 = B3
192.168.3.120 581 DMZ 154 .m
182162.3132 140 DMZ 137 |m
192168310 20 DMZ a0 E
192.168.3.1 18 DMZ A3 .
192.168.3.2 3 DMz 15 |
192.168.3.254 1 Oz 5 |
192168.3.3 o DMZ 1
192.168.3.4 0 DMZ 1

Last Updated: 3 days ago
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SecurityCenter
i oy NG

Vulnerability Trend - Severity Matrix

Total
Past 24 Hours o
Past T Days 1940
Paat 30 Days 1940

Lasl Updatad: 3 hours ago

Vulnerability Trend - New Vulnerabilitie

T S T T

LastUpdated: 3 hours ago

i Sad 15 Won 15 Wed 17 Fr 18

Mokl @Medum @Hgh ECritcal

Last Undated 2 hours ago

Vulnerabity Trending

/ (Top 10 12-Summary 2\

1P Asdiess Seore Hepesitory Tolal  Vinershifties

10 B& 61 160 650 |BT_Dofaulf n 15

T W 7 Thu 25 Fri 20 Bal 3 L Mod 24 11.88.61.34 B4l BT Default 1
MNew Total m Ok Total i
Last Uptated 2 hears age 10.88.61.87 a0 (BT _Defal 3 m

10 08 61 54 8l IBT Dokl 2 n

10.88.65 74 80 (BT Defauh > I

10826181 &) IBI_Detsull 2 n

\. J -

Aug A

Reporting ~

Trend -

22 Switch Dashboard £ Options ~

Blugin 0

a8

1205

79636

20971

50361

90008

Kama

MS15-034 & HTTP sys (oI mha i i ade

flegin Sardee Dats
M5 14066 Vidnerahiity in Schannal Could Allow Ramote Coda Execution (7932611] (uncredentialad check)
Dracle TN Listaner Remote Polsaning

1M WebSphar Java EHEEIN

1 ROE

Last Updated: 2 howrs ago

PHP 5.6.x < 5623 Muttiple Vulnerabiiiies

PHP 5B x <

PHP Sfix< 563

PHP 5.6.x

PHPS5Ex<5

~\

Farnily

Windows
Service deledion

ER
Viindows | Cettical | 7
EZN

Databases i
Wiab Sarvars i
CGl abuses 2
CGI buses 2
Gl abuses ?
TGl sbuses &
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SecurityCenter

EXP'O“S by Platform BESwitch Dashboard » % Options ~

Exploils by Plalform - Explofl Framework Indicalor Exploits by Platform - Exploil Framewark Trends

Elliot Bad Autoruns
Last Updated: T hours ego
Exploits by Platform - Network Aftack Surface 5
IP Address Seora Low Madium High Critical
) G510/ Frel & 59 s {
10,88 61.0:24 006 o TS TR b o To TUT T T TT gL T LT TRES g 27 g 78
W Metaspiolt - Total @ Canvas - Total ECore Impact - Total mMabware - Total EEWO! - Tolal W ExplofiHub - Total mBad Autoruns - Total
10.88.64.0/24 15 o 0 0
LastUpdated: 7 hours aga
Exploits by Piatform - Exp Framework B
Total Low Madium High Critical
Metasplat kD 0 o B E T
Last Upaates: 7 hours ago Canvas 4 o L 3 | 0
Gore Impact 43 0 OO ) T
Expios by Plaform - Top 20 Explotadle Vunerabites Miatare 2 0 0 N ——
Edliot (i} 0 i o ]
e . Exostub 2 0 0 0
90510 M5 16047 Security Updata for SAM and LSAD Remole k 5 Bad Autoruns o o L o 0
Precis (3148527) (Bedock) (nredontild chck ot Expctate e R e
35291 SSL Cerificate Signed Using Weak Hashing Algarithm Modian [ Lest Updated: 7 hours aga
Exploits by Platform - Top 10 Exploitable Hosis
18479 S51v3 Padding Oracte On Downgraded Legacy 5
Eatrpolt V- ety DODLE) IP Address DS Score  Vulnerabilties
Mandr-the-Middle Weakness =
10.68.61.100 s 708 15 5 1 l
BOO35 JLE Pidding Oracle Information Disclosure Vulnerability 16 7 ¥ =
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SecurityCenter

Vulnerability

R

BRI Ry AT R

& JUmp 10 Vulnerai

Filters
Total Results: 60
 Explon Available x Plugin 1D Name Family Severity = Hast Total Total
ves 82626 @  MS15034 1 HTTP.sys oYMl inEinTE T (3042653) & AR Windws Caifical 12 15
% Repositories x M5 14066 Vulnerability in Schanng| Could Allow Remote Code Execution (2992611 ) juncredentialed check) Windows Critical T T
|BT_Defaul IBM WebSphere Java S0 F 7 {5 RCE Web Servers 5 6
PHP 56 <556 13 £ CGH abuses 1 2
X severity x
BS679 @  PHP prorio 55x < 5531/ 5.6% < 5.6 17 Multiple Vulnesbilities CGI abuses 1 2
Crfical, High
83504 @  PHP 56 x <56 18 Multiple Vidnerabilities CG! sbuses 1 2
X Address
- - e Vulnarabilities CG! abuses 1 2
AT y=21 =5
Al AR R B EE B s JE
s ulnerabitities C651 abuses Critical 1 2
% Plugin Name 91442 @  PHP 56 < 5 5.22 Multiple Vidnerabiities el abuses 1 7
Al : - =
91B0F @  PHP 56 < 56 23 Multiple Vuinerabilities CGI abuses | Citical ] 1 2
16698 O  RHEL 6 nss and nspr (RHSA-2014.0917) Red Hal Local Security Checks EE 1 1
X Selecl B
81469 @  RHEL 6 : samhad (RHSA-20150250) Red Hat Local Sacurity Checks: 1 1
i Clear Filtir
= 81470 @  RHEL 6 samba (RHSA-20150251) Red Hat Loeal Securlty Checks | Citical ] 1 1
RHEL 6 . samba (RHSA-2015 0264) Rid Hat Local Sscurity Chicks | Citical | 1 1
81474 @  RHEL6: sambad (RHSA-2015.0255) Red Hat Local Secority Checks i 1
84258 @  RHEL 67 7: rups (RHSA-2015 1123) Red Hat Local Security Chacks 1 1

B4T6E @  RHEL &/ 7 java-1.7 O-oponjdk (RHSA-20115.1229) (Baf Mitzvah) (Logjam)

Rud Hat Local Security Checks
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“ulnerability Detall List

_1472446612.7566_table_1_1 » ‘“uinerability List »

B 1IBM WebSphere J

ava Pt 5 yE

RC?/(BH 71)

7
Synopsis

S WebSphere Apphcation Server SE—(HEETE
Description

&% 1BM “\.eb‘\rnere Application Ssrver

N

\ =%
7

Solution

See Also
Links:
ibm.com &
\_nessus org (g

K

IR IRERG A, 58 & S8R b
P—

ERERTTE.

L RS
2. DK 7

7

Plugin Output

PluginfFi#BT6ER

BEIR#EEF %jﬁﬂl
AR HIH R A R T

(mm

Bocult 1 ofd

STEHE AT AR

Launch Remediation Scan

Recast Risk

Accept Risk

Discovery

First Discovered: 5 days g0
Last Observed: 5 days ago

Host Information
IP Address: 10 BB 61,12 ( B&
Repository: |57 Dl

Risk Factor: Critical

STIG Severity: |

CVSS Base Score: 100

CVSS Vector: AVNAC LIAUNIC
CVSS Temporal Score: B3

CHCIACIE FIRL O

Exploit Information

Patch Published: Nov 13, 2015
Exploit Available: Yes
Exploitability Ease: Explofis are avallanie

Plugin Details

Plugin ID: 87171
Published: Dec 2, 2015
Last Modified: May 2, 2016
Family: WWeb S2ivers
Version: Revision
Type: remole

1.5

Vulnerability Information
Published: Jan 28, 2013

ZE T TR B T
i, B ORI Y 2 ol
TERSPE, R b
TJ #4357 (Accept Risk)
BY, A S 4
(Recast Risk).

FIRCIND
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WannaCry

WannaCry

BasEEA
RSB AN

(3X)

ARWannaCry
EHMSEHEN AT
EER - FUER
i A BRI
BEMUEMEBEATERE
REEAMEEAEM I L
BIEXZT - RIAE#
EFEZBEERRE
AMAY I BT .

MITIERN RS BIFEREESN SR RIKEE
(15XK) (10X) (3X)

RESFIERSE—TFN - %8S ROMWARSERMNBREREBA
EERE—LHHRHEER - TMEEEBR TIHAAERIERE T - WE—DKIE
BRANAXNERFTSTEE. BEERBIEHEELHESREAS
HERBHNERBES - B5ES MRS - BETERNYHENRAGER.
RIEASAIMAE - ISR PER. MBEH PR RR S Z #5347 - RIFR

EREREhEAEEM.

AT aBAESREAD

HERR SR E
(1X)

BRERREDN SR RIRE
(1X) (1X)

MITHR IR ERE
(3-5X)

ARERBRR FARERBRAAREUZSADEHN FIREXDREAARBREEB FAREXBRELAAUHNE
HZEmEREHRE REBOREDNE  GBIHY BECHEROHMENNRPRRZ EHERUBRERIKEIR
MEREN - 55 REERTEHEEHPTREE HRERNE TERERMERENE A BEESEREREES
MEREMER £ ISFEHESEREPEHMEN SEAWWannaCry)BEET emaillFEASHEAAS.

REBHEM - O RPRZRAMGK. RERDWHRET. BIBRENRETBEBAK
HOSEHENE WHULUEHRIEENSE/MIEE JREKKBEFAENEEZAGE EREWMRE  TETER
A9BSR (WAERWannaCry)EfTIEER K- EXEHENRSBRERAS. HiRE.

B oEOEEERHERNE BAEEFEMKnow-How - Xi&

AEEALBST . RO AN TR - 3B INE

BEUMESFEER - WEME  BRESAVIEMM.

KRN ANRREKE.
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Tor

Add Policy

Template

S

Host Dizcovery

Folioy Compllance Audlting

POl Quarterly E

M

Basic Metwork Scan

b8

Credentialed Patch Audit

SCTAP and OVAL Auditing

Web Application Tests,
Tiean bor published and jnk .

Internal PCI Network Scan

=]

Dash Shelizhock Detection

<O

Malware Scan
iabarary ey Vs B k)

£

GHOST [glibc] Detection

et !

DROWHN Datection

WannaCry# 2Rt EL

® T IREHRMIFEEER R

SecurityCenter @

lanakila 5C

Add Dashboard Template

Dashboard =

Analysis = Scans v Reporting = Assets  Workflow Users »

& Jim Huang =

Al = ‘ shadow

Q € Back

I IREHMEASEARE.

Ve

Shadow Brokers Vulnerability Detection

The information published by the Shadow Brokers hacking group Identified many major vulngrabilities In common operating systems and services, Fallure
to remediate impacted systems could leave the network susceptible to infrusion or exploitation, The Shadow Brokers Vulnerability Detection dashboard
dispiays detailed information about the vulnerabililies and exploits discovered by the Shadow Brokers hacking group.

N

WannaCry K EternalRocks{& Bl &5 A 12 it

Detecting WannaCry and EternalRocks

The new ransomware that is sweeping the planet, called WannaCry and the successor EternalRocks, Is causing many organizations much pain as they
determine if their network is at risk. Organizations that practice Continuous Vulnerability management can use this data to identify vulnerable systems.
This dashboard helps to show how SecurityCenter can identify vulnerabilities using active, passive and event logs to assist customers.

.
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WannaCry & EternalRocks
(=R:lE: ZlK EEIFagE =L
:\\D%L'f—fﬂ *)'/I'

EEHE%WannaCry?FHE%

MERIEEETEIR.

Detecting WannaCry and EternalRocks

WannaCry - Suspected and Confirmed Vulnerabilities

Suspected Confimed (Ac  Confimed (Pa  Confirmed (Ev
T TR

Curmulative

Mitigated
Lot Upsibsitesdd Lo Whan s resinutes st

WannalCry - Connection Summary

Source |IP Destination 1P Count
17216 132183 216.215 112 149 336 -
172.16.1232.182 212.44.64.202 336
172.16.133.4 172.16.133.1 180
172 16.132 183 172 18.132 185 28
17216133 21 17216133 .4 4

Shadow Brokers - Codenamed Vulnerabilities and Exploits

DaoubleP VWing

FducatedScholar

Metaspioil

Lovsst Upedstssed Lassss 1hime s rrvioutes sgo

Shadow Brokers - Unsupported and Outdated Products

Windows 2000 Windows XP Windows Sarver 20

Microsoft Exchange MBwv1 s

Last Updatad: Lass than a minuts ago

Executive Summary - Quistanding Patches by Operating
System

ramily 5c... 1.

Windows Visla

Puisonivy

Lotus Doming

Scans ~

SecurityCenter @8

Tenabie SE Playoom

Vulnerability Analysis

Dashboard = Analysls =

Workflow =

& Jim Huang ~

& Options =

Filters Ps -
« umrary Total Results: 2
“CVEID 1P Address NetBICs Score™  Tofal  Vulnerabiliies
0144, CVE-2017-0145,CVE-
20170140 CVE-2017- sz o worroveorowne o0 2 [ - -

0147 CVE-2017-0148

@ Jump to Valnerability Detail L ist )

e Y HENEEEIE LT AEWannaCry g RERY EHLIP.
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