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15 SE\” ﬁi% Cryptolocker we have encrypted your files with CryptoLocker virus

Cryptolocker virus. The only way to get your files back is o pay us. Otherwise, your files will be lost.

Your important files (Including those on the network disks, USB, etc): photos, videos, documents, etc. were encrypted with our
Caution: Removing of Cryptolocker will not restore access to your encrypted files.
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Click here to pay for files recovery

[+] VWhat happened to my files?
( A ES i'j RS A ) Understanding the issue
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until you pay and obtain the private key.

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no one will be able to recover them.

Press "View’ to view the list of files that have been encrypted.

Press "Next’ for the next page.
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|7 aieiieei —miiiiee...g Report.dot.encryp... 24/11j2014 11:14 AM  ENCRYPTED File S1KB
B = -“.dot.encrypted 24/11/2014 11:14 AM  ENCRYPTED File 27KB
W 24/11/2014 11:14 AM  HTML Document 7KB
2 o "‘imRepovt. 24/11/2014 11:14 AM  ENCRYPTED File 65 KB
_Fa. "' **mCert.dot.encrypted 24/11/2014 11:14 AM  ENCRYPTED File S7KB
i [ .n Report.dot, encrypted 24/11/2014 11:14 AM  ENCRYPTED File 32KB
__h.  ~~@e== oning Report.dot.encryp...  24/11/2014 11:14 AM  ENCRYPTED File S2 KB
_Parz '~ . |Inspection.dot.encrypted  24/11j2014 11:14AM  ENCRYPTED File 610KB
i =~ Inspection.dot.encrypted  24/11/2014 11:14 AM  ENCRYPTED File 608 KB
__R7% R0 |Inspection.dot.encrypted 24/11j2014 11:14 AM  ENCRYPTED File 606 KB
| Re. """ llnspection.dot.encrypted 24/11j2014 11:14 AM  ENCRYPTED File 604 KB
| Yoo e ot encrypted 24/11j2014 11:14 AM  ENCRYPTED File 38KB
= —_ 2
28 | BEE FHEHNAZRERNES - | eEd A
& HELP DECRYPT.HTML 2015/2/26 FF 0. Chrome HTMLD..
E| HELP_DECEYPT.PMG 2015/2/26 T50.. PNG Ef
DHELP_DECFWPT_THT 2015/2/26 FF 0. MFMH

# HELP_DECRYPT 2015/2/26 T 0. REEEREEE



http://www.google.com.tw/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRw&url=http://www.kocpc.com.tw/archives/15385&ei=I96cVbfaEMu40gSm-Jz4DA&psig=AFQjCNH5euLP0e36go9hJcSeyIiaX4e0uA&ust=1436430216813998

HEH L REAZ KBS

R R R R R R R R R R R R R R R A 2l R 2 TP TV IV NIV

'-—_—lk

Your documents, photos, databases and other important files have been encrypted with strongest
encryption and unique key, generated for this competer.

Private decryption key s stored on a secret Internet server and nobody can decrypt your files
until you pay and obtain the private key,

You only have 96 hours to submit the payment. If you do not send money within provided time, all
your files will be permanently crypted and no oae will be able to recover them,

Press View” to view the list of files that have been encrypted,

Press "‘Next’ for the next page.
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) RE IS I RS 2R 1§

BRI H AT E EM W ERK:
> BRI

» BREAMBERE
> HEHESE

» EREANMZRAL

gEﬁ =
r BREE

RANSOMWARE

User may encounter rans
spam or malicious link. O
access to the system a
prompts forcing users to



e e B I EE A

: Home = Bolletta > Servizi > Bollett@@ online
» BRI |

» REEMRVIRITIVIRIE - E45 PEIIREE:
> NEINERBERA/DRIE -
EE % % ¢I;é-'l Zirsfrcax?gcnzﬁmfg;gizei%ﬂi ";Lgltxiao\:/ostra bolletta della luce, si prega di inserire il numero
> /L\’\IL\’\ E 26974 26974
N ;‘-tt N == s oy XELE E Scarica »
> BREMIREENFERRENET
- NP To:
> N EAEERFREN RIS =
o Subject yourwebsite is sending spam please da something .
Ecb- ) y . = Message]@file [150}.zip (11 KB}
ubject: y resume Sydney Welc =
I Message | My resume Sydney Welchzip 2kB) Hi =

Hello my name is Sydney . EEJ Your website is sending spam maybe it was hacked.
Resume attached,l am looking forward to hearing from you Please check everything and stop spaming or I'll write an abuse.
Faithfully yours, Sydney There is one file from vour website that is sending spam I have

atta=hed it to this letter.
Please inform me when vou can solve this issue.




oooitZ|cod.scr <« BEMERZH
000> ZI[U+RTLO]cod.scr UnicodeiZdl&an > HA 2 /A%

>

0001t Zlrcs.doc ¢ BERHERAREBEZIINEZEZHE

= 3]B0.8805 B0 A SF|H-{REEN M rar - WinRAR

ERE B0 ITHE HmEED EBWM SHED

NN o By oa) B K

| TR mERE EJ 4 HE

| [E ||[B sasmmresn ) S5 mmmsed o - RAR BHE, REEF0D 114,516 (T8

BE 4 | Fol | ke | 153 | iEEERIEEA [ CRCaz
. EHR
ﬁn‘%ﬁﬁﬁﬁﬁkﬁF'JE-*@%@?EE?UES.&DC 114,316 S0,050 EERIEdESE 2012323 T 09326 ACIDOISD
ELd 8 114,316 7R, 25T 1 BEE

8/3/2017 Confidential | Copyright 2012 Trend Micro Inc.
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> 1£2015F T HRBESZRIZUEE]
> BOFHIWEHRHBISENAE

/7 —
> g
18 g
16000 -

14000
12000
10000
8000
6000 =
4000 //\

2000 = A
o+ 11—
201578 2015888 2015998 20154108 2015&118 2015128 2016518 20165258
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A ZERIENELR - TEFREABRZI
o) fixes

6
a
Yeg °




TEEET

> BEELANEEIR NEExploit

%%H’éf,ﬁﬂ 2= IVRE
HEEIERR (WIE)
» AIEzRIME (H0Flash)

ERINE
» EVSERZEI LS

» BE MEHITHTERIEE

ST/

[ ] only show processes still running at enc
Timelines cover displayed events only

Process
7 |sass exe (528)
B csrss.exe (432)
=l [ winlogon.exe (472)
B dwm exe (372)

WINBIREE

B B3

B [ Explorer EXE (1434)
= (= iexplore exe (1424)
(& IEXPLORE.EXE (2072)

—

|..> 5] ,%"IEXPLOHE.EXE (1192)
= & % ABE3 tmp .exe (3384)

ENRE S

J/ 2 (5 explorer axe (2872)

[ = 4% svchost .exe (2904

2% conhost exe |
T rundl3Zexe (3156)
£ nundll A2 eve (AN3H
£ >

Description:
Comparny:
Diathe

|



=2 AR R IE

FAERIREEMIERAR
SR INRE N EE S B kEs
REMRILZARNEEIERS
» WordPress, Joomla, Drupal
1156H
—EETE ()
1081H 118198
— B (7) — RFRIE#H (Joomla)
10815H 118308

— EBE (Joomla)

— EithE (Joomla)

N/

AV

Bt 5537

« Ei&1E (WordPress)

« /N2 (Joomla)

+ ZX1{AZE (WordPress)

« EFI (Joomla)

« /N1EZE (Joomla)

12A3H

12H9H

+ EfZ (Drupal)
12H16H

- BEYAEIL (7)

12H21H
« K& (Joomla)

12H25H
« B} (Joomla)

12H28H

N/

« B#Z (Joomla)

« /B2 (Joomla)

1H6H
1A11H

1H20H
o UNEZE ()
1H27H
. WIREAI
(WordPress)
1H29H

)

)

)




FERHEILEIRETZ T
B2 Z&EExploit
RBEEAE LERBETER
BEZERRERINEE
BIEEMETINAEE
WEEHE eI FFah BRI E
WNEERZZZRNUFEELRE
2015FBhEMU EERNRENEEHR

Angler, Magnitude, Nuclear, Neutrino, Rig
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TE
Y=

EWEIKENBEES K
B ESEE GRS EE

HAGIRES

== 4 Bl = @lexplore exe (2392) Result  Comments Host LURL Body Caching  Protocol
B ZRERFSRK | emeorescem o, 570 ™ | B
SH, B@%?FM i 56?3 J [\ 4 02 _ 0 max-ag.. HITP /Fﬁ/ﬂ ==
L'— B 4mp (568) @18 200 Rig Exploit Kit (PwHeLfAULx3LDIU=I35KT... 22,546 HTTP
ZIS £, TFAALmp (196) iy . .
17 200 Rig Exploit Kit findex.php?wHel fALLx3L... 14,435 HTTP
@ Fiddler exe (2168) @11 200 Rig Exploit Kt findex.php?wHel FAULXEL... 14,435 HTTP
= @ P“’“‘“"” e {272‘“ El20 200 RigE . 143,360 HTTE
http,ff_f 0r|g|n = Di
_Edlt Format ll' \\'| a8 http:// | P~-c ” 2 My Mom Makes Money
1: <div style="position: absolute; top: ~
-118@px; left: -21@@px; border: 1px
i solid black;"><iframe style="color:
_green” THE METHOD THAT CHANGED MY LIFE
i sre="http: I 4d23HEN™ 4
i widht="4 ight="232" border="8"> 4 ; £
, ight="232" Lorder="6"> Making steady income from home g
DTD XHTML 1.@ - -
o is easier than ever. /
= s ~r .org/TR/xhtmll/DTD/ xhtmll- . R
(S = tans It's simple! It's legal! It's quick!
AL .w3.0rg/1999/xhtml" Hi,
EF' ,\\@ 1—_| HE . w3 org/ /el My Name is Michelle . I have three beautiful
iv="Content-Type" boys and unfortunately I lost my husband >
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ARNE S
HRENE
=R

\‘H
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ZER _E NiFfE % e DU ERES
TREWE
KB AR B4

it (RS o rkiRtE

REAnESVFaRBEENIREESEGEB R,

A - S RHERR)

i)@[e_ hitps:// I 5. <tinoPipe/2d< O -
b\ AN

SALE:
UPTO

AFEEEHEME

= s g AN EXTRA
B%:HE!ZE’\JlFrame 50% OFF
o EAEEE | &

BAKEER=R

SHOP NOW |




e b Dbt CVE 43k | [EEE | REOH | ESNRRARG | FHABOE | SEAH
41

[W7IYIELEOEEN  MS Silverlight = 2016-02-22 Angler Exploit Kit 2016-01-12

Micosofe® [Q7STEEEEEEN Adobe Flash  2015-01-20 Angler Exploit Kit 2015-01-27
5I|Vel’|lght'" Q7 IIEEEE Adobe Flash ~ 2015-01-15 Angler Exploit Kit 2015-01-22

%z'i H%E/)F:ﬁ 7@ Adobe Flash  2016-01-26 Angler Exploit Kit 2015-12-28 29
Adobe Flash ~ 2015-12-15 Angler Exploit Kit 2015-12-08 7
IR 3R B2 5 5= ] Adobe Flash ~ 2015-10-29 Angler Exploit Kit 2015-10-16 13
2 >0 Adobe Flash ~ 2015-08-28 Angler Exploit Kit 2015-08-11 17
P i AT MS IE 2015-08-25 Sundown Exploit Kit 2015-08-12 13
R MS IE 2015-08-10 Angler Exploit Kit 2015-07-22
é% ﬁ»ﬁ rﬁ MS Silverlight ~ 2015-07-21 Angler Exploit Kit 2015-05-12
Adobe Flash ~ 2015-07-11 Angler Exploit Kit 2015-07-14
Adobe Flash  2015-07-07 Angler Exploit Kit 2015-07-08
Adobe Flash ~ 2015-06-27 Magnitude Exploit Kit 2015-06-23
Adobe Flash  2015-06-17 Angler Exploit Kit 2015-06-09
Adobe Flash ~ 2015-06-16 Magnitude Exploit Kit 2015-06-09
Adobe Flash ~ 2015-05-26 Angler Exploit Kit 2015-05-12
Adobe Flash ~ 2015-04-18 Angler Exploit Kit 2015-04-14
Adobe Flash  2015-03-19 Nuclear Exploit Kit 2015-03-12
v Adobe Flash ~ 2015-02-02 HanJuan Exploit Kit 2015-02-04
| CVE-2015-0311 |
| CVE-2015-0310 |



5 RENF21T 4 Live Demo
SIREA 7 HEE SRR,

b Process Explorer - Sysinternals: wy .

File ptics - Fin E Hé# - = P~ C e New tab

| Process

8 7 svchost e
-1 |n | svchost exe
= Tisskhose e Frequent
n 7 svchost oo
® | svchost exe
® | svchost exe
) SPOOISY oos
® |svchost exe
[[] amsve exe
B ENmp Exe
| MsMpEng exe
| svchost exe
'svchost exe
" MNesSrv exe
¢ Searchindeer axs
. ;mﬂ:::m “ Home Share Vigw Manage
B | Carss axe 1
= |- WAreD Q0N e
® | dwm exe
., mxplomee exe I Favontes
=] (= iexplore: exe B Desktop
=2 ieoplore exe
= eaplore exe g
= 5 procexp.exe Bleeding-Heart-F blueflowers daisy_pollen_flow donate-flowers

o procexp b4 exe lower-Pictures er 220533

| MpCrmd Run sxe & This PC
P

e ré

v Picture w

& Downloads

=, Recent places

'-'\ﬁ MNetwork

CPU Usage: 5.01%  Commit Charge: 21.57% Pro
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> RIS BRI
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> WEHE AR
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> HREESTERIRY R
> BEEREEE  MEEEH - BEHLURE  BBAERA
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Ooops, your files have been encrypted!
BEEIEREH T TR ?
B —EERXFHANERETT .
B, BA. X, BMo. S8, HEXHE. exeXX %, RPEPFEERN |
XEHBEMNET ., BETRETITHE.

EM—RHFRERFAELVER . FRWTIERE LM REXFAGE, FRE
Payment will be raised on | ik IIREREABLel ol - B R L F S el e S b

1/4/1970 08:00:00 ﬁ?ﬁﬁﬁ‘lﬁ ,ﬂ;ﬁ*gggﬁm ?
Thne Lol [EAEMREMSIE. HEEEARMOBRERSB I ERE. KL ARER, &
PR TR TR T gﬂ i% 1'# ﬁ % ;E ﬁ é{J 'W g H& 7?:% ° e
s St B2 B/, MTREEIRIHMHEE.
A EEME <Decrypt> #EEH, LUK EBEME LS. FEHL, REETE
Your files will be lost on SRE .
EEERE2ECE, FETREEH.
1/8/1970 08:00:00 2 LPEFA T LIEIFERETE, MEREWME, EMFT2, HEMTFIFMEERE
ERTF .
________ e N FIFIRZAMREBE, AT=ZFXBHAKEME.
=H, —HEFIARMSE, S8XxERETT.
$7T., BSTEFRIK, HFEFLIEEEATFANEA, BEFEHXEBERE, GETH

Send $600 worth of bitcoin to this address:

A bout bitcom bi tco '. n
T ACCEPTED HERE 115p7UMMNgoj1pMvkpHijcRdfJNXj6LrLn -Copy
Contact Us Check Payment | Deerypt |

n
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PEER  BBRUTRRS BNRF 2 8
o EREHTENAS o BA8BAK ® DT
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NDTIFIERI DOMAIN I.edU.tW
Special defacements only ™ Fulitextswildeard # onhold (Unpublished) only r

Date : | ALL 'I AEE'Z filter

Total notifications: 5,136 of which 4,335 single ip and 801 mass defacements

Legend:

H - Homepage defacement

M - Mass defacement (click to view all defacements of this 1P}

R - Redefacement {click to view all defacements of this site)

L - IP address location

¥ - Specisl defacement (special defacements are important websitas)

Date Motifier H ™M R L 7 Domain

2017/07/28 chinafans = cedu.tw/o.htm
2017/07/26 s3c-Out H [ ‘edu.tw
2017/07/20 aDrive =3 - p.edu.tw/chinese/adri..,
2017/07/085 Typical Idiot Security =3 - cnuLedu. tw/indesx. html
2017/06/30 SOk H = | ps.tp.edu.tw
2017/06/26 Don-2 = (UL edu, tw/admin/notice/
2017/06/23 CCOCOoT = u.tw/ojs/public/sit...
2017/06/06 Ashivane Digital Security | c.edu. tw/hackfans. tut

Team

08§
Unknown
Win 2008
Win 2003
Linux
uUnknown
Linux
Linux

Linux

Yiew
rmirror
rhirror
mirrar
mirrar
mirrar
mirrar

mirrar

mirrar

2017/8/3
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r ERIFSE LRI AT - BURRRHBRE F—SHEAALL - 85

YouTube £ 5 - S2EXRE R 2 F 2894815 - U272 EF AT Wi-Fi 48
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TYRS
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& ©F https://www.165.gov.tw/loss_rank.aspx

|6 E2RVGEER ABYZHE

} IR FETEIE

BERELNAERERNEREE
# Adobe Flash Player

|| wowm || memssE | wmoms | Rmsesmm | pecewss

L RERS RRBERSEAREISHS
L RESR

Ha AT Emam
Q w=enm
EERE B30t 201716121
Oo EENENE TERE ek 201716121
! eETm
ih SERERNIBES EzZE] (BEREx) PR ;2718 201716121
il EBURESE R
EWRITHE R 2148 201716121
RE E B W B
DEEEHE - BRIOE 0 4146 201716121
QO FER M R
B eate ViVasEiFiainiE o8 106 201716021
B sss9
t1EHA : 10656 H12H =1065E6 5188 201716021
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fEREIRE:

BEBRN A MR
ETHREERE & 2016-05-05
RETFEZA - MEL

X/ BE3CE | 2016-02-081%

3E) S P omail - SReE (Yahoo) - BEREIENE FERS M ANE BILLT BE A0 SR © B RS EAT

twitaobao.com ;=

[ 1es |

o 3CHE | Tee s
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A BBEHA | a8

| WIRR
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£] W BT 4L .
Liberty Times Net Eifes Emﬁﬁﬂ@ anlﬂ Eﬂiﬂﬁ_ o

e ode wF 0 2F 0 = REEEM vE | EE

EE = BlIF

ERELZ K RE B2{E S AR
ié@lﬁ G+ | 1

CEIE= ¢

[EF=EET LRSS | SEEMZeEERKERH ¥ ESERELIZCR
EETEIRETERER - CEEENERBITNEE B EMailru - EGooglefy

MARENBREEEF -

~o—MEBE+ - EERTEENERELAT TEEES (Hold Security)  BIEEA

EE (Alex Holden) » MHAKEEEEEL A MEHEIIEETENAERE -
T (T EEREEHES  SToEEEMEHmAIEES > UERTNEEEGma
IRTWEL - SEHEMEE T SoBEEHRRTWEE - AL ABMal S - 5
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Securing Your Journey ENGLISH
to the Cloud

HMO AT A1 ZEH
@) TREND.

For Home For Business Security Intelligence ‘Why Trend Micro Support Search

Home = Site Safety Center

Site Safety Center

With one of the largest domain-reputation databases in the world, Trend Micro's web reputation technology is a key component of Trend Micro™ Smart Protection Network™.

: Securing Your J
) TREND. | oo

o £ g : ' For Home For Business Security Intelligence Why Trend Micro Support Search

Home > Site Safety Center > URL Rating

Site Safety Center

Please type the URL that you want to check. With one of the largest domain-reputation databases in the world, Trend Micro's web reputation technology is a key component of Trend Micro™ Smart Protection Network™.

DS e S it safe? http:/ftw.yahoo.com

Scores are assigned based on factors such as a website's age, historical lc
activities discovered through malware behavior analysis. We've advanced |
types of criminal attacks that can come and go very quickly, or try to stay hi

@ Safe 0 Dangerous

The latest tests indicate that this The latest tests indicate that this This URL
URL contains no malicious software URL contains malicious software or befare, o

and shows no signs of phishing. phishing. with spar @ S a fe

READ DETAILS v

http://tw.yahoo.com

Is it safe?

How would you categorize this URL?

@ Search Engines / Portals

ENGLISH

CHECK NOW >

The latest tests indicate that this URL contains no malicious
software and shows no signs of phishing.

Search engine sites or portals that provide directories, indexes, or
other retrieval systems for the Web
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/

alll

KRB DT NEBFE - LR LIRS, - EFEMsEtt
RILEEBIIR TE 2R M EFRHEHEE S KAl

SR HEZER AR - AU AZFRN
Everyone Full Control#6R -

EERBAAERRLZE - BefEERLRIRE -
TEHERIFREAMEAEREIN R -

Java

Flash

IE
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SR R ERE L ) BN S R
FE2ZE
Cryptxxx 2.0k
r'\ Anti-.Ransomware TeslaC rypt vl -
¥ Trend Micro experts help you decrypt your encrypted files v 3 %D Vv 4 H }i E jJ /;I%i $
7 S A= N2 HIAE 22

(] select the encrypted file or folder to start decrypting it

g Select&Scan

http://esupport.trendmicro.com/media/13656199/RansomwareFileDecryptor%?2
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=+
J &

=i

TR

e

il

J

E S
75N

=
==

Z£0
1

=

=i

éﬁ
2>

P i
&

Elh]=4

X

JI&

ED

R

WRETERE

ZHEA]
- B

f

< N

=

i

soEE
A=A

SEEHE

IR AE4
M >l

57

F5om = anfar ?

7N
L

N O
> EE

7N
L

BEMA @D ?

| s
&

. EOEE
> HE#

iier 81) B 58 A A

EEaE

BT ER
B EEESEAEAE

AL
3

it

b

O

=

I| A
A= AIAS

O EE

b
o n
(

Sem—

= J
i

2 [H 3 2% & o) Y B2 32 BE 7 9y

=

1
- B

2017/8/3



#% Process Explorer - Sysinternals: www sysinternals com

Select Colomns

2x

Ele Options View Process Find DLL Users Help Process Memory | Handle | DLL | HET | Stafus Bar
: = b :
| @ Bs s i@ I Fooces Do Process Performance Process 140
Puocess FIL CPT  Descophon Comps.... Tszer Marre
E 0 434 NT AUTHORITY'S Y5 TEM . .
ey — i Heudwacs Iarigls Select the columnz that will appear on the Process wview of
= ores wa Defened Puosedus Calls Frocess Explorer.
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